BAR, O TEHERELY FPVITITEROFIRERABL T, —FLBREBRITDBEE. 48%

BBLTLIZE0,

TW P TOMEE (56 X=) e tw b PV TEBDD(CHTc > TOEBICDNT
HBELTOET,

T R TPY T (B R=) e AEBAZFRAT=DZTOLY F PV IFBICD
WTEHBEL TWOETD,

BEYRPYT (82 X=) oo, YRTFTLEBEY FPYVITITEHEICDONTHRHA
LTOW&ET,
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Ty N7 v O DOEIE

Ty bPVTICIE RELSDOT Y U PERDICODT =TIV ERRBERUET, Fio. ¥N¥ND
IIUVNIDOOWTEY I RO POAVR =)V EQEBHFBBELY T,

® ik

BARON—RT 4 X5 EIZEFireWal-1(LinuxbR) DEY 2 —)U, BROEXRSBZEY —
WHA VR E=UBHTT, CHBAEFBAL T, IV 0000—Ya3vHLTLICE
(S

e BEBEISATUK

V2T LADEAREETBHICHICHERITZEBIVE2—42EL THEBLET,

Flo, RUY—ERBDOZ A4 7> FPCICIE, AEBICEMB=N TS Check Point
NGX CD-ROM JHBEY 2 —)UCUILSA Py b EAV R F—=LLTLIES W 1YV
2 b= V/ANERBASRERT « RODERBEL TEEAL £,
FL<IFZOBOFZBEEERL TIIZS0,

v b PYTICEE UTO3IBYDOSELNBHY £,
® a3 PYT)U(SSH)AEFEARLIEY FFPVS

® \Web Management Console WbMC) #ERL -ty k7w
e VY- )uvEFBARLI-tY FPVT
AETE, LBV FPYTIICDWTISSHABALICtY P v T J&FIICE > TERML &

ED
o2l SSHDOO S APy bV D FEHBHRTIAR<SIZE L,
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'y bPYT

YRT LY PV TITBERAEDDT, £Fa2 7Y )U(SSH) #FEALICFIRZHRBL T,

EREFIRDEN

REFIRORNZLATICRLE T,

1. AVZAN=IV/ABBARERT 1« RTICKDER

1. AVAM=IV/ABIBARERT « R0 DIERL
2. A VAMI/ABBARERT 1« AVICKDEY "7V T

~~

1. BREEY—IVICKBEE
2. FireWall-1oav7«490b—v3y

N

3. tFavFssRUY—DtEY TPV T

4. NNvo7v T

e &

5 FVSA4UT7vITF—h

6. ESMPRO/ServerAgent®t v k

T LGOIy IT7 v T

8. BEIVE1—5DEY YT

57

UeN7edOFINY



1. 42X b=/TIBISAEERT 1 ATICL D5

AVRE—=)V/MNERBARERT 4 RO TOEREFECDONWTHREBL £,

A VA B=IV/ARBAKERT « R T DIERK

[ R —=)U/ANEBBASRERT 1+ X2 JidFirewal #58E T 2 - DICREBRNBE 3D H/E
BRERELICEZY FPYTBO70VE—T 4 RO TY,

FROTA YR = JU/EBBASBRERT « RO NCHBEH DA > TOBHHREASREY —
V= @BAL TERL &9, [PEIBASRTEY—/UJE. Windows 98/Me/NT4.0/2000/XP
PEMET D IVE 2 —XTEELF T,

YIHBEASE Y — L DRT ERIEDTN

RDIEFETA YR b= )V/EBBARERT « ROZEKL T XNENDRERBICD
WTlE, CORICREAL TOET,

1. Windows¥> > D20V E—T 4 RO RSATITMIDN AV R b= )U/1EFBARERT 1 R
Oty hTB,

2. J0VE—T4RORFSATADDEBASKE Y — U (StartupConf.exe) J&R1TT 5,
[#EBASREY — VD' REL £,

3. FE| b‘%ﬁ?éﬂt 5 Dk/\] w=o)wH & Expre: 0, FWS00 FIEBE A SR Y — )
L. REODANZEBIBT S,

TS LIE. DaY—FERXEB-T
PY., BRN—ITHREICHBITEAZ AN
LTEATVEZT,

MWBIBEBBRDIANSNTORVBEP AN
BRICKRUDN DD HEFESAVvE—Y
HNERSNEZITOT, BEEZEL AN
LEBLTLIZES L. ANBEDOFHMICD
OWTE. BROF\ABRL TLIES

FrAIE ANFH

W30 FSLTH w00 D) Hﬁﬁﬁ% y_mﬂf b L e o
'\'u‘/‘@;\z/ LS ATILEL e ﬁﬂ)'\kyl‘ m; Hho i RDrt—TiE
igl, MRS LEERE J\?Jah‘tt, V. AR R TR

m
e
i
S
o
F—!

FERS AR e — T ARV, TR, 1o

THE =T rEEALE, DR ML T 1,

W
ITRNTOBEDODANDRTITDE., 7 S Svl
OvE—T 1 ROICREBHREESAA

THERYLET.

4, AR E—=JV/BEABERAT A R0 TJOVE—FT 4 RO RSATHAERUBL, [TV R
F—JU/EBE AR TERT 4 R OICLBD Y R P Y T ITED,

wOE=
A VA M=)V/PBREARERT « A7EBEY M7 v TORICBFERLET. AUICRELT
LIEEL.
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AHIEBDEE

LATDxRY D=2 BICL TIHHBASREY —VITANTIRBICDVWTHBL E T,

254
v—%
202.247.5.0 127
|. NATZB7 R R
DMZ 172.16.1.0
: 1 2
.y DNS/ VNG|
Mail WWW/FTP
192.168.1.0 ‘
[
| 254 m1 0 3 2
s St NTPH—/U  AIEBDNS/Mail
—% &y :
ServerManager a4 COBTEREELET,

o H—/)\5AT(EREWNE)
Firewall DIERIC DWW THREEL £,

DIEIAl D e — L IE, S RRmERDER T — e TR SRS S
—NIHEEL TS .

— AL IERELE S,
Fwr%Wa\I-L%—%;’Lﬂﬁﬁi’ﬁf‘lﬁﬁ?‘bigé:’ﬁ AR D ¥ O — I E L — LR

g

EEHEAALIALRAN) > IERLTSES)

Fetzll

= TR |
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& Xy RNI—JA4V5TI1—ADERE

Firewal DY DO —oDH/EZL T,

R 2 ERELR)

RABBERXAVRBETEDIC
FQDNOEAXTANDL TSES
Lo

LANZAR— 1 (BRELA)

PEUXR
LANR— R HZEIVUBTBIPT FL
R ANLET,

YTRY Y RE
LANR— R 1CEIUBTIZIPP
LANAR— k2

PEUXR

=]

e ) Tl ET.
B — T — J\ﬁlffjl rj747'37r N IR IR S TLANR — 1 20DER
R IE

= ADERTE

getariy
Feesg o — /\J’E)EE?RLJ?‘J%A\ELAN‘P h2mERE dEm T Do TEE T

A BFODN [=yzneccajp

LAN—F1 PPEL, N R S
LANK—M Hofobers 55 . 5% % .0 |
LANH 2 PPELA | FIER PZE S S [P
LAMf—b2 HTFabvRs 55 L[5 Lm0

EEEAALIATEAN > 1P TES

< BELE I

ey |

Al

LANAR— R2ICEIUSBTBIPP FLRZAHL & T,

PIRY FYRD
LANAR— R2ICEIUB TP

e L—FT 1 VIDERTE
Y ED—ODII—T 4 VT DHBEH
L&Y,

TO2xNWRT—brDA (REL
R)

TIO2ANWKT—bDIADIPP R
LREIBEL ETo
BV —Ta >

WHRRY FD—OP FLRERY
FYROBLOT— bz A DM
ABOBZI/EL T,

7?‘UL(E) AL

FLRICRTBE Y TRY FYROEANLET,

FLURICRTBE Y TRY FYROEANLET,

TS MREETL E T,
§B*]JI/ T-f/:'\;__ 1312
| FEiTd Siea] Iﬁiﬁ’]ﬂ/ T A EEL TEE

COHFETRE TS, UE — FEIHRRIIEROB s T —

EFEH SR | — T A 3 = DR | SRR Y — L TSR EL T

T =D A

EE e

B =T

FubP-HTELA B Ea o
Fubwas EE FE N
bz fisz e Lf s |

BREAALSEA N > BT

[l T |

Fetll
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X=)L7 RUADRE

X=)VP FUREUE— AV TF Y REREDFHBICBITEHREZL T,

BREODA—NFP FUR(BEDL
Z=))

BBEDOA—)FP FURZEBEL
ECR

Web Management Console
(WbMC) D3&E

WOMCE BRI HEIC. FIv
OEDIFTET,

4+ 2PV 1T )U(SSH) DHE

SSHAFBRITZHBEIC., Fzvo
EDFET,

WbMCICRE S EE
WbMCICR T 2% EZL £,

WbMCR— +&S

®RAITER—FESZANLE
I, BEEEE. 18000TCTT, &
L TERL TS0,
TP P FL X
BERITOBBOS APV LDIPFP
FLRZEANDLET,

BEBEF DOV B
EETHRELICEMITIP? FL R
DEBOSA P> FHBWbMCIC
ERITHEROEBER (15632F U
M) ANLETo

INRD—R

L THRELICEBERICNTS. NRD—F%

B|ELE T,
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® SSHICEAT 2T
SSHICE8T 3R E=ZL T,
— SSHR— &S & Exre 500 FIEEE A )

FrLE ANFH)
FRIBZA— LB =2E2ANHLF Ff%"e PR G i i Z S R R
I, BEE@(F. 18022T7, 4R

IS TEBELTLLIEE W, SSHf— 85 [
BT TRLA | R I o
— ?%%%EIP/T F l/ R FEETHYE [fws-zdmin
R — N FRAT—f [ttt
BRTOEROSAPY ROPP | EE L
FLURZANDLET,

FEEEAALISLEAN > IHPLTES

<EaE | [LEnm> Foltl

— BBBEFANOVEE

EETRELICERTIP? FL X
DEBOLSA TPV D BSSHTH
I DERES (15XFLURN) #ANL T 7o

— NRRDO—R
FRTHRELICBEBERIIRNTSD,. NRDO—FERBELEFT,

A VA M=IV/HHIEARERT 1 RIICELDtEY NP v T

MEBBARTE Y — VTR LIS Y R b= U/ 4B ARERT « R0 JZFEAL T, Y
PV TL. BRBOSATPY b EAENERKL T,

v N7 v TFIE
IUFOFIETEY FPYILET,
FLLtY rPYTTEROEEG, RRX=IEBBL TLIES0,

1. SSHBERY I FDIPHA VR E—leNTOSERBOS APV FZRET D,

2. KEOERHOFFORET, RO S P b EREEBICHBDLANR— 15T 2 —R (B
RY RD—=OR) VDRI =TIV THERIT DD . AEIEHRSNTOBAERY FD—ODNT
BEICEBBOSATPY FOLANT =T V%R T Do

3. BRDIA YR b= )U/FEBEBABERT « RO DIER I TIER L fo > X b—U/4NERB AR ER
TARODERED OVE—T 4 RO RZAT7(C2Y FT5,

4, FIEKOPOWERR A W F %Y,
POWERS YV IHARUITL & T, LIEFBELTEE ., AVRM—JU/HHBBASBERT « ROHDBBE
BREFARY ., BENICEY PV T EEDE T, 2~3DFETEY FPYVIHETLET,

5. BBEOSSAPY DDAV M= V/DBBARERT + R0 THRELI-SSHICEI T B HRED
[B|EP HDOY R IETPassword]ZFBRAL ., D1V T3,
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6. OV, root1—H¥—ICEET 5,
PasswordiZ(g, BBDroot/N2D— R IZEHMNTOBNRD—RAEANLET,

NTAYVR = )V/WERBARERT « ROICED Y bFPVT EBOSATY SO
WEITEY TTo LRDRBTIE, BROSATPY EDSOBRETIRTLDEY h PV T %
TOET,

wO YTy IORTHERTE S EY hLicd YR M—IL/ABEEARERT « 5% 7
OvE—F 125 K51 THSMOEUTAICREL T REL. By Ry TORIC
ERTHTENTEET.

ty N7y IICKRBUES
YRTLDEY FPYVTICERLICEEE. 8BNICERSOFF (POWERS Y 3EAT) (7
U, I—Y—[CRBRTYLICCEANBEET, ERBICtY b PV TATEY TERN 1B
BlE, 1VRF=JV/EABABRTERT « ROICEEH NS 057 » 1 )UlNogging.txt D
AB=ERL . BEPNHHEBAFRTEY IV AEBBL TA VR b—JU/IEBEASRERT « X5
ELERLL T2 W,
(ERFOT DH6D
® [Error: cannot open: /mnt/floppy/fwsinit.iniJ
— AV R =)UV/AERE AR ERT 4 RODPOBEIRUD BB ZEICKRSINET,
® [Error: bad user name (WbMC)J
— AR M= )V/WMEEARERBT + ROPOWOMCOEBEZDIEEICIRY H'D D15
BICERRSNE T,
® [Error: bad user name (SSH)J
= AV R —=)V/WERBASRERT 4 AOPOSSHOBBEZDEEICKY D DD HE
[CRRSNE T,
® [Error: port number of WbMC and SSH is the same.

— WOMCAR— &S ESSHR— FESICE—DENRESNICBS ICRRSNE T,
WBMCAR— b &ES ESSHR— FESICIFEDEBERTEITOLEN DY E T,

® [Error: fwsetup failure.]

— Firewal\#JERBARED TSR WHEICRRSNE To MV R b—U/HHBARTE
AT 4 RODREICHEIYD DY E T,

AV R = V/MIBEARERT « RODABHER> TOIEBRE. AV R h—JU/MEBEAR
TART 4 RODRENBEEEL (BEAGEZLY b PV ITITEIENTEET,
UTFD#RE=ETS1II5EICE. AV R E—U/AEBBARERT « ROICKDHE DAL
OFFICBU & T BEAFEY—U(fwsetup)® L <IFWbMCH S DHREEENTREE G U
FTOTERL TS0,

® EARRTEY—I)U(fwsetup)&R1TL . [replace startup-scripts?] OBICTL T = A
HLI2HEE,

® WoMCOEARREBEN S[RE] 2L IHEG.
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2. VAFLDEY M TYTD

(M AYVRE—=V/DBEAERERT « ROICLDREITERBO S P bH SFirewall &
EICEHITDICODREBRLBL LY FPYINTEYLELIC, ZIHBIEF. RV ED—5
AV AT 1 —RMRE (nicsetup) EEARTE Y — U (fwsetup) # AL T, = BIZEHES
Yy b PV T ETOETD,

“ Firewall&EDARR b2, PP RUR, =T 4 VOB EDAV R = )U/MEFB AR ER
35| T4 RO TRELLES (FRORENBOESICHTZXENNED) ICDOLTE. REE
AHBL TS D,

fwsetupDtw PV I AEEITL ., BiRE#LC5. RiCcpconfigdIVY Y RE->TIV DI« 4
L—y3avaEFTNETD,

2V NI—=04 05T 1 —AECPUIBERDES

XY D=4V 1 —RPCPUDIBHRATT 1B E(E . BEASEE Y —IVIC KD H/EDH
[CATFOEEATTOE T,

e Xy RhI—405T71x—Z(NIC)DIERETOIES

/opt/necfws/bin/nicsetup IV FAETL T, 185K LI-PCIROV FOIBERY ~
D—OAVRD T —ROBEERIGN T ET,
Fio, OV RFOBBTLANAR—ROLA P FHBSZERSNE T,

# /opt/necfws/bin/nicsetup
Please select inserted NIC for each PCI slot.

No. N-Code NIC Info
0. --------- not used
1. N8104-103 1000BASE-T board
2. N8104-111 100BASE-TX board
3. N8104-112 1000BASE-SX board
4. N8104-113 1000BASE-T board (2ch)
5
c

. N8104-86 100BASE-TX board (2ch) L -NICOBES A BN,
PCI slot [1B] select No. (0-5) [0]: B TOELESIE. 05 AN
= T,
PCIXOwW ~ :
nNES [LAN port layout (backplane image)]

According to your selection, network interface names
are allocated for NICs as follows after reboot.

3C:---- 3B:eth3/eth4
2C:eth2 2B:i---- EBSAOLANK— FOLA P b
1C:---- 1B:---- NERERENG.

OnBoardl:eth0 OnBoard2:ethl

® CPUDIERZETOIEBES
/boot/grub/grub.confZ » A VDA T DITZEEL £,

[{&IEfi] default=1
[{EIE#] default=0
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BARSREY—IVICLDER

BEXRREY - VOEBEEBPREDFIROANERL T,

ENE

BEARRTEY -V TOREBES LOENENOFIRBBIFATDOESY T,
& Y— )51 T EEHER) (K)

Firewall/. Y —/N\AZRRL TS0,

R bREEHNR) (%)
RRABRBFRAAYRBETEOICFQDNEX TAAL TS0,

& (VFTI—ADIP7 RURAERY NRYRT. MTUEGEEXA)

Frrewal Tld. RIE2DDFRED VLB TT, IDBELRIIERTT, BBY—N\TIE. RE
1DOREDNVETT, BPDAUART T—RX(LANR— FES) ZRIFL CTORERFTE
FBA. RARERFI0ETT ., MTUBODRESHEIE. 68~1500TT,

® —LY—/\DIP7 RL R

RAZDDR—LY—NZBETEE T ANZEWBLITHE . DNSICK 2 BHIFER(E
TOEEA

o EEEDX—)L7 RLRAGEHR) (k)
1DOX=)VP FURDHFRETEE T,
® X—)LF— KU TADIKRA MEXFIP7 LR

VRTLADIA= W ERETBEFICSMTPEHRIT S A—IVTF—1DIPP RLU A AIEFEL %
To RRARRBTEBEITSHBEIFFQAONERTAHL TIZS0, 2L =LA =N
T¥DREHBIPT RURDSIIFBDNBHRDYFT, R—LY—NDIPP FL X %88
LIcigs . REBEMTIPP FLRAZLBEL TS0,
RIBBEBBTRETTH. X DBEIEFireWal- 1 P B0 &V R T LADHEET S
X—=)UigO0—H)bDroot 1 —HF =B TICEXSNE T, RBBABRL IIZESIETERRR
[CA=WEFIVO, BERL . X=VICEK>TT A ROEEBIT D EHBVKDITE
BLTLIES 0, &Fio, FireWal- 1P ZELH#EE TIIREBFICA— IV TESABINITD
EDBBICD,. ABBEMNTRETDE#PEDL F T,

o FIAILM— I TADIPT RURGEENE) ()
1DDIPP RURDHEHETEET,

o (FEMIL—F1vIF—TI(k)
WP FURERY FYROBKOT— D1 DMEHEDLEAIBEL T,
ABBEFBEIBZDCEETEETT, BIV—T 1V TFYR— L EHAS
BABRERIE1000TT,

® Trapix(E5%IP7 KU X
Trap*fE55(ESMPRO/ServerManager) DIP 7 RL X ZIBEL £,

ESMPRO/ServerManager & ME#EA TR VMBS HREEABB I D ENTEET,
BRAGKERIEZ1000TT,

B
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NTP (B5ZIEHA) Y —/{DIP7 R R

NTP (B5ZIBHED 4 —N\DIPP FLR%ZBEL T ARBRBEZBE IS LN TE
9. BRRERIF1000TT,

FireWall-1 TR EN30OJ DIREFEEH GRENE)
1~90BO&HBETREN TEE T,

—E(LHEREDER

“E LB EEARTBHEICREL & T, FLFIEEZSRL TS0,
WbMC DEE ()

WBMCZEATBHEICHEL &To <Y>H<N>Z ANL &T,

F1c. WoMC=ERTSHEEIE. h— hES(1024~65535), BBOSA PV FOIP
PEUR, EBFEZ(15XFLRN) |« httpsDER/AERZAHIL E T,

SSHDEE ()
SSHZFERTBHBEICHEL ETo <Y>D<N>ZANLET,

F1c. SSHZFEARTBHEE. KA— &S (1024~65535) . 8BOS APV FDIPF
FLR, BERBEZ(15XFUR) 2 ANDL E T,

WbMC®DJ/\R T — REXTE (k)

WbMCZBARZT25EE. NRD—FOAN. EBZTVET. ALBEOEE.
INRD—=EANRBITOEE Ao

SSHD/\RA D — REE ()

SSHEBERTBHEER. NRD—FDAN, EEZTOET, EALBVLBEIE. /TR
D—FANFITOE A

root1—H¥—0J/\XAJ— RZE

BBTEFZITH, 2T 4 FEBITBREEPHDOLFET, NRD—FEZEBTS
1BEE. <Y>EADLICE, HILONXRD—REAHLET, . WoMC. SSHEE
FALZWOESEIE. rootD/SXAD— FOHFDBEICRYUET,

IREDIFZIERE

B AEETDHEE <Y> #AHLICE. 8iTH L <F12MTREORA A ANDL &
T, BEIEETT .

H—E 2D & IEIEGRENE)

RIHFCHEBLRY—ERERE), DIOARBRY—ERABLESEECODRENTE
F9. MIRIDIEBIEEITLTIZS0,

O LEOE|EEE. Firewal XFEBESIETIREL,




REH

BRRDM A Y R b= U/ 4EABARERT « ROICKBRE] - [ AHBEBOFREICRIT R Y
bO—ORBRERICL TEAREY —IVDOBEOGZHRBL T,

B EWSeup e e @

Firewall Server configuration tool Ver.2.5-0

server type
1. Firewall

2. Management Server ()
T B T M PP P S
hostname [fws.nec.co.jp] S R @
No. IF address netmask mtu

1 192.168.1.126 255.255.255.0 1500 | seeeeereererssssseereessscssssessssssssessenesssgesesens )

2 202.247.5.126 255.255.255.0 1500

("a"=add | "m num"=modify | "d num"=delete | "1"=list | Enter=next): a sfer- ®

interface address(3): 172.16.1.126
netmask (3) : 255.255.255.0
mtu(3) [1500] : 1500
interface address(4):
No. IF address netmask mtu
1 192.168.1.126 255.255.255.0 1500
2 202.247.5.126 255.255.255.0 1500
3 172.16.1.126 255.255.255.0 1500
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

O MEPREY — IV AERZET D,
@ Firewal/BBY—N%ZHRET D,

Firewal oL TRET B DT, [11ARRLF T,
@ RRF2ERET S,

AR RBFFQDNFERX TADL TIZE Ve AV R E—IV/AEBBASRERT « RDICT
BREFHDBEEE. BEANTILBRHY T BA ANVEHCB>TOHEIDT

EnternF—HEADL TS0,
@ AR T7T—RBUZIPP RLRERY FYRLH, MTUBABET D,
AV = )V/NEFEABERT A RO THEL TOBDT., —BHERRSNET,

D — _q ®h
)
— — %
D
[ ® cTecT9

©

©

RY D=0V BT - 2ADERET BB FIROM2. YRTLDEY R PV ]

H —[RY FD=0A4Y R 1 —RECPUBRDBRTE J2BMRL T2,
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® AR T I—RDFEZBNT Do

BRRDRY bD—=DA VR T —ADFRECEIVBTICAVAET T —RICHL TOIPF

FLZDEZBIOL TS0,

—EDOREANABTDBIN. BLOEE. HfR, —BEXROBERTREF—ANDSRIETE
T,
<A>F— + <Enter>+—: R—bOHREZBNT B,
<M>F— + [BEBITBHR— LBES] + <Enter>F— 8ELI-AR— FDBREEZF T,
<D>F— + [HBRTBAR— FES] + <Enter>F—: 8ELICR— FDREEHIRT 5.
<L>F— + <Enter>+—: UX b%=BRRITD,
<Enter>#F—: ROEBEENRFTY II B,
nameserver(l): D I N - I - B e e e e e e e e L e E P e P e P EP Er EU P EUREPEPPEUPEUPECPEUPEURETPECPETPECRICRY FEEUPETITEITERIEPIOPr @
nameserver (2) :
No. nameserver address
1 192.168.1.2
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
administrator e-mail address [xyz@nec.co.jp] et @
use mail gateway? (y/n) [n]: y] ........................................................................................................ @
mail gateway: 192.168.1.2
Gefault gateway TP address[202.247.5.254] ;e st @
S SRR ®
destination(1l): 192.168.2.0 ®
et (1) 2 555 255 255 .0 :| .......................................................................................................
gateway (1) : 192.168.1.254
destination(2) :
No. destination netmask gateway
1 192.168.2.0 255.255.255.0 192.168.1.254
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
O R=LY—NDIPP FLR%ZHRETSD (ER) -
@ BBEDA—VFP FUR%ZHRET Do
AV = )V/WBRBARERT « RO THRELICBHERRSNETDT, HENBZHE
L TENen F—%2/L TIZS L,
@ A=WT—=brDTADIPP FURZH/ET S,
<Y>F—ZHLTEZANL T T, BEEITBHEIFI<N>F—2BL TIIZS L,
@® TO27HIWRT—bDTADIPP FUREHRET D,
AV R S=)V/IBEARERT « RO THRELICBHRRSNETDT, RENBZHE

SBL TEnten F—2BL TIZS o
W—=T 40T =TNVeHRET D ER)

©

® WEDIPZ FLR(RY ED—HFP FUR), RY EYRD ., BROX¥DRY ED—OA

DT—bDIAPFURERET Do

A VR b=/ ARERT « RO TRERHDHZERE. RELICABTOY X hHE

RSNE T,
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trap sink host (1) : 192.168.1.10 serrrrrrrrrmsssssinnrmmmmmmsss s s s .. ()
trap sink host (2):

No. trap sink host

1 192.168.1.10

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

NTP server address (1): 192.168.1.3 srerreresrrssrssssssessssssssnsssmssssesssnssssssssessssasssnssssssssanss fssssssssnssnsassnnssns ©)
NTP server address(2):

No. NTP server address

1 192.168.1.3

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

109 file rotation(days) [30] : 30 wrevrevrerrsrrerserr s @
Use cluster system? (y/n) [Q]: D s,

use firewall Web Management Console (WbMC) (y/n) [y]l: y
change firewall WbMC configuration? (y/l’l) [1’1]: Yo
port( 1024 - 65535 )[18000]: =0 X o REEE e e C L L T e e E T L TR L P PR P LR R
No. available host ip address

1 192.168.1.99
("a"=add | "m num"=modify | "d num"=delete | "1l"=list | Enter=next): sefereen.
use https? (y/n) [y] P e T TR T e e TP e e TP RT PE T PR EET PRI LT T PITEELURTTEEUPIPEUCPITEEUUPPRE ETPTTECTERTEEePRree e

available user(with in 15 character) [fws-admin] : serererssrmrsmimmrs b

® trapxfEEIP7 FLRZRETSD (TR

ESMPRO/ServerManager -1 > X b—=JLsNTWOB Y VDIPP FLU R EREL TL
2=

@ NTP (B5ZIBHER) Y —N\DIPP FLU R %ZHFRET S (EFR) o

@ FireWal-1TRBSNS 0OV DRBEBHERET Do

@ “EHEREICEIIRLEhEXYyE—,
“HEREEERLBVES . <N>F—=BL TS0,

L 8 CE(EEE R BT B IBA T Bk D DR —BEN . RETEDBEN>F—%
. BEBADBER<Y>F— 5L TLCEIN, HFULIABESBBL TSN,

U NT e OING

® WhMCOER/REMZFREZT Do
<Y>F—D<N>F—2ZBL T,
® WbMCOEEZTT Do
<Y>F—%BL T, RNEHETo AV R = )U/NIEARERT « ROTHRELICE

NERRSNETDT, RENB =L T<Enter>F—%3BL TIZS Vo BRHSARES
BEICE, <N>F—ZBL TIZS W,

@D R—bBESEANT S,
BfEfEld. 18000TY,

® FREOKRRFDIPP RUZREANTS,
BRABAIEER R FlE. 100TT,

©® httpsz= AT BHEIE. <Y>F—2BL FT,

ERBE DB Z2EF I Do
RANFHIE, 15XF T,
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[WbMC]

[SSHI]

No. available host ip address
1 192.168.1.99

("a"=add |

available user(with in 15 character) [fws_admin]: ----------------------------------------------------------------------

use secure shell (SSH) (y/n) [y]: y swrrressrssssmssssssssssssssss [,
change SSH configuration? (y/n) [N]: ¥ s
port( 1024 - 65535 )[18022]: .................................................................................................................

"m num"=modify | "d num"=delete | nin=list | Enter=next) : swwrreerfmerreeerernenaa.

once again input? (V/N) [N] : D cccceccsssssseerreessssssssssseeressmssssssssesessnsssssssssssessnnnsssssssssssnsnnsfessssssrennnnnssssssnes
change passward for user fws-admin? (y/n) [R]: m e,

change passward for user fws-admin? (y/n) [N] : M sereesssrresssmnmms b

(D SSHOER/KERZRET Do
<Y>F—Z=BLFTT,
@) SSHORFEDHEEZTT Do

<>F—%ZBL T, INEHE T, VR F—)V/HHEEARERT 4+ RO TRELICE
bwﬁj_‘éﬂéiﬁ'g)'c EQEW@%(I@wL’(dEH'[GDZ\: %T$b?< 7‘—\_5(/\ D/L,\b\z_gfd*

BEICIE. <N>F—ZHL TIZE L,
@ R—+rBESZEANT B
defaultf@ld. 18022T7T,
@ BRBDAR FOIPP FLUR%ZANT B,
BAEAYRERR M. 100TT,
® FARBEBDLRIZERT Do
RANFHIE. 156XFTY,

® CCETORERBICOVTHREZEELICOEER<Y>F—%8T, RICETHEE.

N>F—%#HTF,
@ BRERY —IVOEBRBEDNRD—FZANT D,
NRD—FEF#EAENIC<OEDZARL TIZE W,

AV R E=)V/HEBBARERT 4 RO TREEDEEE . BAHOXLERHYEE A

<N>=Z AU RNEHEZ T,
® SSHOEABED/SRD— RFAEANT D,
NZRD—=RFHER=NIC<OEDEBEL TIZE0,

AV R B=V/ARBARERT « RO TREFDHEE. BANDLBEHY B A

N>ZADLURNEHE T
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change root password? (y/n) [N]: y s s C)
Changing password for user root.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

Fri Sep 6 16:48:44 JST 2002
set date and time? (y/n) [n]: Y e s @
date and time (MMDDhhmm[[CC]YY]): 09061653
Fri Sep 6 16:53:01 JST 2002
set date and time? (y/n) [n]:
replace startup-scripts? (y/n) [N]: ¥ e s fssssssssssssseesnnes ®

Please reboot the system.

HShULAOWIL —F T0OW  rrrrsrrssssrssmssmssms s s ms s s s s s e s e 8o £ 808 E S E R E A E R K E R E AR AR RN RN R AR AR AR nEmnannnnnahr s e aannanrnrnnnnnn @

D BEBICRESNTOBINRD—FEEETD,
TF2UTADIHICH . BEFDNNRD—RHSERITEEADEDLFT,
NRAD—REHEASNIC<OEDOZAREL TIZE 0,

@ BRDOREZEET .

Q@ DBRY—EXDRED LOARBLY—ERDELEZITD (WBE),
CCTR2I<Y>F—%BL TIZE 0,

@ BEABMICTBID. YRTLAEBRET S,

O fwsetupZERITLEE. UTOXIBEXA Yy E—IDHRRENDIEDBDET,

# fwsetup

Firewall Server configuration tool Ver.2.5-0
fwsetup is under use...
#

ZDHE. fthDI1—H—hifwsetupZRITLU TS AEEEND S D F T DT, fthd1—
HY—DERRRERESE L. BEfwsetupZERITULTLIEEL,

Ffe. D1 —Y—hHifwsetupZERITLTLEWT EHERINEBS. UT0avY
V REERTUKE. BEfwsetupZEITUTLIEEL

# rm -f /var/opt/necfws/lock/fwsetup

v
2
T
I
%)
t
\y
b
7
\y
7
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FireWall-1@oad>J«J0L—<3

RICEB IV E21—&D BFireWal-1 f4EDcpconfig Y Y RFAERITL ET,
ITROFIETIV 2490 —Y3V A2 T7o5TL<IZS0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' £O CONLINUE. .. sssrcerssamsenssenssnsssmsssssssssssssssissssssssssssssssssssisssisssssssssssssnsssssanssasssnssnssensfonsananannnns C)

Do you accept all the terms of this license agreement (y/n) Py sl ()

Please select one of the following options:
Check Point Power - for headquarters and branch offices.
Check Point UTM - for medium-sized businesses.

(1) Check Point Power.
(2) Check Point UTM.

Enter your selection (1-2/a-abort) [1]: 2 s ()

Please specify the Check Point UTM Product type you are about to install:

(1) VPN-1 UTM Gateway.
(2) SmartCenter UTM.
(3) SmartCenter UTM and VPN-1 UTM Gateway.

Enter your selection (1—2/a—abort) [1]: 3 reeeeeeeressesmmescssscsissemnmeeensssnmenieeensssssssenssenens

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your Check Point products configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

D <Enter>F—%#BF EEAFHEEN KRNI TOTHTIA<ICS Lo
@ FEAFHBICERBLICHEEEF<Y>F—%8BT,
@ AVRE—)VITBHREERT B,
2M[Check Point UTM.JZ&RL . 1>V X b—=JLL & T,
@ AYVRA=VITBEI2—VERRT S,
BIF3%ERL . —EBRTA VA =L ET,

FireWal-1&88BEY 12— VARV VICA VR F—)Ub’(%i@@*é\ DEBUER TV R
F—=ILTBZBEIF 1A ERL TSV ZEEDIOICHBBEUBR TA VA =TS
H5E. MBOBERNBICDOOVTIE ZEEAICDOOTIESRBL TIZS W,
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Configuring Licenses...

Host Expiration Signature Feutures

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [N] ? ¥  ecerrerrcsssssssssrssssssssssssssssssssss s

Do you want to add licenses [M]anually or [Fletch from file: m swrrrmeerrermssseeseeee.
IP Address: 202.247.5.126
Expiration Date:
Signature Key:
SKU/Features:

License was successfully installed

License will be put into kernel after cpstart

Configuring Administrator...

No Check Point products Administrator is currently
defined for this SmartCenter Server.

Do you want to add an administrator (Y/n) [Y] ? Vi
Administrator name: fws-admin
Pas Sword S LR EEEEERRERREE
Verify Password:

Administrator fws-admin was added successfully and has
Read/Write Permission for all products with Permission to Manage
Administrators

D <Y>F—%HANDL T, SAtLVRAEZBNTS
@ <M>F—%AHLT. 17V RE=EA@H SV FPITIANNT Do
Q) FHICHRBLICS A RIBFHREANT D,

SAtVR(E., FirewallDZ 122 ARBIORNSNTOB[ 51 2V XBFES

JE#REa

FDFIENEC Expb8/FWSIBBAFAX L TEIBL T<IZE W ARRICFZ M2V R

PEZJFSENTOETA(Firewal DEIREZR A BBL TI2E0),
@ <V>F—%= ANL T, BEEEZZT Do
® Firewall(FireWall-1) DBBER . BLO/NNRD—F, BE%E2HBET S,
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Configuring GUI Clients...

GUI Clients are trusted hosts from which
Administrators are allowed to log on to this SmartCenter Server
using Windows/X-Motif GUI.

No GUI Clients defined

You can add GUI Clients using any of the following formats:

IP address.

Machine name.

"Any" - Any IP without restriction.

IP/Netmask - A range of addresses, for example 192.168.10.0/255.255.255.0
A range of addresses - for example 192.168.10.8-192.168.10.16

Wild cards (IP only) - for example 192.168.10.%*

o Ul WN

Please enter the list of hosts that will be GUI Clients.
Enter GUI Client one per line, terminating with CTRL-D or your EOF
character.

Is this correct (y/n) [Y] ? ¥ s .

Configuring Group Permissions...

Configuring Random Pool...

Automatically collecting random data to be used in
various cryptographic operations.

Automatic collection of random data is done.

Do you want to add a GUI Client (y/n) [Y] P Y eeeresssnssenssssersssssrsssenisssssessseneseneniaes

192'168'1'99 ...................................................................................................................................

Please specify group name [<RET> for Super-user group] : s

No group permissions will be granted. Is this ok (y/n) [y] ? ¥ s,

@ <Y>F—ZANLT, H5AFPYEIIVOYU R EEHREKT S,

@ EF2UTARIY—DREETOVZATYEIIVDIPP FURZRE
BROIPP FLURZRETDHEEHTL TEEITANT D, ANz T TBHEE

<Ctrl>-<D>F—%#L T ZE o
@ AALIEZ FURAEL FNE<Y>F—%8T,
@ GroupDREZTHEVHEIE. <Enter>F—AN%ET D,
® CroupsREZIRY I5mEE. <Y>F—%#H7,

T30
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Configuring Certificate Authority...

The Internal CA will now be initialized
with the following name: fws.nec.co.jp

Initializing the Internal CA...(may take several minutes)
Internal Certificate Authority created successfully
Certificate was created successfully

Certificate Authority initialization ended successfully

Trying to contact Certificate Authority. It might take a while...

fws.nec.co.jp was successfully set to the Internal CA

Done

Configuring Certificate's Fingerprint...

The following text is the fingerprint of this SmartCenter Server:

ADD OX GAWK MUM LONG RISK CARD FERN LILY KEY JOKE FLOC

Do you want to save it to a file? (y/n) [N] ? N e

generating INSPECT code for GUI Clients
initial management:
Compiled OK.

Hardening OS Security: Initial policy will be applied

until the first policy is installed

In order to complete the installation
you must reboot the machine.

Do you want to reboot? (V/N) [V] 2 ¥  eecrerressserressiimesssirmenssemnsssernssesnssnnsn.

D GUILSAPY raERLICEE, #EELICFreWal- 1A ELOEDTHBDH 2R T D

12D FFNRRS NS0

CDONFHNET 4 RO EICRBETBHEEIE<Y>F—% ., RELLBOLIGERF<N>ZADL

ECR
@ ®T%®. BikEIS,

BikcE®(E., FreWal- 1T 27+ U k7 4 UADBMICEB1cH . SSH, WoMCTD#

ORI ERUE T,
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3. EFaVFsRKUIY—-DEYMNTPYT

tTHaUTF s #EER Y P v T BSmartDashboard JZ#BBH S A PV MIA VR h—
WL, RELICRY Y=V =L FET,

ROZMHA5GT-T I E 2 —5(CSmartDashboard ¥ DY — U+ > X b—JLL T.
OSATPY IV ELTERLET,

@ INL—FT4VIYRFT L Windows XP Home/professional
Windows 2000 Professional(SP1. SP2, SP3,
SP4)
Windows 2000 Server(SP1. SP2. SP3. SP4)
Windows 2000 Advanced Server(SP1. SP2.

SP3. SP4)

Windows 2003 Server
@ T AROEERS: 100MBEAE
o XEV: 256MBLIAE

* PRI 2007E3ABEDIFHRTT . SEO/NYF YU —RICKUEBICRDAREMEN'D
UErd,

GUIOSA 7Y DA VA M=)

SIBHS A TPV MMISmartDashboardx 1>V X =)L &9, ZZTld. SmartDashboard
EWVS L &ICOTEBATBI-DDY—)UlSmartView Tracker /&Y 2T LOREAF v
29 B[ SmartView Monitor J£ 1>V X +—=JLL &£ T,

1. JYEa2—&DOCD-ROM K S 7(ZCheck Point NGX CD-ROM (CD2)%tw F9 3,

BENICTI VR =T 0TS LD EREL . BEHNERRSNET,

AVRE=VT OIS LDRELBVBEIE¥ wrappers ¥ windows2Z x U RICHD
[autorun.exel&EERTL TS0,

Welcome@BBE AR RSNE T,

2. [Next]lZ#oUwHT3B,
BRAFBERWENKRRINE T,
3. AB%&<5HH. BETDFEEI( accept the terms of the license agreement)=F v oL,

Next]&0Uwvwo3I5,

BRLBVESE[QuUt]l =0 v oL TRYLET,
[Installation OptionsB@A'RRSNE T o
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4. BIRORIRAETD,
(Check Point UTMJAZEIRL . (Next]ZoUw oL T<IZE W,
[Installation Options]BE AR RSN E T o

NGX R62

© Hore Security Salutions
© Contact Infarmatinn

Flansn fnanct orm o8 e KB Opions.

) Chack Point Pawer

13 Check Poimt UTM
Check Port UTM » for medkun-sized businezzes.

© Don ervw o contipaen eyt Lamnmee.
o

© @

Provious Ned

® s i
o

5. [New Installation] #&RL . [Next]#oUvo5T 3,
Product®2REBENERSNE T o

NGX R62

0 Harn Sacurity Salutinne
O Contact Infarmation

Presve sebect one o8 Ine Kk optont.
L D st allation
skl Creck: Fort SmanConaci for demo prposes

(%) M Inetalation
Sty Chech Poed prcucts to be ibaled,

12 Wnnttlation Ueing bnpartail Confir stion

10 Donv) v & configurstion 1 vel 7 Lamen pere
o

QQ%} e it Fisms v ® @

2 Peperhation [ Hrtirkdan Previous et

6. Management®(SmartConsole]DHCF v oL, (Next)zo v oIS,

| 'ty

NGX: The Only Unifind Security Platform

G 1 the [atast Exack Point gacurty softmar platform that

?‘moﬂﬂsww'ﬂwm

entarprisss of ol siges 1o reduce the wost end corpieity of

Mmooﬂm'wmumvuwl::-m
can be waclly witnnded to adact o new snd svalving threate.

Check the praducts you wish to inctall, Far praduct
o, meve your mosse sver a predutt name.

@) e o ety e s () @)
= o e A b Pravizus e
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7. AV —=)UTBProducts P RRSNEFITDT. (SmartConsole]E FRRINTWD & AHER

10.

11.

12.

13.

14.

L. Next]20Uvwod B,
Choose Destination LocationBB AR RS11E T o

MBI T2 W A%ZEEL ., Next)zL UV HTB,

AVRE=)VTBIVAR—RY FERBIRTZIEBENERSNE T,

(SmartDashboard]. (SmartView Tracker). (SmartUpdate]. [SmartView Monitor]=F v &
L. NextJzoUwod5,

AVR =B ENE T,
zl

Select Clients
Choose the clients Setup will install.

Select the clients vou want to install, and clear the elients wou do not
want to install.

[w]SmartDashboard Description

SmartView Tracker The SmartConsole
Smartlpdate manages: Firewall, YPN,
ckaging Tanl SnartDefense and Ve

Intellizence, MoS and
mare.

ar

----- [JSmartLSH

144.97 ME of space required on the C drive
21228.45 MB of space available on the C drive
IristalBhHield]

< Back fext > Cance | |

Ya—khy MERZETODDA Y E—IHRRSND,
R T BBERIMEVIEO v HLET,

SetupTEY DAY E—IHRRSNBEDT., [OK]ZoUv oI B,

Complete ¥+ 7 OO HWEKRSNDD T, [FinishlZzoUv 5T 5,
SYBEI/ERRSINDDT, (Finsh)Z2Uv o35,

SmartDashboard%#2&)L . cpconfig TEFRLICI—HRE/NRD—F., BKOUFirewal DAR
(BBOSAPY MINDP FURAEANT S,

SmartDashboard%EBL . FirewallE L THRY Y —%1ER L £ T, Rv FDO—ORUCIGL
foR Y =)= U VBRI TSI W,

SmartDashboard®fEWA., EFa2UT 4R Y—DBEHIC DO TIEFireWall-1ICAABD Y
ZaFPEBRL TS,

Welcome to Check Point
SmartDashboard
NGX R62
I™ DemoMode  [iiionced k|
& User Name |fws-admin
" Cetificate: | =] J
Password: | xxxxxxx
SmartCenter Server. [192.168.1.12¢] |
" Read Only
ore Options ==
oK | ot |
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RN Y —7% e I B8 . MUTOFIEZAWO T Traditional Mode TYER T 3 C & = #ERL &
To

15. Traditional mode MBE

SmartDashboard%& 8L . #Efts N5 X =2 —/N—H5[Policy] - (Global Properties) @
VPNX=IZHBWN T, [Traditional mode to all new Security Policies: Setup with Encryption
Rules. J&&ERL . (OK)=HUvoHT B,

Global Properties (TN x|
[ FirsWiall WPH
NAT - Network Address VPN Gonfiguration method
Authentication
B When configuring VPN, apply

WPN-1 Edee/Embedded {
- Remate Access
SmartDirectory (LDAP)
QoS

SmartMap

User Author ity
Management High Availat
ConnectContral Setup with Encryption Rules.
OSE - Open Szcurity Ext

Stateful Tspecti
T  Traditional or Simplified mode per new Sscurity Palicy

" Simplified mode to all new Security Policies {Recommended:
Setup WPM communities,

& Traditional made to all new Ssourity Polisies

Fzporting Tals

OPSEC Nate: PN confieuration will be applied to new policies anly.
SmartOenter Acooss

Non Unidue [P Address R

& SmartDashboard Custoi

ok Gancal Help

16. XZa—N—H5 [File}-(New)z&EIRL . Policy Package Name%s&E T %o
[Security and Address Translation]%®ERL TOK)x S W o5 T B,

HLORYU Y—BBEIMERSN. RUY—OREDNTREEBZYE T,

Mew Policy Packaee = x|

Mew Policy Packase Mame: |D0|iC)‘UU1

Include the following Policy types

¥ Security and Address Translation:
[~ GoS

% Traditional mode

' Eupress mode

I” Desktop Security

o]8 I Cancel Help

O E=

FirewallEBBIS A7V FEDFREICBWVT., SSHEFEHULEIDT. FireWall-1DRY
Y—|[C. BIEYS4 7Y b SFirewalllCxt UTSSHDR— RBEANDT7 I A ZFFA T B
HOIV—=IVEEMUTLEEV, COEE, BHEITICEABTFERISAT7 Y MDHEREL.
DRRA DS DT7 I ERARFEFTUBFENKLSICLTLEEL,
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[£%& 1] WoMCZ{ER U TcEEFIRDRN

PARIC, WoMCEBARLIctY b7y T DOBB%RBL T,

O WbMCO#E#lE. HFRERY NT—IDERISA 7Y M SIToTLREL, HEH
SEREZHTTIREICIHEFCLEVNWTLEEL, Fie. WoMCZERT 3185(F.
Internet Explorer/\—</3 V5 ETTHIALIEEL,
1. AVRE=JU/AMEEASRERT 4 ROICKDNEPREE TS,
AVR b= )U/ANEEB AR TERT « RODBEICDOOTIE. BHRDM AV R b—)U/2NERE AR TR
TAROICKBDHREIABRL TS0
v =2
UE—rAVTFVRBEEDOFRICEETERBEICAOT., TWoMCEFRBITBICFTvHED
FET,
2. BBOHSAPYEDOWebT oY ABAL CTrirewall DWbMCIZHER T 5,

COEEDURLIF. Firewall DRRI(BRBRO S AP hARBSNTOBRY FDO—0fD D1V A
JI—RADIPP FLUR%Z . R—FESICEHRE. 5 VEEARREY -V TEELICAR—k
BSEZB/ELE T,

%) https://192.168.1.126:18000/

Firewall DRRAID 1> 5 BEAHREY—IVTEELICA— FES
TI—RADIPP KRR

3. BHRIBSE., BF1UT A OESHERR
=NBo @ SO NISHIRI, GO0 IEIENEEENSLLIS

RO, SO ey S HH SRR T £ 5.
[FW]Zzow ol &g,

M SO TEERRE ERE AR e H BTN T £, S8R
FEFTLT. SRR SIS DML T

4. 1-Y—BENRD—FOBOBDEH

] Lt 1T AR D (HmTT,
HUFTOT, MIHRE. H3ORES 9

g&ﬁ Y — ’O%E L1 %f@%% t ¥ N Efl)rﬁi{ AE BRI TESN, FEIYA Har—gLEt
D—FR&EANT B, Ly

g | [EoooEm ] sEREo®T W |

BRICAINTD & BEOBEIERRSN
i@—o

5. mATHINCBRZOLUVITSH.

ERICAA Y A Z 2 —AF RIS Menu
a1, BRICT A1 VISR RSN F

Management Console

Tor System Administrator

—d—o
6. HABEIDODAZ2—HSEARBTEIAZFIRL G
THREATH>TLIZE0,
w-O B A

FireWall-1QHRU ¥—IC, BEISA
7> kb SFirewall T3t L TWbMC D
R— FBEADT7 I EAEHA TR '
SHDIL—ILEEBINULET., CDEE. [EE] B8EmAA—JEN—-I3VIIL->TERDBE
BETCRNTFSBEISATY FOH PopYFET,
EHEL. HOKZA MDSOTIEZR

FEHFTLEVESICLTLIREEL,




[ﬁ% 2] a2V — )b’&ﬁm bTC:"'E%EIIIEGJ,m

KIEDERHSOFFOIREET, BEOSA PV b AKEEBICHD YV 7 )UAR— ~2(COM2)
(CHEmL ., YRTLEREL TIIZS0,

o KEICEHRT DIcHICHEITHD
—YUPIAVRT T —R(RS-232C)=F > IVE1—%
— BEBY Y Dz Wl Windows 2000 N1 /N—&—ZF))
- YYUPr—=TW(HBR)

K2 10-84(05)(9pin-9pin) & 72(dK208-12(03)(9pin-25pin) D> 5B, PFHHEO IV
Ea1—XICBEITDr—7)uaECHRIIZS0,

o r—J)LDEH

AEFIEICHD > PIR— R2(COM)ICY U PIVr—T ) (HDR) ZHmlL T2
Lo

& Y—ZF|VIZaL—5DEE
R—=IFNVIZaU—ADNIA=RFLATDXDICHEL T IZS W,
R—L—Fk : 19,200bps
NI T+ N
Fr>OKK :8bit
A bvTEW kbt

o BEISAT U MDES

KEDEREHARE, LIS CHRE) L THLSERY S AP hO<Enter>F—%#
FEBROSATPY DT« RTUAClogn7 OV T bARRSNE T,

BBHOS AP hHBlrootJEAFHL . TPasswordJICEBDIroot/YRD— RJICEHN
TOWBNRD—RZANDLET, O VICRINT D EM#IDTOV T RhRRSN =
P

-—O root®/\A7—R[&. BERZEY—ILCHERFD/INRAT—RHSZEELTLEEL,

PAFIC, DV —ESERLICEY PV T OFIEHEARBEL £,
1. Firewal&RICOV Y —=)U%aEHKEL TOT1>T 5,

2. EBEAHRTEY—(fwsetup) #ETL (REZT Do
FEICDOVTE, AEDM2. YRTLDEY FPv T a2l TIZE 0,

3. FireWal-1m2Y> 7 421 — 3 (cpconfig) DBEET Do
VT4 00—y 3 VOHFEICDOVTIF., KEDM2. YRTFLOEY P v T ] - [FireWall-10
IV 4 00—y a3V ]EB8RBRLTIIES0,

4, LF2UFTARIY—DEY NPV TEAVR b=V ET S,
REBQI3. EF2UTFARIYY—DEY rFPv T %#BRL TS0,
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4. NvwIO7vJ

Firewal DEBR%E1ET S

<Enter>+—%#7 <Bg>

A—DOBRBICEBDBA VA S—VICHEA T, RELICEF2UTARIY—DNYOP YT
TR E T NV OP YT ORGHERBRDY £,

I.—o Iy &7y TEESY BHICIE. FirewallD5ERZ—BSICHRET S B NUEVIT E B A,
E=

a9V RICKDINv o7 v THIE

fwbackupOYY FABEBOSA PV FHBRITIBDENVOPYVIRBZRBIT D AV
T—INKRSNE T, <Enter>F—%2BLMK IS, 70vE—T A RODEY bR
KIBDAVE—IDERRSNET,

20vE—T s RO%ELY L T<Enter>F—%2#9 &, BEBBNCTIOVE—T 1 RD
ANV OPYTILET,

NV OPY T ARV RERGFE. NVOPYIIHBR 20V E—T 4 RODOKEHDRRS
5OT, RBHODDOVE—T 4 ROEHHHUOLAEL TIZSW,

A== VEP LI -—BBHNZOBRELEFIRICRETCEROE DY F
T 27AIHADT70VE—T 4 ROIICRBETSLVBEEICE. BEKRO70vE—T «
ROICHREIL TNV O P YT IE—%TVET, XAvE—JR>TI70VE—T 1 RO%
ABRA TLIZS 0

wO \wIFYIFARICE. BFDOST+—< v M(1.44MB)EHD ISV IF 1 RI%E
BERALTLREW,

OvY RAN%. <Enter>+—%1B7
///

( A
I~ # cpstop //////,
# fwbackup

Starting upgrade export

/

I~ Press ENTER when ready..

PBERZTZ7O0VvE—D
KEDRRSND

/

TE LR EERLBO
BERERSNEN

\ /

J20vE—=T1ROD
ABAD Ay =

<B&>

Please insert DOS formatted(l.44MB)
Press enter key.

I~ 4 floppy disks are needed for backup.

floppy disk. (#1).

backup fws.ini ...
backup .http ...
backup .ssh ...

M backup clp.conf ...
backup fw config files ...

L Please insert next floppy disk (2/4
Please insert next floppy disk (3/4
Please insert next floppy disk (4/4
After turned off FDD access light,

HRRSNICHBEE.
J0VvE—Ta4RO%E
ANz . <Enter>
F—%#H7

# cpstart
L !

J20vE—Ta4RO%E
KKICEY L.
<Enter>F—%37

, and press enter key
, and press enter key
, and press enter key

)
)
)
Press enter key.

J20VE—FT A RORSATDPOELR
SYTNEA - 5<Enter>+— %17

ZIT70vE—T4ROZRYEL., IXV %
AN T B, Firewal M ER%ZEBT D
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WbMCIC &KBI/\wv o7 v TEUS

[YRTL)I=INVvOPYvT/UREPIEBRLTEE W FLBNVTZERL TS
2=

5. FISAIT7YVvIF—b

FirewallCA Y R b= =N TWOB NNV E—IICDVTEUTOIRRORELIZEES . [V
AVPYVITT— A BRI EICKUREDODN YT —I% Py I F— 5 &
T=%F9,

® RBEGHELIC
e NyFVRIAN—Y3VH) ) —RENIC

wO Y547y IF—KTIE. FireWall-1EY 1—)b(Feature Packi&&) &7 v 75—
hEBTEFTEE R A
FireWall-1EY 1—I)LD7 v 75— M(HotFixBRSb V) MnBE L 5o IiBE. HiEs%
VYUa1—v3vX(NSSOL) 0¥y rO—RYA h&KDEIa1—ILZAFL. BRLTLE
[y A

FTS5A47 v T5— NFE
1. Management Console TN\ —Y =[PV T F—hrEIVa—V—EB 12D ) vDTB,

.. =KD AT :-
2 QERABUTI 4=

PELADH s/ imanec oo 1800/ acm/ o] Pty v
i i v o filars gerrrant Consola W ecrmaticn

FLE ERE ATW

Malr—

PR I

O
fAb=ishTuniivr—n =N

INEC i shtic) NEG Genparation 2000-2001

15 B isasr

83

UeN7edOFINY



1—YRAZT 5o

VI EDIPHR- Y —EREBNBEADDSEATREN—ITT, [HSHEES]. [EF L
ORE] [NRD=F1Z AN T EEOo REBADBBRISEEL GO IEDO Y v HL TR
EATLIZE WV, RATBHETETCDOFPVIT—FEY2—)VEBRIBIENTREERY &
To KBADOBHIE, BABOTICABESNTOESEIY 2 —VEERTEEEA.

u:w o T A SA A D E WL, WSS |
lrﬁ?%mu% A A
nEAEE: —
B e I —
| HAT=F: —
L T

Aoy M=k [

| am| R |

INEC copurieht 53 NEG Gorporstion 2000-2003

S ErsEar 7]

wOEE

[1—YERREEEE. TPy I5F— hEYa—I—BlERZRRS R, BULLIE.
[7y 77— bEYVa1—L-EIHEICTIERERICEMZIY v I LIBEICRRENE T,

BWRTELREY 21— VD—EAXRT S,

NESNTOVBE TPV IT—FEI2—)VDIERERSL . PV IT7— NV —Y EFrewalllZ-
VA E=BHDNNY T =IEDOEBETVET, FHRBBECE P VI T FREERD
Nvlor—IDHzBEBEICERRLEFT,

THAE BED KR BRCANN F-MD ARTH)

ERFIEE e e |

£ P o5 OO b =] e A

' beturmaton
FodF-tEPa=h—K
HEa ==X o
BUEREH: 2002/03/03
BERRCES |
an an ez
MEO0-SEI T ZFE S A ﬂmbzll-mm an
IW!!Y!" Fﬂ‘,? ¥ —Hi T =TT, M01-1-) begid] -1 &
AVAR= Wl\'llk('l'“m!lr m‘ 11
200271711 CuneyPin et OF 31, M, ]
INEC Goprient 03 MG Corparation 2000-2001
[ P Demmiiad _ ORF I Ty Bk

wOEE

RRENTVDIERIE. RIERCEVTREENSHD XY, FirewallZ zF 1 7IFREEICRD
e IC[RHMBERICEHZI Uy I LT, RRENTVBBHRZERMICLTLIEEL,

N ir—I%RBIT Do

CERZOUYOLICEI2a— VROV D—FLET, OB, KBEROHS /Ny 7r—I&
INTERESNE T,
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5. EERIOERETS.
RiSLT /Ty —YOBAETSAIC, BEMFTvoEFTOET. RELISY T —ID
F 1y oY ANBEAEICERSNETOT, REAEBL TS0,

6. JNvr—YEEETS.
BATHHEE. (OKIESU v oL TS,

6. ESMPRO/ServerAgent®twv h7v D

ESMPRO/ServerAgentldB @1V R F—JUSFEATTH, BBEDHRENSNTOEL
Ao ITFOAVSAY RFa AV RABRBL, Y Py T 2L TS0,

MO\ 4 P w7 CD-ROM:/nec/doc/esmpro.sa/

!5 ESMPRO/ServerAgentDhiZ H[ T 7 X 7L X @i — E X | (GESR) v’ > X h—ILiFH
TY, CFBAICIEREEZYDEE LY ET, #F L CEBEVKDDIRGEE £ 7= I3RTFH —
[Ex] EXSHICBHNEbE LS,

O YVUTIEROBEISAT Y MY SEREFEET ZIHEEE. BEELLTOJSI VUK
#®. BEERZHERT 2HIICRIEEHNILANGIZ[CIICEELTLEE L. FTAIL+D
VI VRROBSRUTOIVY RERTT DI ETEECEX T,

#export LANG=C

7. VATLIBHRDINYIT YD

YRTLADEY FPYVTHRYLUICE., ADSAVRTFLI—T A UT 1 A5E>T. YRT A
1BHRANVOPYITITEEAPDEDOLFT,
Y RT LMERONY OFPvITH RO E | EERICHSBHEDEBERDRBRYREREID (Y
AEP)TERLBYET ROFIBICH > TNV OHFP VT L TLIZ=0,
m~O EXPRESSBUILDER (SE) CD-ROMHhS5YRFLEEEUTEIELET,
| EXPRESSBUILDER (SE) CD-ROMH' SiEg & B 318 (ClE. Bailcty b7 v Thih
BTY, bBENDIEXPRESSBUILDER (SE)|#8RBUT#{EL T EEL,

1. 364V F20O0VE—TFT 4 ROABE TS,

2. EXPRESSBUILDER(SE) CO-ROMZEZKAFEBEDDVD-ROMFSATIC2y LT, Bi2#T

Do
EXPRESSBUILDER (SE) H 5@ L TTEXPRESSBUILDER(SE) Fw 7 X = a2 — A RiREn &
@—O

3. YV=WI-THTSAVRFI—T 4 UT 1 J&EN

4. [YRTLBROEEIDS[RE] ZERTS,
PIRREEBICR TSNS X v E—ICiE> TARBEEDLTIZE L,
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8. a1 —-9D0tvybhT7YvT

AEBZRY FD—0LEDIVE1—4HNBER - BER/RIDICHODOP T r—y3vEl
T. [ESMPRO/ServerManager & [DianaScope IBMESNTOE T,
NBEOPTVTr—=ya3 VBB IVE1—RICAVRF—=VTEHEICLYIYRTLDE
BABRRBICH T YRTLALEDERESEZQLTEENTEET,

ESMPRO/ServerManager &DianaScopeD1 YR F—=JUICDWVWTIELEE, F1zlE
EXPRESSBUILDER (SE) CO-ROMAD AV S A Y REFEa2 AV FAERBL TIZS0,
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Bty MNPy D

Bty hPvTEE YRTLAOWEBRENRATY RT AN RE TER B S IHER LI, HMD
[Ny & 7w TCD-ROMIZERE > TN—FT 4 ROZBEEOREICRL TYRT LZRENTEDLDOICT
B3LDTT. MFOFIBTHEY bPv T2 L TIEE W,

(®FRIN—F 123> DIERX

MRFAN—T A>3V IE@. HEDHS - BBZTOLODI—T 4 UT 1 ZI8MT BT
WDON—T 43T, 5bMBREDREENE/\— T« RO ENERLET,

Firewal DERIEZQ LT BICOICHIRTA/N—T 4 V3V AR T EZHEDL T T,
RIAN—FT 1« ¥ aEk. FNOIEXPRESSBUILDER (SE) CO-ROMJZfE > THERL &
To FHLLIZIEEDMRT - BBV D D722 TIZE 0,

RIBN—T 4 V3V % ERT DT O LR TRIBN—T 1 ¥ 3 VN\BBICA VX b=
SNBL—TFTAUT A [YRTLEBMHI—T A UTAJE[ADSAVRTI—T 1V
T41TY,

JATLDBA VA M=)

CITR YRTLDBAVRA = VOFIRICOOTHRABL T,
“HEREERL TOSBEIE. BV R E—VOFIRNERYE T, 4801 BBk
OBty b7y T 1#BRL TIZE 0,

O FEAVARILEFS L. BEAORF—yHEESN, HEROREICRDET. 4B
F—yHEENICHES>TVBES. F—5E/\y o7y TUTHSES VA M—ILERFL
TLREW,
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BA VA b=IVOER(T 2V —)LiEE)

EE =TI IV —VHRBTT . &MEOERHVOFFORET, $SFHHO/NYV 3
V(EBIVE21—R) ARERIBOY Y PIUR— k2(COM2) ICHE#HKEL T2 W,
® Firewall& DEFICHEFHD

— YU PWAVRT T —R(RS2320)#F > IVE1—4

— BEARY 7 FY 7 Windows2000 N1 N—&—=<F)b)

- YUPWT—=TI(HBR)

K210-84(05)(9pin-9pin). F72l&K208-12(03) (pin-25pin)D>5 ., $FHHOHIYV
Ea—&ICE>r—T W EFEARL TIEE 0,

o J—TJILD¥ER
AEEBICHD IROAIYUPIr—T)0(H0R) & #EFEL TS0,
® Y—ZFIVIZaL—FDEE
R=IFNVIZaU—ADNIA=REFUTOLDICHEL TIZS W,
A—L—k: 19,200bps
AU SR NV
Fv > o4& 8bit
2 bvT7EwY k: 1bit
® BAYVAM—IVCHERET R
HHDUDIUTOT 4 RO7=ARL TIZE W,
® Nvo v ICD-ROM
® (Check Point NGX CD-ROM
® (VRb—JV/HHBARERT 1 R
& NVOFPYVIT4 RO HER)

w0 BAYA—E LANT =TV EITRTEFLTHSRITLTIRE L,
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BA VA M=IVOFIE
1. XEOBERZONICL . BIEICHS 7 0VE—T 1 RO RSATITA VR b—)U/AHRE AR ER
T4 X%, DVD-ROM RS A ZCNy &P v TCD-ROMZE LY FT 5,

BEINICT 0T 5 LCD-ROMASDA VR b—UAI8E U E T,
AVRE=)VIEFI0RTETYLE T,

AVR=)VETY TS E . DVD-ROM RS A THh B N\w &7 v TCO-ROMAEBEE SN & T,
KEE, ERDASTORET, YRTLDMBLELTOBRELCBYET,

2. NwoPvwTICD-ROMBKUA VR b—)U/HEFBASRERT « ROEFRUBLIZHE. POWERXR
AvF =L TERZOFFICTS,

3. AVRE=)V/AEBEASERTFERT « X% v L, POWERR vV F%IBL TERZONICT S,
AV =)U/MEABARERT « RO, WHHBARERY -V THEREADEDELEFT,

4. lognZ OV 7 rHRRSNICS, [rootJEANL . PasswordlSRAA&DIroot/Y 2D — RJICE
PNTOBNRD—REANDLET,
OOAVICRINT D E# DT OV T FHRRSNE T,

5. <NvOPVILTBVICREEZ R NPT BHE>

UTFOIVY FERTLTHREET Do
FEENYOPVILICZ0VE—T 1 ROEREICEY FLTLIZE W,

# fwrestore -i
Please insert backup floppy disk. (#1) NvoOPvIFaxRH%tw LT,

Press enter key. <Enter>F+—%#P7

restore fws.ini ...

restore clp.conf ... TEBMEERL TORB RS
restore .http... KRS0

restore .ssh...

restore completed.

After turned off FDD access light, Press enter key.
# fwsetup -i /opt/necfws/etc/fws.ini

# shutdéwn\-r now
\ ]
) JOVE—F 1 25 ESATOP L RSV THIEALS
’Y#. BEBHID <EntersF—#BL ., XOBTOVE—F 1 RHERUY
.

<NvOPYvTDY R T HELBVGE>
KEBQM2. YRATLDEY F PV - TERBEY—VICLDHTEI#BRBL THEETO. Y
%, BicEhvd,
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w##E . DVD-ROM S+ Z(ZCheck Point NGX CD-ROM (CON &t w kL . FireWal-10DE

Ja1—VETOFIRTERT S,

# mount /dev/cdrom
# cd /mnt/cdrom
# ./UnixInstallScript

(Welcome)BBAERRSNETDT. <N>F—TRIEHE T,

BRFFEEENRTSNEITDT, BHRAVICIEVICRE, BAFFHICERLISBEIEI<Y>F— %1

LETo

UTROXY t=IDRRESNETo <2>F—ZANL . <N>F—TRICEHE T,

Check Point Power - for headquarters and branch offices
Check Point UTM - for medium-sized businesses

1 () Check Point Power
2 (*) Check Point UTM

10. UTFDOAY E—=IDPRRENE T <I>F—ZANL . <N>F—TRICEHF T,

11.

Please select one of the following options

1 (*) New Installation
2 () Installation Using Imported Configuration

UFROXY—=IDRRENET, <I>F—, <2>F—%ANL . <N>F—TRICEHE T,

s

The following products are available in this version
Please select product (s)

VPN-1 UTM
SmartCenter UTM
Eventia Reporter UTM
SmartPortal

s W N R

\

12. A1YRb=)VFBTOXY RHRRSNE T <N>F—%ZANDL . RICEHEZ T,

You have selected the following products for installation:
* VPN-1 UTM and SmartCenter UTM

13. UTFDOXY E=IHRRENET, CCTRIZAEVIANDLBOED, <n>F—% ANL .

<Enter>F—TRICEHF T,

-

Configuring Licenses...

Host Expiration Signature Features

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [y] ? n
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14, DIFOX Y E=IDRRSNET, CCTREBEZERBLEWVCD. <n>F—% AHL . <Enter>
F—ZANLET, MFETBDT., <y>F—%ANL . <Enter>F—%ANHLE T,

( \

Configuring Administrator...

No Check Point products Administrator is currently
defined for this SmartCenter Server.

Do you want to add an administrator (y/n) [y] ? n

No administrator is currently defined.
Are you sure you want to continue? (y/n) [n] ? y

\ J

15. UTFOAY E—IPRRSNE T, <n>F—ZANL . <Enter>F—TRIZEHE T,

s \

Configuring GUI Clients...

GUI Clients are trusted hosts from which
Administrators are allowed to log on to this SmartCenter Server
using Windows/X-Motif GUI.

No GUI Clients defined
Do you want to add a GUI Client (y/n) [y] ? n

16. UTOXY E—IPRRESNE T, <Enter>F—%20AN0L . RICEHE T,

Configuring Group Permissions...

Please specify group name [<RET> for super-user groupl] :

No group permissions will be granted. Is this ok (y/n) [y] ?

17. UTFOAY E—IPRRSNE T, <n>F—ZANL . <Enter>F—TRIZEHE T,

Configuring Certificate's Fingerprint...

The following text is the fingerprint of this SmartCenter Server:
AAAA AAA AAAA AAA AAA AAAA AAAA AAA AAAA AAAA AAAA AAAA

Do you want to save it to a file? (y/n) [n] ? n

18. BilEZITHDERDX Y E—INERRSNET, T <E>F—2ANL . RICEHET,

( \

Installation program completed

In order to complete the installation
you must reboot the machine.

Would you like to reboot the machine ?

NOTE: Please remove the CD from
your machine before reboot.
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19. CD-ROMZRYBL . BRREL 9. BREE. LBEBLANT =T La#EREL TS0,

# cd
# eject
# shutdown -r now

20. RUY—DEXRETTD.

<BBHLONVOPYILTHOVIERERZY X NPT HHBE>
XY RERFTIBEIC. NvoPvITEREGLIZEOFreWall-1 HotFix@AIRAE & THotFix%
BRI 2.

T3V Y FexET7L CRreWal- 1DREZT B,

# cpstop FireWall- 1% {&1E9%
# fwrestore -f IVY RAH#. <Enter>F—%3P7
Please insert backup floppy disk. (#1)
20vE—=T4ROD Press enter key. NYOFPYITF 4 RH%LY LT,
AP DAY - There are 4 floppy disks for restore. <Enters+—A#7
AERSNIES(E. \ restore fw config files ... (1/4)
JOVE—F 4 5% S Please ilgsert I;gxtfl?ioppy diezk} ?nd press enter key.
ANz . <Enters restore fw config files ... (2/4
F—%#7 <BE>

The 'Import' operation will stop all Check Point services (cpstop) .
Do you want to continue? (y/n) [n] ? y <y>Zm ANL . <Enter>F—%#B7

<B&>

- The license upgrade process may take some time.
Do you want to continue? (y/n) [y] ? n <> ANL . <Enter>F—%#B7

upgrade_import finished successfully!
Do you wish to start Check Point services ('cpstart')? (y/n) [yl ? vy

<f&>
<y>z= AHhL . <Enter>

restore completed. %187
After turned off FDD access light, Pre{s enter key. FireWal-1%&&#HT >

JOVE—TARORSATDPOLRSVITHEAID
<Enter>F—%#L ., ¥OBRIOVE—TFT 4 ROEZRUYLET

W:._[er)
SmartDashboard P #EfE TCE A VEAIE. UTDOAY REETLABICEERL T LWL,

# fw unloadlocal

<NVHOPYVTDYREPHELBOBE>
SmartDashboardz={EAL THRY ¥ —%Z1ERRT Do

21. SmartDashboard TR Y —%A >V X b—=)UT 3B,

O E=

DVD-ROM RS+ JICCheck Point NGX CD-ROM (CD1)%Ztw RUIREEDE F
Firewall & {AEREEI ULIFVK S ITEELTLEELY,
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ESMPRO/ServerAgent®ty b7 v D

[YRTLDBEA YR E—)UJTESMPRO/ServerAgentlEB&ICA Y X k—bsnExd
A BEORENSNTOEBA UTOAVYS AV REa XY hAEBRBL., bty PV
ZLTLIEE W,

MO 4 P w7 CD-ROM:/nec/doc/esmpro.sa/

!5 ESMPRO/ServerAgentDfC H[ T 7 XA 7L @MY — E X | (5ESR) b BEIIIC A > X
F—LEhEd,
wO JUTLEBGROERISA 7Y N SREELETRIEEE. EEELLTOIIVLE

%, BEFLERILT ZHIICBEEHILANGIECIICEB LT EEL, FT4IL RO
Y1 VBEOBARLUTOIYY RERFT BT L TEETEET,

#export LANG=C

~ — 1 O

VAT LIBRDINY IO v D
IRTFTLADBEY FPYTIHMRYLICE ., SRMIOIEXPRESSBUILDER (SE) CD-ROMIIC®H
BAIDSANRFLI—TFT A4 T A AF>T., YRTLMBERAENYVHOTPYV T TBE EADEND
LET,
BIRD[Y R T ABBRONY O PY T ], BXOGEDMRST - 8BV O o P1#EBLT
<fZE=0,
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