BAR. WO TARRELY PPV T IEEOFIREZHAL T, —ELRBREBRIZHEE. 48%

2RL TS0,

T R Py TOBE (558X =) e Ty h P W T RIBDB(CdTc > TOEEBICDONT
HELTOET,

LAY Y Rl G oY TN R AEBAFRATZ=EZTOLY FPVIFBICD
WTERBBL TO&E T,

BEYERPY T (589N =) e YRTLEBEY PV T ITBITEICDNTERA
LTOWETD,
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Ty N7 v O OHIE

Ty bPVTICIE RELSDOT Y U PERDICODT TR EARBERUET, Fio, ¥N¥END
IIUVNIIDOOWTEY I RO POAYVR =)V EQEFBHF BB ELY T,

N’

BARON—RT 1 X2 EICEFreWal-1(LinuxiR)DEY 2 — U, BEIOELRZEY —
WHA VR = VEHTT, CHBELEFRAL T, V7409 —y3aVvAaLTLIES
(A

BEISATU N

YRTLDEAREEZTHILOICERTIERIVEL —RELTERLE T,

T, RUY—ERBDH >+ 7> FPC(Windows 98/2000/XP/2003 TEMET 2
RV RD=0LEOIVE2—R)ICR>. AEBICRBSN TS Check Point NGX CD-
ROM D BEI 2 —PCUILZA P h AV A E—LLTIZE W HIBARTE
AT+ RODEFRABEL TELEAL &I,

FLLEIDBROFPLZERL TIZS W,

Ty bPYTICE UTFO3BYDTTEN DY T,

® L+ Py V(SSH)AFERLI-tY PV T
® \Web Management Console WbMC) #ERL -ty kP v
e VYV )AERBARLIEY FPVvT

FETE, MY FPVTICDWTISSHERRL Y Py T 1%fllce > TRl &

foicl . SSHDO S APy bV D REEBHRTIARIZS L,
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'Yy MPYT

YRT LY EPVTITBEFFAEDPT, EFa PV V(SSH) #FEARLICFIRZRBL &7,

EREFIRDEN

REFIBORNELATICRLE T,

1. FHISARERT 1 ATICKDER

1. YEIEARERT «+ AT DIERL
2. PHIBARERAT 1 AUICKDEY N7V T

~~

1. BREEY—IVICKBHE
2. FireWall-1oav7«450Lb—v3y

3. EFavFrsRUY—DtEY N7V T

N

4. Nvo7wv T

e &

5 #AVS54U7vIF—h

6. ESMPRO/ServerAgent®t v b

T LDy IT7 v T

8. BEIVE1—5YDEY YT
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1. IHISARERT 1 AJICLDEE

B ARTERT « RO TOREEICOVTHRBLE T,

HIEASTERT « A0 DIER

[WEBBARERT « R J[FFirewal xR E T2 I-OICRERBBELBDEREBRERETL
fctv FPYTHEOOOVE—T 14 ROTY,

MIDIERBARERT « RONZD BN UHA > TOB[HIE AR EY — U]z ERBL T
TERRL £ T, [EIEARZEY —IU]E. Windows 98/Me/NT4.0/2000/XPH'EET S 1
YE2—RTEMEL T,

TIHAB A E Y — L DEIT ERIEDHN

RONERE CHEFEASSTERT 4 ROEVERL & T, ¥HNENDHRTEBBICDOTIE. CZDE
[CEHBBL TWL&E T,

1. Windows¥Y> > D20V E—T 4 RO RSATITRAOMNBEASRERT « RO 12w b7
50

2. 20VvE—T 4RO RSATADIEREASEE Y — U (StartupConf.exe) JAET TS,
[#EFBASREY — IV ID' 8L £ 7,

3. BwBE ERRSNICERN]ZO U v
L. BEDANZEEBL TS,

TOOSLE DaF—FERXELGST
BY. SXN=—YITHEICLESTBEZ AN
LTEATOHEZET,

DBRBBRDANSNTOROVISEEPY AN
BRICRUDDEIHBERESA Y-
NERRENETOT, BEZELIAN
LELTSIZE L ANBROFMICD
WTIR, BROHR\PESRL TS

L e — I TiE
TR

FERS AT e — T ARV TR,

TEE =T R AL, TR EpL T 1,

Do ~
SR TOREDANBET TBHE . 7 o | e |
OVvE—T 4 ROICBEBBREESAA

TRYLEY,

4, PHEBABTERT A RO0ETIOVE—FT A RO RSATHERUBL ., [EFEABTERT « X4
C&kBtY bPYVTITES,

wOEs
MREARERT « 20@BEEY b7y TOBRICHERLE T, AFCREL TRV,
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ANEBDERE

LATDOxRY D=0 BICL TIHEBASREY —IVITANTIRBICDVWTHBL T,

254
—%
202.247.5.0 127

NATRRH7 R A

DMZ 172.16.1.0

1 2
1& DNS/ N:G):|
Mail WWW/FTP
192.168.1.0 ‘
[
| 254 m1 0 3 2
!i% Sar=c NTPH—/U  AEBDNS/Mail
W—% s ;
ServerManager g% COBTERHEELET,

o H—/)\5A T(EREWNE)
Firewall DIEBIIC DWW THREEL 9,

DI dl e e — L IE, S RRmERDER T — TR T SIS e
—NIEEEL TS,

— AL IERELE T,
Fwr%Wa\l-L%—%;’%‘ﬁ.ﬁi’ﬁ‘lﬁﬁ?‘biﬁé’b\ AR D F Ot — I E S — LR

g

BEEAALAA A > IERL TS

N T
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& Xy RI—OAV5TI—ADEE

FirewalOxv bD—0DH/REZL £,

R B ERELR)

RRARBE>EXABETEOI
FQDNOEAXTADL TS ES
Lo

LANR— b1 GREXR)

7 EUR
LANAR— R ZEIUSBTBIPF KLU
REANDLET,

YTxY ERYRE
LANR— R 1(Z
LANAR— k2
PEUXR

LANAR— k2(Z
YTxY ERYRE
LANR— R2(Z

® JL—FT 1 VIDEE

XY D=0 —FT 4 TD

DREZ

LET,

TO2FxNWRT—bDA (REDL
)

T2 ET—FDTADIPP F
LRZEBELETo
BV —Ta >

WhERY FD—OFP R RERWY
FYROBKXOTX—bFD 7O
HEDOEARIBELFT,

=]

e ) Tl ET.
B — T — J\ﬁlffjl rj747'37r N IR IR S TLANR — 1 20DER
R IE

= ADERTE

getariy
Feesg o — /\J’E)EE?RLJ?‘J%A\ELAN‘P h2mERE dEm T Do TEE T

A BFODN [=yzneccajp

LAN—F1 PPEL, N R S
LANK—M Hofobers 55 . 5% % .0 |
LANH 2 PPELA | FIER PZE S S [P
LAMf—b2 HTFabvRs 55 L[5 Lm0

EEEAALIATEAN > 1P TES

< BELE I

ey |

Al

UL TBIPP RLRZEANHLE T,

77‘UL(F) AL

UMY TLIPP RLRICETED T TRY FYROZANDLET,

B|UYBTLIPP RLRICHTED T TRY Y ROZANDLET,

T IAEE T, E T,
§B*]JI/ T-f/:'\;__ 1312
| TEid oiea] Iﬁiﬁ’]ﬂ/ T EEL TS

DIMESAETRE T, UE — FEIR A PRy - D —

BRI SR — T AT — ) A DEREhTR SRR L — L TR EL T .

T D

EE e

B —T 5

FubD—HTELA E2N R S
Sl | ET EA A
bz EE [ I T

BEEAALLA A SR TR

EaE | [enms |

Frtil
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® X—)L7 RUADRE

A=)VP RUREDE— AV TFU REBEOFABICEITBREEZL &7,

BREOA—NFP FLUR(BEDL
R)

BBEOA—)FP FURZIBEL
ECR

Web Management Console
(WbMC) DE&E

WbMC= @RI 3HBEIC. FI v
D% DFET,

TF+2 P> 1 )V(SSH) DFE

SSHAEFBRITZHBEIC., Fzvo
HDIFET,

® WbMCICRET BEE
WbMCICEET B E=L &,

WbMCR— +&S

TRISR—FBESEANDLF
I. BEEEE. 18000TT, &
IS TEELTIZE L,
TP P FL X
BEHRTOEROS APV FDIPF
FLRZANDLET,

BBEF NIV HB
ERTRELICERTIPP FL R
DEBOS AP FHBWbMCICE
E# T SBROEBES (15632F U
M) ZAHLET,

INRD—R

LRTHRELICEBERICHTS ., NRD—FZRELE T,
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® SSHICEAT 2T
SSHICETa8REZL &7,
— SSHAR—F&S 3 Exprs 500 FTARB AR

FrALE ANLFH)

FBRITDIZARA— LB =2EZAHLF F%‘re O e L

I, BEEEIE. 18022TT, HE

oLtz L L 2S00, SEHE--BE [ia02z
IEFTTIPTRL A | EE EER S o
- ?gﬁﬁ“j? I\“ [/ Iz FEETHYE [fus-zdmin
7y == N — N JSRD=F rrmnmn
BRTOEROS APV LOIPP  [EEC
FLRZANDLET,

EEEAALISTEA N > 1P TS

FaE | [Enm> | | Felel

— BREBEFHOVES

FETRELICEMTIPY KL X
DEBOSA TPV D BSSHTH
T 2ERER (15FLUN) ZANL T T,

— NRRDO—FR
FRTRELICEBERIINTD . NRO—FERELF T,

TIHAEASRERT 1« AUICKDEY vT7 v T

?‘UHB%)\EQE‘/ VTR U TCTWIERBASRERT « RO % BAL T, tv bPvTL. &
BOSATPY BN ERL T,

v N7 v TFIE
IUFOFIETEY FPYTILET,
FLL Y FPYTTEROESE, KX A#SRBLTIZE0,

1. SSHBERY I FDIPHA VA E—leNTOEERBOS APV FZRET D,

2. NEOERHOFFORET, BROSA P hEREEBICHBILANR— b1 5T T — R (RES
RV ED=OB) e HORT =TIV THERIBD . KEDEHRSNTOSALRY FD—DDNT
BECEBOSATPY FOLANT =T VKT o

3. BIROIEEAERT « RO DESI TR LU ICHEIBARERT « RO R FDT OV E—
TARORSATICEY FTB,

4. KEODPOWERR A v F =T,
POWERS Y IHRUTLE T LIFE<TBE ., WHBARERT « ROD OREBRZ T
YU, BEINICEY FPYTEEDE T, 2~3BFETEY FPVIHETLE T,

5. BEEOSATY MO SMEIEBARTERT 4 RO THRELI-SSHICEE T 3B/ EDEBBE P oYV
2 J&lPassword] &AL . 051> T3,
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6. O V%, rootl—H%—(CEBETD,

Password(C(&. BBDroot/N2RD— R IZEHNMNTOBNRD—RAEANL ET,
CNTYHRBASRTERT A ROICELD Y L PVvT, BBOSAPY FOEKIITZY T,
PABRMERBATIE. EBOSATY MHBDBETIYRTLDEY FPYTATOET,

w0 tYRFYITORTHHERTEESEY NUEBARERT «XAJZ27J0vE—F 1R

I RSATHSEDHUTANTRELTLEEL, By M7y TOBICERTZIED
TEEY,

ty N7y IITERBULIEIES

YRTLDEY FPVTICERLUISEEE. BENICERDOFF (POWERS > 73BT (273
U, I—F-ICEBRTLICCEZRNSEET, ERICERY FPYTETY TERH 125
BlE. MHABAFRERT « ROICEETHSNS 0T 7 71 )Ullogging.txt IDRB ZHEERL |
BEVHEASRTEY Ve ®RL THBBARERT « R0 2ERL TIZES W,

(ERROJ DHAED
® ([Error: cannot open: /mnt/floppy/fwsinit.iniJ
— PHEARERT 4 RAOPOREICKRYD DB HBEICRRSNE T,
® [Error: bad user name (WbMC)J
— PHRBARTEART « ROPOWbMCOBBEZDIBEICKR YN BB HBEICRRSNE
ER
® ([Error: bad user name (SSH)J
- PMHBARTERT « ROPDOSSHOERERBDIEEICKRU N DB HEICKTRSNE
ER
® ([Error: port number of WoMC and SSH is the same. ]

— WbMCAR— &S ESSHR— FBESICE—DENFRESNICBS ICRRSNE T,
WHMCAR— b &S ESSHA— FESICIFEDEZRTETOLEN DY I T,

® [Error: fwsetup failure.]

— Firewa \#WHEREAREN TERBVHEICRRSNE T, MHHBARTERT « ROD
REICRUDDYET,

MERBASKRERT 1+ RODABHER > TOIIHE . WHBARERT « RODRERNBEE
FLTHBEXRGERLY F PV ITEIENTEET,

UTDBIEZTICBEICE. WHBARERT 4 ROICLDREDHEEFOFFICR Y &
T BARRTEY—I(fwsetup)E L <IGWOMCH S DHERERZEH TS RYETDTER
LT<IZE0,

® EAEREY—)U(fwsetup)Z3ER1TL . [replace startup-scripts?] OIS L Ty & A
HLicBsE,

o WOMCOEARTEEEN 5 [FE]ZBLISHE,
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2. VAFLDEY M TYTD

(1. AHBEASSTERT 4 ROICKDREITERBO S A PV bH SFirewal &RK(ICIEH TS 1o
HORERMVER LY FPYIHNETYLELIC. ZIHBIEE. RY FD—HA VAT T —R
MERE (nicsetup) & EASEE Y —)U (fwsetup) #FAL T, SSICE@BRtY b PV T %57
W&ET,

Firewal&EDARR b&, IPP RUR, V—F 1 O3 EDMIABARERT «+ RO THE
LICIRE (FEORERBDERE ICH T KENDIERE) ICDNTIE., REEBZH#SRL T
=0

fwsetupDtw F PV T AERITL, BR2EILTICS. XRiCcpconfig Yy RE>TIV T 44
L—y3vaiT0ET,

2y NI—=04 05T 1 —AECPUBER DS

RY D=4V RD T —RPCPUDIBRAITHITIREE . BEABTEY —IICELDHBEDE]
[CAFOOEEATTOE T,

0 Ry NI—=U45Tx—A(NIC)DIBERZETHOIEIES

/opt/necfws/bin/nicsetup I~ F&LITL T, BRLICPCIXROY FOAEE R Y
D—HAVR T T —AOBBEAEHCN T E T,
o, DYV ROBRBTLANAR—ROL A 7D FBZERSNET,

# /opt/mnecfws/bin/nicsetup
Please select inserted NIC for each PCI slot.

No. N-Code NIC Info

0. -=------- not used

1. N8104-103 1000BASE-T board

2. N8104-111 100BASE-TX board

3. N8104-112 1000BASE-SX board

4. N8104-113 1000BASE-T board (2ch)
5

PC

. N8104-86 100BASE-TX board (2ch) L -NICOBES A BN,
I slot [1B] select No. (0-5) [0]: R TORNESIE. 05 AN
N EEEE

PCIXOwW k :

nNES [LAN port layout (backplane image)]

According to your selection, network interface names
are allocated for NICs as follows after reboot.

3C:---- 3B:eth3/eth4
2C:eth2 2B:---- EBEHBDLANAR— FOLA 7D b
1C:---- 1B:---- PEBEREND,

OnBoardl:eth0 OnBoard2:ethl

® CPUDIBRZITOIES
/boot/grub/grub.confZ7 7 A VDLATFDTAETEL £,

[{&IEfi] default=1
[{&1E#%] default=0
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BAREEY—IVICKDER

BEXRREY - VOEBEEBPREDFIROANERL T,

REAT
BEARRTEY -V TOREBES LOENENOFIRBBIFATDOESY T,
o Y— )54 T(EREHE) k)
Firewall /8., 8B4 —/NAEZRRL TIIZS00
® KRR hEEREHNR) (k)
RARABRBFERAAYBETEOICFQDNEX TAAL TIIZE 0,
& (VFTI—RADIP7 RURAERY MRYRT. MTUEGEEXE)

Frrewal Tld. RIE2DDRED VLB TT, SDBLRIFERTT., BBY—N\TE. &E
IDOREDIVETT o BPDAUART T—RX(LANR— FES) ZRIEL CTORERFTE
TP A RARERF10ETT, MTUBDOFRESHE(E. 68~1500TT,

& R—LY—/\DIP7 RL R

BRABDDR—LY—NZEBETESE T ANZBBLIHE . DNSICK 2 BHIRER(E
TOEEA

o EEEDX—IL7 FLRAGKEHA) (K)
1IDOX=)VP FUROHFZETEEIo
® X—)LF— KU TADIKRA MEXFIP7 LR

YRTLADA = EEXETEFHICSMTPEMR T D X— LT —NDIPP FLUREEBEL &
Fo MR FBTEEITDHERFADNEXTANDL TIZE 0, 212U R—LT—N
TYXDBRHDIPFP FURDSIFERBANHYE T R—LY—NDIPP FL 2% &8
L1c%E . RBBRMTIPP FURZEREL TIZE W,

KRB (FEBBARETI N, ¥DHEFFreWal- 1 P ZBLHRER EV X T LANFEETS
A= )VEB—RIDroot T —HF - CICERESNE T AIREZEBL ICHE I ERY
CX=WZEFIVvo, BIRRL . A=JUICE>TT 4 ROZEBITBDZEHNRVELDITE
BLTLIZE W, &io. FrreWall- 1P “EERE TIIRBHICA -V TESZRNI S
ENBBICH, RBEBIEIRIRETDCZHEBOL I T,

® FIUFILS—RDTADIPT RURGEEHE) (K)
IDDIPP FURADHFRETEETo
o (FM)I—FT«2IF—TIL(xk)

HEP FLURERY ERYROBLOT— b DA DEAEDLEZIBEL &I,
AIEBRBBIDEHTEET. BN —T 1 VT R—FLE A
RAHRERE1000TT,

® TrapiX{E%IP7 RL A

TrapxEE5E(ESMPRO/ServerManagern) DIP P FL 2R &#ISEL £,
ESMPRO/ServerManager & DEEA TR WVGEEREA BB IDZENTEFT,
BABREKIZ1000TT,
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NTP (B5ZIEHE) Y —/XDIP7 KL R

NTP (BZIBH) Y —NDIPP FLRZH-/EL £T. RBEBIIRTEZEHEIDZEHTE
9. BRRERIF1000TT,

FireWall-1 TR TN 205 OREFERH (GREHNE)
1~90BDEHATHRENTEE T,

—E{bhsEDERE

TEEREERTSBREICHEL F T, FLFIEEABRBRL TIIZE L,
WbMC DEE ()

WOMCZEATBHEICREL & T <Y>H<N>Z ANL & T,

F1c. WoMCZERTSHEE. R— &S (1024~65535) . BBOS APV FDIP
P EUR, 8BFER(15XFUA) . httposDEAR/AMERZEANDLE T,

SSHMEE (%)
SSHAEBRTBEHBEICHEL FTTo <Y>H<N>ZE AL FT,

F1c. SSHZFERTBHEIE. R— &S (1024~65535) . 8BS APV FDIPF
LR, BRBES(15XFLR) Z ANL T,

WbMC®DI/\R T — REERE (k)

WbMC#ER%A2I58H8(ld. /NRDO—FDAN, BREATOET. FARALBVBEE.
INZAD—FADFTOEE A

SSHMD/\R T — REEE (k)

SSHZEERTBHEEIR. NRD—FDAN, EFZTOE T FALBELHEEIE. /TR
D—FADEFTOE LA

root1—HY—0/I\ A J— REE

BBTEZTY, EFa2UT A EEBITBREEZPHOLET, NRD—FEZEFTH
BEE. <Y>EANDLIEE. HILOUNRD—REAHLET, £/, WoMC., SSHAERE
BLRWESIE. rootD/SRD— FOHDBEICRYUET,

IREDZIERE

R AIEETDHEE <Y> Z#ANLICHE, 8HTEL G127 TREDRZ A ANDL &
T, BEIEETT .

H—EXADEH & EIEGRENE)

EIHRFCHER Y —EREZRE), DIOARBRY—ERABLESEEICODRENTE
FT, MITBRIDIEBIZEITL TS0,

O LROI|EERQ. Firewal XFEBEESTBTIREL,




EH

BIRDIMEIEARERT « ROICLBDRE] - [ANRBOREICRTRY FD—H1E

ERICL TEAREY —ILDBEOSZERBLE I,

# fwsetup ...............................................................................................................................

Firewall Server configuration tool Ver.2.5-0

server type
1. Firewall
2. Management Server

select number[1]: 1

hostname [fws.nec.co. jp] L PP
No. IF address netmask mtu
1 192.168.1.126 255.255.255.0 1500 | eesssessrsreessssnssssssseesensnnnnsnseennnnnnn.
2 202.247.5.126 255.255.255.0 1500

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next): a -

interface address(3): 172.16.1.126
netmask (3): 255.255.255.0
mtu(3) [1500] : 1500
interface address(4):
No. IF address netmask mtu
1 192.168.1.126 255.255.255.0 1500
2 202.247.5.126 255.255.255.0 1500
3 172.16.1.126 255.255.255.0 1500
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D EIRTEY — I 7ZikeEhT B,
@ Firewal/BBY—N%ZHRET D,

Firewal oL TRET B DT, [11ARRLF T,
® RRFBZBVET B,

AR FBEFADNERX TANL TIEE W MIEARERT 1 ROICTREEHDS
Bl BEANTEILERHYEBA. ANBEATE > TOEITDTENten F—% AN

LT<iZse
@ AR ITT—RJIIPF FLRERY EYRY, MTUBZBET S,
MEABABTERT A ROTHELTOBDOT, —BHARRSNET,

© ©OO0O00 o o
) [ \®f o 00000 &0, 8
ooooo e 089
l oogoog g g3

o BobRon g o=y ©

[ 0ooooog e e

bDooooo 2888 28388

o [JLJ== aJs 0O° O o 598555 9558569

[\

(DA (@A

RY ED=OAYRT 1 —RDEBRET BB FIRDM2. YRTLDEY b PV ]

H —[RY FD=0A4Y R T —RECPUBRDITE J2BRRL T IZE 0,
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Bl
=

® AR T I—RDFEZBMNT Do

BIRDRY bD—=DA VR T T—ADFE CEVIBTILA Y RT T —RICHL TDIPP
FLROFEZEBMOL TS0,

—EBNOREABTDEBN. SLOEE. Hf, —BXROBXRREF-ANHSBRIETE

F7,
<A>F— + <Enter>F+—:

N— hDOREZBNT S,

<M>F— + [EEITBHR— F&ES] + <Enter>F— BELICAR— FDREZEE T D,
<D>F— + [HBRT B R— bES] + <Enter>F— BELCR— FDREZHIBRT B,

<L >F— + <Enter>F—: UR +Z=BEXRRTS

o

<Enter>F—: ROBENRFYVTTB,
nameserver (1) : 192,168 . L, 2 ®
nameserver (2) :
No. nameserver address
1 192.168.1.2
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
administrator e-mail address [Xyz@Nec.CO.Jp] : sk . @
use mail gateway? (y/n) [n]: y] ........................................................................................................ ®
mail gateway: 192.168.1.2
default gateway IP address [202.247.5.254]: .................................................................................... @
S SR ®
destination(1l): 192.168.2.0 ®
meceaah {1y 5. Ses damsg | mm—————
gateway (1) : 192.168.1.254
destination(2) :
No. destination netmask gateway
1 192.168.2.0 255.255.255.0 192.168.1.254
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
D =LY —NDIPP FLURZRETD TR,
@ BEBEBEDA—)TP FURZERET Do
MEABARTERT « RO THRELICBAIRTSNEITOT. RERNBZHHL T<ENten
F—=BL TS0,
Q@ A=FT—=bDTADIPP FURZH/ET S,
<Y>F—%ZBL TEZANLE T, BEETEHEIF<N>F—2BL TIIES .
@ TIO2AWET—bDTADIPP FURZHET Do
MERBARTERT « RO THRELIEBHNRRSNEITDT. REANBZHIL T<ENnter

F—=BLTIZS O
© W—=FTaVIT—TNV%aRET S (ER),

® WEDIPP RLUR(RY FD—OF RFLUR), &Y EIYRY, BRO¥DORY FD—HN

DT —hDTA P FURERET Do
MEEASRTERT « RO TREEHDBEE .

FHELICABDY X hHRRENE T,
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trap sink host (1) : 192.168.1.10 eeessrrrrrrrmmmmssiimmmimmmnsss .
trap sink host(2):

No. trap sink host

1 192.168.1.10

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

NTP server address(l): 192.168.1.3 ............................................................................
NTP server address(2):

No. NTP server address

1 192.168.1.3

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

log file rotation(days) [30]: Yo LT T T P e T e e P PP P LT PRI

Use cluster system? (y/mn) [Q] @ D e s
use firewall web Management Console (wac) (y./n> [y] . y -------------------------------------
change firewall waC configuration? (y/n) [n] . y -------------------------------------------------
port( 1024 - 65535 )[18000]: b= o Yo X o EEEEE e e e E e e e e e e EE L]
No. available host ip address

1 192.168.1.99

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next): s
use https? (y/n) [Y] 1Y s e
available user (with in 15 character) [fws-admin] : sereerssrssrmmmmmmmeeam.

@ trapEEEIPP FLRZRET S (IER) .

ESMPRO/ServerManager -1 > X b—=JLsNTWB YV DIPP FLUREREL TL

2=

@ NTP(EZBEH) —NDIPP RURABRETSD (R,

@ FireWal-1TRS=N3 0JDREBHZH/ET S,

@ “EEREICRIZBLEhEX Y-,
TEHEREEBRLBOBE . <N>F—%BL TZE0,

B BEEAOBERY>F—FRMUT AN, HL24BES
® WoMCOEE/FERAREET S,
<Y>F—H<N>F—%IBL F 7,
® WbMCOEBEETTD.

- “EtHEEE ERT S TCELDDDR) Y —FHEN . REENHE<N>F—%

LT 220,

<Y>F—ZBL T, RNEHE T, WHBARERT « RO TRELILBHERRSNE
TOT. REABZHRL T<Enter>F—ZWBL TIES Vo HRHABFBSICIE,

N>F—%BL TS0,

@ R—+rBES%EANT B
BEBIE. 18000TT,

® FEARBDRRFDIP? FURZEANTBo
BRABATAERR FE. 100TT,

© httpsZEARTBHESIE. <Y>F—2HL T,

0 ERBEOBRIZEFET Do
BANFHIE., 15FTT,
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No. available host ip address
1 192.168.1.99

use secure shell (SSH) (y/n) [y]: y srrressrrsssssmmmss s
change SSH configuration? (y/mn) [n]: y s,
pOI‘t( 1024 - 65535 )[18022]: ...................................................................

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next) : e @
available user(with in 15 character) [fws_admin]: ...................................................................... @
once again input? (V/N) [N] @ D ceeeeccsssssreerereesssssseeseereesmsssssssesresnssssssssessessssnsssssssssssnsnnsfossssssresnnnnsssssenes C)
[WoMC] change passward for user fws-admin? (y/n) [R]: M s . @
[SSH] change passward for user fws-admin? (y/n) [0]: D e

(D SSHOER/KERBZHRTET Do
<NV>F—%=PL E T,
@) SSHOSRFEDHEEZTT Do

<Y>F—EBL T, RNEAE T, MEHBARERT « RO TRELICEBHERRSNE
TDT., REAB =L T<Enter>F—%1BL TIES Vo ERHIARERHZEICIE.

<N>F—%8BL TZE 0
@ R—+rBESZANT B,
defaultféla:. 180227T7T,
@ FEREDHRRFDIPP RUREANT S,
RABAIEERR FE. 100TT,
® EREBDBRIZEFET Do
BAXFRIE., 155 T,

® CCETORERBICOVTRELZEELICOEER<Y>F—%1BT . RIEGHBEIE.

<N>F—%=#7,
@ ERERY—IOEBEDNRD—FZANT B,
NRD—=RFHEASNIC<OWBEDOEBBEL TIES 0,

B ARTERT « RO TREFDBER. BANOLE|

RNEHAE T,
® SSHOEARBDNRD—F%EANTD,
NRD—REF#EAENIC<OEOZARL TIZE W,

MEPBARTERT « RO TREFDBER. BANOLE|

/k/\ﬁaj‘ijo

IBYEEA. <N>=ANDL

IBYEEA. <N>=EANDL
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change root password? (y/n) [N]: y s s s ()
Changing password for user root.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

Fri Sep 6 16:48:44 JST 2002
set date and time? (y/n) [n]: Y e e @
date and time (MMDDhhmm[[CC]YY]): 09061653
Fri Sep 6 16:53:01 JST 2002
set date and time? (y/n) [n]:
replace startup-scripts? (y/n) [N]: ¥ s . ®

Please reboot the system.

HSHULAOWIL —T T0OW  rrrresressmrsamssmssmsnssmssmssmssmsssssssmssssssssssssssssssssssssmsssssssssssssssssssssnssssnsanssnsassnssnsansshesssnssnsansansansnnnn @

DO BERCHRESNTOBANRD—RFAEESF T D,
TFLUTADIEHICEH, BEFD/NRD—FHEEBTEEEZHEHOL T,
NRD—=FRIEAENIC<OEDZARL TIZE 0,

Q@ BUDREZER TS,

® DERQY—EROEBDSOARBRBY—EXDELZETD (WA
CCTRIBI<Y>F ML TZE 0,

@ WEZBMCITBICD, YRT LZBERHT D,

O fwsetupZRITFUREE. UTOLSBX Y E—IHRRENDT ENBDFT,

# fwsetup

Firewall Server configuration tool Ver.2.5-0
fwsetup is under use...
#

ZDHE. fthD1—H—hifwsetupZRITLUTLS RN S D FIT DT, fthd1—
HY—DFERRRERES U, BEfwsetupZRITLTLEEL,

Fie, DI —Y—hifwsetupZRITL TLREWNT EDESR SNBSS, UTOaY
V REERTUKE. BEfwsetupZEITUTLIEEL

# rm -f /var/opt/necfws/lock/fwsetup

v
2
T
N
D
t
\\J
k
7
¢
7
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FireWall-1oad> 7«9 0L—2

RICEB IV E 21 —4aH BFreWal-1 f4EDcpconfig Y Y FAERITLET,
PIFOFIETIOYV 2400 =3 %75 TL<IZE0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.

Hit 'ENTER'

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.

Select installation type:

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your Check Point products configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

£O CONEITIUE . . . =orererssrerasssramarn s s aras s ras s ras s rasassarasassarasasssrasnssarasnssarsfussarannnsars C)

Do you accept all the terms of this license agreement (y/n) ? ¥ s, ®

Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.

(2) Check Point Express.

Enter your selection (1-2/a-aD0FL) [1]: 1  ecccccceerrmerreermmmmeemmeemeemmereesseessesssesseesssssssssssdessssssssssnns C)

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.
Enter your selection (1-2/a-aD0Tt) [1]: 1  ccciierressssssssssssmsmmmsssssssmsmsmmmsnsssssssssssssssssssssssshersnnnnssssns ()

@D <Enter>F—% B I EEAFHEEN KRNI TOTHTIA<ICS Lo
@ BARFFHBICERLICBER<Y>F—%BT,
@ AVRE—ITBHREEIRT B,

1D Check Point Enterprise/ProJ&&iRL . 1Y R b—IUL & T,
@ AYVRA=VITBEI2—VERRT S,

BRI 1 ZBRL, — BT YR E—LLET,

FreWall- 1882 — VRNV VAR F—)lxb’(*““@@“‘é\ NEEUMERTTI VR
l*—)l/Ta“éiEA [F 2 ZERL TIES Vo ZEEDICOICHBBEMER TV R ~—IUT
356 . MBEOREABRICOVTRIZEBERICOVTIZERL TIZE L,
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Configuring Licenses...

Host Expiration Signature Feutures

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [N] ? ¥  ceerrrrsssssscssssssssssssssssss s

Do you want to add licenses [M]anually or [Fletch from file: m swrrrmevesrssssesseee.
IP Address: 202.247.5.126
Expiration Date:
Signature Key:
SKU/Features:

License was successfully installed

License will be put into kernel after cpstart

Configuring Administrator...

No Check Point products Administrator is currently
defined for this SmartCenter Server.

Do you want to add an administrator (¥/n) [¥] ? Y.
Administrator name: fws-admin
Password: ..........................................................................................
Verify Password:

Administrator fws-admin was added successfully and has
Read/Write Permission for all products with Permission to Manage
Administrators

D <Y>F—HEANDLT, 7LV REBNTS
@ <M>F—%ANLT. 17 R=B@H SV FITIANTD.
@ BHICAMBLIZSA YV RIERAEANDT S,

SAtVRIGE, FrewalDZ> 12V ABRITHRNSNTOB[ St RBFEE

Je @

FDFFENEC Expb8/FWSIBBAFAX L TEIBL TLIZE W ARRICF 12V R

FEZJFeFENTOEBA(Frewal DEREZR I SRBL TLTIES=W),
@ <Y>F—%AANL T, EBEZHFET O,
® Firewall(Firewall-1) DBBERZ . DLO/NRD—F. BEAHTEIT D,
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Configuring GUI Clients...

GUI Clients are trusted hosts from which
Administrators are allowed to log on to this SmartCenter Server
using Windows/X-Motif GUI.

No GUI Clients defined

You can add GUI Clients using any of the following formats:

IP address.

Machine name.

"Any" - Any IP without restriction.

IP/Netmask - A range of addresses, for example 192.168.10.0/255.255.255.0
A range of addresses - for example 192.168.10.8-192.168.10.16

Wild cards (IP only) - for example 192.168.10.%*

o Ul W N

Please enter the list of hosts that will be GUI Clients.
Enter GUI Client one per line, terminating with CTRL-D or your EOF
character.

Is this correct (Y/n) [Y] ? ¥ s s s s .

Configuring Group Permissions...

Configuring Random Pool...

Automatically collecting random data to be used in
various cryptographic operations.

Automatic collection of random data is done.

Do you want to add a GUI Client (y/n) [Y] P Y eeeresnsmssenssssersssssrsssenisssssessseneseneniaes

192'168'1'99 ...................................................................................................................................

No group permissions will be granted. Is this ok (y/n) [y] ? ¥ s,

O <Y>F—ZANLT, OSAPYEIVIDY R SZFHBRELT B0

@ EF2UTARIY—DREZTOVZATPY IV VDIPP RURZRE
BHDIPP FLRZRETHHERITL TERITANT S, ANZKRTITZHEE

<Ctrl>-<D>F—%=3BL T<ZE W,
@ AHLIZP FURBEL FNUE<Y>F—%8T,
@ GroupDBEZTHRVHEIE, <Enter>F—AN%ET D,
® CroupHEZRTY IBHEE. <YV>F—%iB7,

R
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Configuring Certificate Authority...

The Internal CA will now be initialized
with the following name: fws.nec.co.jp

Initializing the Internal CA...(may take several minutes)
Internal Certificate Authority created successfully
Certificate was created successfully

Certificate Authority initialization ended successfully

Trying to contact Certificate Authority. It might take a while...

fws.nec.co.jp was successfully set to the Internal CA

Done

Configuring Certificate's Fingerprint...

The following text is the fingerprint of this SmartCenter Server:

ADD OX GAWK MUM LONG RISK CARD FERN LILY KEY JOKE FLOC

Do you want to save it to a file? (y/n) [0] ? N ..

generating INSPECT code for GUI Clients
initial management:
Compiled OK.

Hardening OS Security: Initial policy will be applied

until the first policy is installed

In order to complete the installation
you must reboot the machine.

Do you want to reboot? (Y/N) [Y] ? ¥  cccrccrrccrrreeriesieesiessessnssnsssssnssssssssssssssnns

@ GUILSAPY baERLICEE, #HmL IcFireWal- 1A TEL WD TH B H ZHRT D

12D FFINRRS NS0

CONFHNET 4 R0 EICRETBHEEIE<Y>F—% . RELBOLIHER><N>ZANL

ECR
@ RBY®. BE#HITD,

BikcE®(E. FireWal- 1T 27+ U b7 4 U ADBRICE B2, SSH, WoMCTD#

MOATERUE T,
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3. EFaVFsRKUIY—-DEYMNTPYT

tFa2UTFsiEEE Y R PV T TS SmartDashboard [ABBO S A PV MMIA VR b—
L. BELIARYY—AAVR =L E T,

ROFM#5GIZT I E 2 —R(IZSmartDashboard ¢ DADY — %1 > R F—JUL T,
OSAPV RV ELTHERLETD,

® INL—FT 4OV RFT LA Windows XP Home/professional
Windows 98SE/Me
Windows 2000 Professional(SP1. SP2., SP3,
SP4)
Windows 2000 Server(SP1., SP2. SP3. SP4)
Windows 2000 Advanced Server(SP1. SP2,

SP3., SP4)

Windows 2003 Server
® T ROLERSE: 100MBEAE
o XEU: 256MBLAE

* FEld. 2005F5AREDIB®RCT. SBONVF U Y —RICKUEEITZRDAREMED D
UErd,

GUIOSAT7Y DA VA =]

BEHS A Y ~ISmartDashboard% 1> X +—JUL T, CCTld. SmartDashboard
EWVS L &ICOTEBTTBDI2DDY—)UISmartView Tracker /&Y R T7 LADIREAR F T v
29 %[ SmartView Monitor J£1 VX b=JUL %7,

1. JYE2—&DCD-ROM K S Z(ZCheck Point NGX CD-ROM (CD2)%tw 93,

BEMICA VR =T OIS LD EREL . BEHIRRSNE T,

AVRAR=T OO LDEELBVIBEEE¥ wrappers ¥ windows2 # UARICHSD
[autorun.exel&EERTL TS0,

Welcome@BE AR RSNE T,

2. [Next]Z#HUwHTB,
BRFHRVEN R RINE T,

3. AB%&<5HH. BETDHEEI( accept the terms of the license agreement)=F v oL,
[Next]Z#2UwHTB,

BELBVEEE[QuUt]ZoU v oL TRYLED,
[Installation Options]BE AR RSNE T,
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4. BHRORRETD,
(Check Point Enterprise/Pro)&@IiRL . (Next]Z 20U v oL TIZE o
[Installation Options BB AR RSN E T,

] Cha?scik Point

e Secure the Infernet

© More Security Solutions |
© Contact Information

Please sslect ane of th fallowing aptions:

® Chieck Point EnterprisePro
Check Point EnterpriseFro - for headatsrters and branch offices.

O Check Point Express
Check Point Express - for mesum.-sized businesses.

© Dot have a confration fie vet? Leam more.
© Find the most up-ta-dste nfarmation sbout the products onthis CD.

This pracuict is protected by copyrioht v and
Quit unauthorized reprodction s forbicden Praviols—Nait

5. [New Installation] #&RL . [Next]#oU v 5T B,
ProductBIRBEN K RSNE T,

)

Y
[y
7
\\J
7

&) Check Po

frek Pl

Ve Secure the Internet.

O More Security Solutions |
© Contact Information

Pleasse select one of the following options:

O Demo Installation
Install Check Point SmartConsole for dema purposes.

® lew mstaltation
Spectty Chesk Part procicts fo be msteld

O Installation Using Imported Configuration
InstallChick Poit products based on & configuratin fle thek you have s esey exported

© Dent have & configuration file yet? Leam mate.
© Find the most up-to-date information kot the products on this CD.

This praduct is pratected by copyright law and
Quit unautharized repraduction i forbidden T e

6. Management®(SmartConsole]DHICF v oL . (Next]zoUwvw o5 T B,

&) Check Point

Ve Secure the Internet.

© More Security Solutions |
© Contact Information

Gateway
-1 Pro eck Point's three-tier architecture

] vPN-1 P Check Point's three-t| hitectt

Management Check Point's three-tier architecture consists of gatsway,
client, and host-based security enforcement points, a

[ Smartcentar fient, and host-based security e t
centralized management server and an intuitive

[ Eventia Reparter dashboard-style GUL, This architecture delivers the most

robust me chanism to creats UEN, firewsll, and QoS policies
and automatically distribute them ta multiple enforcement
points, thus reducing sbar and cutting costs

SmartConsole

Remote Access
[J ¥PN-1 Client
Add-on

] SmartPartal

[ Userauthority

Check the products you wish to install. For product
info, move your mouse over a product name.

This prouct is pirctected by copyrght lew and
Quit unathorized reproduction is forkidsien. Previous Next
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7.

10.

11.

12.

13.

14.

AV R b—=)UFBProducts P RRSNFZTDT. (SmartConsole] & FXRINTWVD & AHER
L. Next]=oUwog5,

Choose Destination LocationB @A &R RSNFE T,

MBICSC T A ZEBL . (Next) e oUW o T B,

AR =)V BEIVAR—RY b EERTEZBEHIRRSNE T,

[SmartDashboard]. [SmartView Tracker]d & OTSmartView Monitor]EF w4 L. [Next)%
O2UvoTB,

AVR =D BRBEINE T,

Check Point SmartConsole NGX R60 x|

Select Clients
Choose the clients Sstup will install.

Select the clients wou want to install, and clear the clients vou do not
want to install.

Description

[w]Sr a Tracker The SmartConzole
[ISmartlpdate manages: Firewall, VPN,
[Securellient Packazine Tool smartDefense and feb
@ SmartVier Honitor Intellizence, 0o% and
[Eventia Reporter
[JEmartLEM

more.

111.27 MB of space required on the D drive
G726.86 MB of space available on the D drive

< Back Next > |  Cancsl

Y3—hhY MERETODDX Y E—IDRRSND,
ER T B BERIMEVIEL v HLET,

SetupTE Y DX Y t—IDBRRSNBD T, [OK]ZLOUVHTB,

Complete &4 PO HDFRSNDDT. [FinishlZoUvo5T 5,
TYBEHIRRSNDDT, (Finish)=oUv o935,

SmartDashboard%#2&L . cpconfig TEHFL Ic1—HFRENRD—F., BKOFirewalDAA
(BEOSATPY MNOP RLURAANT S,

SmartDashboard# AL . Firewall & L TR O —%A1ERL £, Rv FD—ORERICIGL
1oAY Y — = EPER L T<TIEE W,

SmartDashboardfEWVA., EFa2 U T4 R Y—DREHIC DO TIEFireWall-1ICRABD~Y
ZaPESBLTIIEE 0,

Welcome to Check Point
SmartDashboard v x
Mi3H RAM

[~ Demo Mode
% User Name [fws=admin
= Certificate: | LI _I
Pazzword: |mmmm:«m
SmartCenter Server: |1 921681126 LI
[~ Read Only
More Options >
ok | quit |
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N Y —7% e I B8 . MUTOFIEZAUO T Traditional Mode TYER T 5 C & = #ERL &
Jo

15. Traditional mode OF/BE

SmartDashboard%##&£&L . #EicsNic5 X =2 —/N\—H5[Policy] - (Global Properties) @
VPNX—=IZHB W T, [Traditional mode to all new Security Policies: Setup with Encryption
Rules. J&=&RL . (OK)ZzoUvoHT B,

Global Properties x|
[ Firewall VPN
NAT - Network Address VPN Gonfiguration method
Authentication
3 Uhen configuring PN, apply
WPN-1 Edee/Embedded €
& Remote fcoess " Simplified mode 1o all new Seeurity Palicies (Recommended)
EmanDiectary ADAR Setup VPN communities

Smarthap
User Autharity
Management High Availat
CormestCantral Setup with Encryption Fules
OSE - Open Security Ext

Stateful Ihspecti
3 Lon ot At  Traditional or Simplified mode per new Sacurity Palicy.

& Traditional made to all new Seourity Polisies

Fzporting Taols
OPSEC Nate PN confieuration will be applied to new pulicics anly.
SmartCenter Acooss

Non Uniaue [P Address R

- SmartDashboard Gustomi

ok Gancal Help

16. XZa—N—H5b [File)}-(New)zEIRL . Policy Package Name%Z 3% E T 5o
[Security and Address TranslationJ&2E4RL TOK)Z LU v H T B,

HLORYU Y—BBEIMERSN. RUY—OREDNTREEBZYE T,

Mew Policy Packaee ] =

Mew Policy Packase Mame: |D0|iC)‘UU1

Include the following Policy types

¥ Security and Address Translation:
[~ QoS
% Traditional modes

! Express mode

I~ Desktop Security

QF I Cancel Help

wOEH

FirewallEEBEBISA 7V FEDREICBVT., SSHEFEARULFEI DT, FireWall-1DKRY
V—IC. BIEISA 7 M 5SFirewalllCx UTSSHOR— FESANDT7 I A &R T 31
HDIV—=IVEEIMUTLEEL, COEE, BRETICEATERISA TV MDHEEREL.
DKRRA DS DT7 I ERARFEFTUFENKLSICLTLEEL,
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[£E 1] WoMCZER U TeEEFIEDHN

LARIC, WoMCEBARLIctY 7Y T OBE%RBL T,

w0 WbMCOEHlE. HFRZRY NT—IDERISA 7Y M 5IToTLREL, SEh
SEREZHITIREICIFEFICLEVNWTLEE L, £fe. WoMCZEERT 2185,
Internet Explorer/\—</3 V5 FTTFIAL EELY,

1. WHBARTERT 1 ROICLBDMAREEZT B,
MEBARERT « RODB/EICDOVTIE. RO MIABARERT « RUICLDRE ISR

LT<iZE

o =2

UE— XV TFUREREDFIRICETS

FET.

FEICSOT. [WoMC=EARIBICFIvoI%ED

2. BEBOHSATPYFOWebT S0 H%EAL Trirewall DWbMCIZHE#ET 5 o

COEEDURLIF. Firewal DRRI(ERL S AP hAEBSNTOBRY FDO—0RD D1 V4
71— ROIPFP FLR%Z, R— bBESICEWHRE. DD VIEARREY -V TEELICR—F

BSEZ/ELT T,

#) https://192.168.1.126:18000/

Firewall DARBID- > &
2I—RDIPP R R
3. EmIdE. EFa2U T DESHER
=Nd,

[FW]ZzowolL&T,

4. 1—H-—[ENRD—FOFLEDLED
HUETOT., PHRE. HDOEER
BEY—NVTHRELICEBERENR
D—FZANTDo

BERICARINTS E . BOBEINRRSN
%@—O

5. OATHINERZOUvVITB,

ERICAA VY A Z 2 —%FKRT B Menu
89, BRI X1 VR RSN F
6—0

6. HEBIODAZ21—HSIEASEZEIZEZRL
THREETHO>TLIIZS0,

wOEE
FireWall-10KU Y—IC, SEIS(
7> hh\5Firewall i3 LTWbMC®
K— NBEEADT7 I EAEHAT DI
HOL—ILEEMLET, TOEE,
EGTICRUTERIS ATV hOH
EREL. ftOKZ M SO7IEZ
FHFATLHEVES ICLTLREEL,

BEAHREY—IVTEELICA— FES

o bEERZEOTIRERL, FNOAMESEH LN ENEEEN SR
foa LINL, COHA MDA T2 AR IR B 2T

My SR TERRE SRR e H I EITEN T £, SFER
FEFTLT. COEIBRRERE SRR S DMEREL TR

@ cOEFTEEREOETEEMTT.
Y E*JUiéi[ﬁﬂéoj%ﬁﬁﬂ‘?whfﬁém FEIHA bEr—ELEE

Tl

g | [EoooEm ] sERE0sTW |

s orer
D REE BLY BRAIE UMD AT
c- 3 RGPS B & 56 -H

TELAD [ httper//152:168.1.12678000/]

=] st Uus >

-]
Management Console

for System Administrator

NECeopyrient © N6 Gorporation 2000-2001

[EE] BEAX—YRIN-IY3VICL->TRLBBEE
DY ET,
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[&2%F 2] OV —ILZERUEEEFIEDRN

TAEDBRHDOFFOIRET ., BBOSA P Y MAKREEBICHD VY 7 )UR— F2(COM2)
[CEHL . YRTLAZEREL TS0,

o KEICEHHRT DIcHICHEILFHD
— YUPIAVRT T —R(RS-232C)=F>1cIVE21—%
— BERY 2 FH 7 @l Windows 2000 N1 /N—%—=<F))
- YYUPr—=W(HBR)

K210-84(05)(9pin-9pin) & 12(3K208-12(03)(9pin-25pin) D25 . HFHFHMH IV
Ea—XIC@8ETBr— Iz HAIEE O,

o r—J)LDEH

AEFBICDD Y PJVR— b2(COM)IZT U P —T )0 (D0 R) 8L TS
Lo

® Y—ZFIVIZaL—FDEE
R=IFWIZal—RONSA=RIEFUATOLDICHREL TIES W,
RAR—L—+ : 19,200bps
NY T+ RN
Fr>o&K 8bit
2 hwTEY kbt

o BIEISAT U NDESR

ZMZISODEE/E%?’“)\Té LIEE< BRIEE) L THEEEBLSA PV FD<Enter>F—%41
TEBBOSAPY DT RTUAClogn7 OV T FHARTRSNE T,

BBOSA Py HBlrootJE ANL ., [PasswordJICERDIroot/NAD— RJICEHN
TOBNRD—FZANDLET, OTAVICKRINT D E#IOT0OV T RHARRSNE
T
-—O rootD/\RAJ— Rik. BEREREY—IVTHEFD/IN\AT—RHMSZEELTLEELY,

PIFIC, DYV —e@RLitty F Py T OFIRBRZ5AL 9.
1. Firewal &RV —)V#HHKL TOTA>T D,

2. HAEREY—I)U(fwsetup) #E£1TL THREZ T D,
BEICDOVTIE, XBDM2. YRTLDEY F PV T 1#BRBLTIIZS0,

3. FireWal-1maY> 7421 —> 3 (cpconfig) DBEZET Do
VT4 00—y 3VOHFEICDOOTIK., KBDM2. YRTFLOEY P v T ] - [FireWall-10D
V400 —y3V %#8RLTLIEE0,

4, LFAUTFTARIY—DEY FPYTEAVRE—VETD,
RKEQI3. TF2UTARYY—D1Y PV T 1%#BRL TS0,
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4, NvIo7PvJ

A—OERBICEDB/BA VA S—VICHEA T, RELICEF2UTARIY—ONYOP YT
TR & T NV OFP VT ORBHAEGEEGY &7,

|.43 Ny o7y TEESY BHCIE. FirewallDERZ—BSHIICHRET S BEFNEVT FE A,
B

O RICKDINvIT7 v TEHIS

fwbackupOY Y RABBOSA PV FHBERTIDENVOFPYVITRSEZRILT D AV
T—INKRSNET, <Enter>F—%2BLMK IS, 70vE—TA RODLY bR
KIBDAYE—IPKRSNET,

J0vE—T4 RO%ELY L T<Enter>F—%B9d &, REBFNCI20VE—T 1 RD
ANV OPYTLET,

Ny OPYT ARV REGE. NVOPYVIIIHBR 70V E—T 4 RODOKE DT RSN
50T, RBEO70O0VE—T 4 ROEDHHHLUDBEL TIIZS,

KUY =DV—VEPL—HF—BBHD'ZOBELBERIRICRE TSRV LD BY S
Fo Z7AIHT0VE-T 4 RO IICRETERVBEICE. MO 0vE—T«
ROICHEIL TNV O PV T IE—%ZTOWET. Xy IR ->TIOVE—TA D%

ANBATLIZE Lo
O NvIFPvIF+RIICR. HFDOST+—T v M1.44MB)BEHD ISV IF 4 RI%E
ERLTLEEL,

IOV Y RAH%E. <Enter>F—%487

( 3\
> # cpstop

# fwbackup

Starting upgrade export

Firewal D@BR%EIET D

/

<Enter>F—%387

<B&>

/

I~ Press ENTER when ready..
PBEBZT7O0VE—D
KEDRTREND

<B&>

/

TEBREERLO
BEEFRTSNE0

\ /

20vE—T4RHOHD
ANBAD A Y £—Y

~ 4 floppy disks are needed for backup.
Please insert DOS formatted(1.44MB)
Press enter key.

floppy disk.

backup fws.ini ...
backup .http ...
backup .ssh ...
I backup clp.conf ...
backup fw config files ...
. Please insert next floppy disk (2/4)
Please insert next floppy disk (3/4)
Please insert next floppy disk (4/4)
After turned off FDD access light, P

DNERRSNIHBEE.
20vE—TaRO%E
ANA . <Enter>
F—%HT
ZZT7o
ANT B,

# cpstart
1

, and press enter key
, and press enter key
, and press enter key
ress enter key.

(#1) .

J0VE—TaRO%
AEICEY FL.
<Enter>F—%38B7

vE=T1 ROERUBL . DYV R%
Firewal " ER% RT3

J0VE—=FTARORSATDFPOER
SYTHNEA - B<Enter>F—%387




WbMCIC &KB/\wv o7 v TEUS

[YRTLI=INvOPYvT/UREPIEBRL TS W FLBANVTZERL TS
[SSIAL

5. FSA4I7vITFr—b

FirewalllC1 > A == TOBD NNV T —=IICDOTIUTOIRRARLELIZBRE . [AV 5
AP VT F— R A BT B LIS URRD Ny r—YEP YT F— R TBTEN
TEET,

o RESHLLL

o JNyFBRIAN—Y 5 VAU U—RSNT

wO #5147y IF—RTR. FireWall-1EY 1—)b(Feature Packik&) &7 v 75—
REBTERTEERA,
FireWall-1EY 2—)LD7 v 75— h(HotFix@RELED) U BE LB o iFE. Bk
VUa1—3VANSSOL) DY rO—RYA r&DEI1—ILZEAFL. BBALTLKE
&L

X347y TT—bFIE

1. Management Console Tl N\wo—Y =[PV I TF—hrEIa—)—B 12D vI T,

) n ANTH

e 5 Q0N 0ad 38 IE

PRUAD|  hitps://nenec.cojo18000/adm/ =] @i Uur >

Welcome to Management Console...... ®lInformation

Halr—2

Palr— [l

(ET
ForoAb-. |

‘

ALAb— BN T T VDB,

NECopyisht ) NEG Gorporation 2000-2003

] [ 115 Bavtsash 7
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2. 1—YEWizEITD.
VI EDIPHR— Y —EREBIEADESHATREN—ITT, [ESHES]. (B8] L
DR, [NRD—=RIZADL TLIZE Ve RBADSBARIEERELBWIED U v HL TR
EATLIZE WV, BATBHCETETCDFPVIT—FEY2—)UEBRIBZIENTEE B Y &
To READOEREE. BAZBOTICRRSNTODEY 21— VREBERTEE T A

rer
VD REE ® & oD ALPE

¢ 2 QPN AEGIE B IEH E

PELAQ [ hips/Tmsnec,

018000/ adm,’ ~| @iz s>

Lyt =3> 2 -+ 95 B2l

Y =[]
9;&’(%7\%@3&\ Lanhrt\bTJjT
BRATDCEN '(%i? FEEADHERT
Uy 2L TR

EERES:
B O AWO~3)
JIRT—F l—

AR{RF prosy FRLA:
AR proxy £ —h:
EiE | @ERLAL

NEC 0y ieht 03 NEG Gorporation 2000-2003

(B AT gL [ [ 8 Ea s 7

O EH

[1—YEEEEE. TPy ITF— hEYa—I—BIERZRRS B, HULLIE.
[7y 77— bEYVa1—-L-EIEEICTIHERERICEMZIY Y I LBEICRRENET T,

3. BATRELCEY2—IO—EEZRKRIT D,

RESNTOB PV IT—hEY 21— VOEREREL . 7vIT— Ny o —Y EFirewalllCA
VRE=FEHDNY T —IEDUEBRETOVE T, FRBRAILCE PV IT—FOIRBEELS
Ny or—=IDH%EBBEICEKRLE T,

BRIAD®  Y-AD  AMTH

QEBI B8 56 E

0 p:18000/adm/

FoIT—FEFa - —F

LT =95 PyIF—tEVa - —K B2l

BREHB (T 2003/03/03

BRI EH

i
1999/2/14 | fes
Er e e e L

2002/1/11 QueryFileExist ©F 2o EfR. ]

NECoaprignt (©) NEG Corparation 2000-2003

/] Now Downloading .. OK! [ B EASr /

O
RTEINTUVSIERIE. BFIBERTHEVIEENENGDFT, FirewallZz ¥ 1 7IFIREICERD
e IC[EFIBERICEFHZIVU Y I LT, KNESNTLBDBEBRZERIMICLTLIREEL,

4. Nvr—I%REBT.

CBRZEOUYOLICEYa— VROV 0—FLET, OB, KBEROHS /Ny 7r—IJ&
INTRBSNE T,
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5. EERIOERETS.
RiSLT /Ty —YOBAETSHAIC, BEMFTvoETOET. RELISY T —ID
F v oY LHBBCERENEINOT, REZEERL TS0,

6. JNvr—YEEETS.
BRATHHEE. (OKIESU v oL TS,

6. ESMPRO/ServerAgent®twv h7Pv>D

ESMPRO/ServerAgenti B @FICA VR F—=JUEHTTH, BBEDHRENSNTOEE
Ao ATRDAYSAY RFa XV RAEBRL., 2y b Py T AL TLIZS 0,

SMI DN 4 P w FCD-ROM:/nec/Linux/esmpro.sa/doc

- ESMPRO/ServerAgentDfZ 6 T 7 X 7L 2@y —EX | (BESR) P A > X h—ILiF#H
TYo THAICRIRZMIVBE LY ET, #L IFBBVRD OIRGEE £ 72 (HRFY —
EXSHICBRVEbEEE L,

O YUPIEROBEISAT Y M SEREFRET ZHEE. BEELLTOJI VLR
#®. BEFERZHRT 2HIICRIEEHILANGIZ[CIICEELTLEEL. TTAIL D
VI VRROBSRUTOIVY RERTTHIETEECTCEX T,

#texport LANG=C

7. VATFLIBHRDINYITVT

YRTLADEY FPYVTHRYLUICE., ADSAVRTFLI—T A UT 1 A5E>T. YRT A
1ERAENVOPYTITEEE#DEDOLFT,
Y RT LMERONY OFP v ITH RO E | EERICHOBHEDEBERDEHRVPEREEEID (Y
AEP)TERLRBYET ROFIBICRE > TNVHP YT 2L TLIES0,
m~O EXPRESSBUILDER (SE) CD-ROMHhS5YRFLEEEUTEIELET,
| EXPRESSBUILDER (SE) CD-ROMH' SiEgIE B8 (ClE. Sailcty M7 v Thi
ETY., BEDIEXPRESSBUILDER (SE) |Z#2BUT#{EL T EEL,

1. 354YF20VE—T 4 RO%ZAET S,

2. EXPRESSBUILDER(SE) CD-ROMZAEAFZEBEDOVD-ROMES A7y FL T, BT

é o
EXPRESSBUILDER (SE) A 5@ L TTEXPRESSBUILDER(SE) hw I X Z a2 — IhKRen &
@—O

3. YV—WI-THTSAVRFI—T 4 UT 1 J2EN

4. [YRTLBROERID SRR ZERT S,
PBREBEICRTRSNS XV =i > TABZED TS0,
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8. a1 —-9D0tvybhT7YvT

AEBZRY D=0 LEDIVE1—4N B8R - ZR/IZICOOPTUsr—>3aveEl
T. [ESMPRO/ServerManager & [DianaScope IBARESNTOE T,
INBOPITVTr—=yavABBIVE 1 —RICAVRF=VTEEICLYIYRTLDE
BABSRRBBICHTEL. YRTLAEOERSEZQLTEENTEEHT,

ESMPRO/ServerManager &DianaScopeD1 YR F—=JUICDWVWTIEEE, F1olE
EXPRESSBUILDER (SE) CO-ROMAMA Y S AV REa2 XY R ABRBRL TLIZE0,
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Bty bhvD

Bty hPvTEE YRTLORBRBENRABTY RT ANRE TER <R S IIHER LIS, TMD
[Ny & PwTCO-ROMIERE > TN—FT 4 ROZBFEROREICRL TYRT LZRETEDLOICT
B3HDTT, UTFOFIETEEY FPvT %L TIZE 0,

(®FRIN—F 123> DIER

MRFAN—T Y ar]E@, ZKEDHR - BRBZTOLODI—T 1 UT 1 ZI8MT D1
WDON—T 4> 32T, GoMBREDREENE/\— 7T 1 RO ENERLE T,

Firewall DIERBIE @ LI BICOICHRTFAN—T 4 V3V %ERT B EEHEDOL F T,
RIAN—T 1 ¥ aE. FNOIEXPRESSBUILDER (SE) CD-ROMJZZE > THERL &
To HLLIFEEDMRT - BBV T D7 28R TIZE 0,

RIMN=T 4 Y3V % Bl TBT O R TRTAN=T 1 ¥V 3 N\BBWICA VX b=V
SNBI—FTAUT AR [YRTLAEMLI—FT A UT A JEADSAVRTFI—T 1)
T4JTY,

VATLDBAYA M=)

CITR YRTLADBAYV R = )VOFIRICOOWTRBL & T,
“HEREERL TOS BB, BV R E—VOFIBNERYE T, 4800 —H1cMEk
OBty hPyvT 2R TIZE 0,

WO BAIYVRAP-EFS>E, BBAOST—FHEESN, HERORECRDFT. HES
F—SHEBEACE>TVRBE. T—9EN\y o7 v TUTHSEA VR M—ILERITL
TLREW,
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B4 VA b=V ¥(E(SSHER)

EEZ1TOICOICIE, SSHEMMERO S 7Y FHRETT . KEOERHOFFDIRRE
T. SSHEMAER IS A 7Y hZEAEBSHDOLANA— 2527 1 —X(RE=RY D —
ORICOORT =T )L T<IZEW, &io. FirewallCB#ELANS — 7 )& ##E L 73 O
T. ABRY FDO—DICEFKIBHBEE. NTBEICLANT =TV THEEL TS0,
Firewall & DEHICHELTHD

® SSHEMAEBOSA 7Yk

® LANT—T )
BA YA MICHEET 1 XY
HHDUHBLUATOT 1+ RozARL TIZE W,

e Nv57vTCD-ROM

® Check Point NGX CD-ROM

& BAYVRE—JVATARD

® MHIBAFRERT 4 XY

& NVOPYVITAROWER)

920



BA VA M=IVOFIE

1.

FEDOBRZONICL . BIBICHBD 70V E—T 4 RO RSATIIBA VR M—VAT 1 RO %,
DVD-ROM RS A 2Ny & 7w ICO-ROME Y F T35,
BENNICT 0O S ACD-ROMASDA Y R b—)UHI8E U E T,
AVRE=VENI0NTRETYLE T,

AVR=)V%ETTYTBE ., DVD-ROM RS A THh BN £ 7w TCO-ROMAHESNE T,
REE, BROASTRET, YRTLAMREL TOBRREICRUET,

Ny TP v TCO-ROMBLUBEBA VR F— VAT 4 AOZMUBLTIHE . POWERZ A v F %18
L TBRZOFFIZT S,

MEBARERT « RO %Y L. POWERR AW F %L TERZONICT S,

MEHBARERT « R0, MEHEARERY — IV THERFADEDELE T,
LEFS<GHRE)LTHEERBOSAPY EDBSSHOS AP RICT, FirewallNOo 1> L
i@-o

BBOSAPY D SNMEARERAY—IVTHRELILSSHO[BBETZ hH Y L8] &
[PasswordJ&FIBL . 01>V T 5B,

NV OPYTLTBVIEREZY R AP TB56>

DIFOITY RARGLTREETD.
HEANVOPYILIZD0VE =T 4 ROERIKICEY FLTLIZE 0,

# fwrestore -i
Please insert backup floppy disk. (#1) NvoOPvIFaxRH%tw LT,

Press enter key. <Enter>+—%387

restore fws.ini ...

restore clp.conf ... “EEsREERL TOB VSRS
restore .http... KRS0

restore .ssh...

restore completed.

After turned off FDD access light, Press enter key.
# fwsetup -i /opt/necfws/etc/fws.ini

# shutdéwn\—r now
\ |
) JOVE—F4 25 RSATOPHERS VT IEALD
’Y#H, BEHIS <EntersE—%BL ., ¥ ORI OvE—F 4 2HERUY
S

<NVHPYTDYREPHELBVEE>
KEBDM2. YRTLDEY F PV - TERBEYV—IVICLDHTEIABRBL THTEETO. Y
%, BiEhdvd,
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6. E#%E. DVD-ROM > Z{ZCheck Point NGX CD-ROM (CD )&=t w kL . FireWal-10DE
V21— VETOFIRTERT 5.

mount /dev/cdrom
rpm -i /mnt/cdrom/linux/CPvpn/CPsuite-R60-00.i386.rpm
rpm -i /mnt/cdrom/linux/CPinfo/CPinfo-10-00.i386.rpm

#
#
#
# umount /dev/cdrom

7. DVD-ROMES A THBCO-ROMZERULL . Bi2gd 5,

# shutdown -r now

8. cpconfigx==17L TFireWall-1DOBEAE1T Do

cpconfiglc DV TIEFAREBED2. YR T LDEY b Py - [FireWal-1h 3> 24 L —> 3V
ABRL TS0,

# cpconfig

Do you want to reboot? (y/n) [y] ? vy

9. RUY—DEXZEITD.

<BEPLONYOTPYvTLTHVCHREEZY R P ITBHE>
ROV Y FaETL CRreWal- 1DFREZT B,

J0vE—T4RHD
ANBAD A vt —
RETENIBBE. N
J0vE—TARO%E
AN <Enter>
B

# cpstop FireWall-1%{21E9%
# fwrestore -f OV RANE. <Enter>+—%#P7
Please insert backup floppy disk. (#1)
Press enter key. NV OPYITF 4 2%ty LT,
There are 4 floppy disks for restore. <Enter>F— %387
restore fw config files ... (1/4)
Please insert next floppy disk, and press enter key.
restore fw config files ... (2/4)
<BE>

The 'Import' operation will stop all Check Point services (cpstop).
Do you want to continue? (y/n) [n] ? y <y>Zm ANL . <Enter>F—%#B7

<BE>

- The license upgrade process may take some time.
Do you want to continue? (y/n) [y] ? n <n>HEANL . <Enter>+—%387

upgrade_import finished successfully!
Do you wish to start Check Point services ('cpstart')? (y/n) [yl ? vy

<Bg>
<y>%& ANL . <Enter>

restore completed. F—%HT
After turned off FDD access light, Pre{s enter key. FireWal-1%#&£&7T5

J0VE—TARORSATDPORRS VT EAICS
<Enter>F—%#BL . ¥OEIOVE—T 4 RHOZRUBT

L =y

SmartDashboard P #EfE TE L VIERIX. LTOOAY L REETLABICEBERL T LWL,

# fw unloadlocal

NVOPYTDYRETFELBVIZE>
SmartDashboard%=EAL THRY ¥ —%1ERRT Do
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10. SmartDashboard TR ¥—%A VR =)V T D,

O E=

DVD-ROM RS 4 JICCheck Point NGX CD-ROM (CD1)%Ztw bUIREEDF F
Firewall A ZEZE LIV K S ITEFELTLIEEL,

ESMPRO/ServerAgentDtw b7 vD

[YRTLDEA YR E—IVJTESMPRO/ServerAgentlEB&C 1V R r—IbsNET
A BEORENSNTOEBA. UTOAVYS AV REa XY hAEBRBL., £ty PV
HZLTLIZE 0,

DN £ P v FCD-ROM:/nec/Linux/esmpro.sa/doc

!5 ESMPRO/ServerAgentDIcH[ TV X 7L @MY —E X (5ESRR)  BEIIC A > X
h—EhEd,
w0 VU7 LEBROEEISA7Y M SREEEETRIHEEE. BEEELLTOJIIVLE

#®. BEERZHRT 2HIICRIEEHILANGIZ[CIICEELTLEEL. TTAILbD
VI VRROBSRUTOIVY RERTT DI ETEECTEXT,

#texport LANG=C

VAT LIEHRODINY IT v T

YRTLADBEY b PV IHRY UIE . SAMIDIEXPRESSBUILDER (SE) CD-ROMIIC#H
BAIDSAVRTFL—TAUTA%E>T, YRTFLBRENVOTPVITEIEADEND
L&Ed,

BRI Y RT LMERONY O P VT ], BLOGEDMRT - BBY 7 bDx PJAB8RBLT
<120
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