AETldFirewallz26EAL T, “EBRZBRIDICOOFIRICOVTHRBL E T,

Ty PV T OBE (-96X-) ..

tw kP T (>99X—)

B OA123X =) s

“EEROBEY FP VT (51831IR=Y)

AR AIRBR(—137N=) .

“EHREDOEERIEIC DO THRBL TLE T,

“EEREERT I BEDREFIRICONTER
BRLTOET,

“EEBRTOERTEICDOOTHALTOLE
9o

Bty PV ITOFIELBEERE SR Y &
To BEY P YT OBROESPFIRICONTSR
BRLTOET,

- TEtBR TERT A RODIEERPHIRERIC

DVTHREBL TVE T,
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EHAFTBLICBEICEH . FERICERAS IS ENTRETT,

AR OHHEA CTrirewallz —=4EL £,

o EEER

— ERXRIOFrewal CEMICLICRIBIP? FL X Z AL T2 —xy MMllE 1Y
bSxRv MIORTBHEFPOEZALET,

— EBRR/HHERDFrewallFEWVC Y —NOREZEREL £I,
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R DFIrewall MERRDA DV ZRBL £9,

BARRDFrewall MRIBIPZ L R = E3ICL 75
FLUREBMLET,
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DMZZERT2HBEELAY FSxRY b /28—y FERICERIBIP? FL DS EA N

ECR

HFHEZ DOFrewallhMRI8IP 7
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“HILEA TIEFirewall 28D H I ICEBEBY —NHINBERU F T, Expresss800/
FW300ZF7zldgFWE00% €5 18FAL . BBY—NEL THESESZEETRETT,

WEIEY Y —2RX

“EILERRISIOCE. Frewal & RAETERTS & SICHNTHIS U V- HDE
T,
£y hPYTORICY VOB PREEL TS,

o REIP7 RUR(AVF—=vy Mil): 1D
AR =2V MITSIEH<? FLRTT,
AVR=—2Y FMIORY bD—=OP FURRTREBDIP? FURZREL TIES

Lo
ZO7 KL R([FFirewall&MFD 1257 1 —RICEEEDHTE7 RUATRSDFE
Ao

o RIEBIP7 RLRA(AV b3Sy Mil: 1D
1Y SRy MITSIEHP FLURTI,
AV ESRY FMIORY FD—0F FURARTKREADIP? FURZFREL TLZE

Lo
ZOD7 RUR([FFirewallF®MFDA 257 1 —RAICEEEDHTE7 RKUATRESOEE
hoo

o {RIBIP7 KL A (DMZf): 1D
DMZTSIEM<T? FLURTT o DMZZHRITBEVIBEICIEAE T,
DMZDxRY bD—0F FLURRTREBDIP? FLRZFEL TIES W,

ZO7 KL R([GFirewall&MFD1 257 1 —RAICEEEDHTE7 RUATRSDFE
koo

® FirewallE&ERA7 RUA: 1D
Firewal BDEBICERTS P FLU AT,

EARRICIE, FirewalBEBEAP FLREL T, Firewal&XED AV 2D 1 —RICEIU XY
TT<LtIEE b,




Tty Py D

LATORY FDO—0B%EdICE > TREETVLET,

® Firewall1 GEAXR)
KRR B2

AR =3y MIEIPP L X:

DMZBIEIPT FL X:

1V ESxRY MIEIPP L R:

Firewal E@EAIP7 FL X:
® Firewall2({F#&3%)
AR F2:

AR —3Y MAIEIPP? FLX:

DMZRIZEIPP FL X:

AV ESRY MARIPP FLXR:

Frrewal E&ERIP7 KL Z:
o {REIP7 KLZA

fws1
202.247.5.1/255.255.265.0
172.16.1.1/255.255.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws?2
202.247.5.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

AR —zv ! 202.2475.3

DMZ Al 172.16.1.3

A2 bSxRwY M 192.168.1.3
® JOFIYARP7 RL R

AR —xwv ~: 202.247.5.4/255.255.255.0
o EERY—/\

AR F2: firewall_magr

PP RLUX: 192.168.1.4/255.255.255.0
® GUIOSA47 ~kAEPC

PP RLUX: 192.168.1.5/255.255.255.0

AR —=xv HELAN
202.247.56.1

192.168.1.3) > ~>xv FAILAN

192.168.1.0/255.255.255.0

192.168.2.1
4 —\Ei8

FOVESI SALAN i AV B
T~ i 192.16820, | F7VHESIR
(Tl — == _ 255,255 255.0
‘*==»' V—= 192.168.2.2
202.247.5.0/2565.2565.255.0

500 247 52 § 7 192.168.1.2

172.16.1.2 \

FALANA
DMZ LAN
172.16.1.0/255.255.255.0
REAWWW/FTPEEA

99

NS U TS | .



EREFIRDEN

UFICREFIBROFRNZRLE T, CCTIEBILICEATIREANBT ZHAL T, X O
DOFIRICOVTEIEZZERL TEE W,

FirewWall-1&1B8Y—/)\Ootwy c7v >

| 1. FireWall-1&EY —)(DRE

A4

2. FireWal-1&BEya1—IbOaV I« b—vay

~

Frewal®4Dtw c7v >

1. vvvosE

A4

2. FireWal-1oad>v7«4J0Lb—v3ay

tFa1UFT 4 IRUY—DERE

—E(bH#EEDER

|¢|¢|¢

DRy RD—TtEEDER
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FireWall-1 B9 —/\Otvy 7 v T

“ETR280Y—NABBITBHICOOEBY —NELY b PV ILET, UTORGEA
SBICT OV E2—RICBBEY2—IAAVRAE=ILLTLIZES W, Expressb800/
FW300&72[FFW500%= £ 2 18A8L . BBY—NEL TEaMES 83 EBTRETT,

ARV —T 4 20V RFT A Windows 2000 Server(SP1, SP2, SP3. SP4),
Windows 2000 Advanced Server(SP1. SP2. SP3,
SP4),
Windows 2003 Server(SP1, SP2).
Solaris8 / UltraSPARC .
Solaris9 / UltraSPARC
Solaris 10 / UltraSPARC .
RedHat Enterprise Linux 3.0 (kernel version 2.4.21)

Windows

NS UFSTm | .

T4 ROBE: 300MBEA_E

XEY: 256MBIAE

Linux

T4 ROBE: 300MBEA_E

XEY: 256MBLAE EES512MBEA L)
Solaris

T4 ROBE: 100MBLAE

XEY: 128VBLAE (3EE256MVBLELE)

* ERlE. 2007F3RRAEDBIRCTI SEONYF U —RICLVEBITRDTRENMEN D
UErd,
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FireWall- 1 EIEH—/\DEE

Express5800/FW300 & 1oldFW500%= BB Y —/NE L TEMES B BB DREH TI . LU
TOFIRICHE > TREZT>TIIZE W,

1. AV E—)V/ABBARET « ROILKBREET Do
BEDM.AVR = V/AEBEARERT 1 RUICLBREIESRL . MBREEEROS (7
¥ b OERET S TS,

wOE=

[ VA =IV/ATEREASRERT « A DIER] - [EANERDREICSWNT. [T—/It51
TIRMEEBY—INICFTyIZULTLEEL,

2. BEXAREYV—VICLDREZT Do

wOE=

BED2.VAFLDEY N7 v ] - [BEEBEY—IVICKDEREIZSRL. BEU—/INEL
CHERAITRI2EDDREETOTCLKREETVN, YU—NFAL TORETIH.
[2. ManagementServer|&EEBH—/\[CE2TVD T EZHERLTLEELY,

# fwsetup

Firewall Server configuration tool Ver.2.4-2

server type
1. Firewall
2. Management Server

select number [2]

B>

# shutdown -r now

3. RERTR. BH T,
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FireWal-1818€Ja—)boa>J7 4«0 0b—3y

BREY 21— NVEEBY—)INAVIF—=)UL&ET, UMTFOFIRTIV D40 —Y 3V %
T TLIEE Ve RHPOE DRETBEBICOVTIE, 3ED[2. YRTLDEY FP Y

- TFirewWal- 10Oy 24 50—y 3y ] #BRL TS0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.

Hit '"ENTER' €O CONLINUE. .. ssrsassssmsasmmssmmssmmsssmsssmsssmsssmsssmmsssmsssssssssssssssmssstsssmsssssssssssnsssnssanssannsn

Do you accept all the terms of this license agreement (y/n) ? y seeeesesrsrsss.

Please select one of the following options:
Check Point Power - for headquarters and branch offices.
Check Point UTM - for medium-sized businesses.

(1) Check Point Power.
(2) Check Point UTM.

Enter your selection (l—2/a—abort) [1] : 2 seresvrsssrsssmmssmmemmers .

Please specify the Check Point UTM Product type you are about to install:

(1) VPN-1 UTM Gateway.
(2) SmartCenter UTM.
(3) SmartCenter UTM and VPN-1 UTM Gateway.

Enter your selection (1-3/a-abort) [1]: 2 e

@ FireWal-1BBEY 21— DIV 740 —Y3V% T3,
@ EAFFHEICERLICHBER<Y>F—%#BT,
@ AYRP—)VTBRBZEIRT D,

2 @[ Check Point UTMJZ&ERL . AV X F=J)LL & T,
®» AV E=)VTBEI2—)VERRT B,

[2)&FRL . 1V R =L &,
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UE)

*kkkkkkxkkkk**x Tnstallation completed successfully *xx*kkkxxxkkk

Do you wish to start the installed product (s) now? (y/n) [y] ? ¥ oo
cpstart: Power-Up self tests passed successfully

(B&)
# SHUELAOWI ~T TOW .. .iiiiicciicccceriiersssssresssse s s s sse e s s s e s s s ne s s eneessssneesssneeessnneeessnessanneessnnnesssnnensnsnnenssnnensnnnchansns

O BREY1-)ZzREHstD,
@ BicEITS,
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Firewall&{#Dtwy b7 v D

Firewaltw kPw FICDWTHREBL £,
<D
ATROFIBICHE > THREET > TS0

1. AV =/ REABRERT 1 RHICEBREET S0
BBOM B ASRTERT 4 ROICKDHTEIASRBL . MPERTEESBOS A7V FDEK%
To>TL<1IZE W

2. BERBEY—IICLDEEET Do
3BD[2. YRTLDEY F PV T - TERBEY—IICEDBEIZBRBL . BEETH>TLI
=0

wOE=

LEEDBEICHNTIF. “ELBREZFERUEVEEE LT TV, ZELEEEDEREICD
EXULTCE. RO —ELEEEDREITITVET,

Use cluster system? (y/n) [n]l: n

NS UFS @i |
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FireWal-1Qad>vJ«J0b— 3y

“EBEROBE. VT4 —YaVFIRHBELIFE—HRTYE T, MPOER DR
TITBBEBICOVTIE, 3BEDM2. YRTLDEY b7V |- [FireWal- 13> 2 4 G L —
Yarv]EERLTIZE W,

M FireWal-1m3Y> 24501 —> 3V A% 93,
@ FARHFBEICERBLICBEIE<Y>F—%1BT,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.

Hit

'ENTER' to continue. T e e T T T e e LR P PR P EET PR R PEITPEEPTERTTEETTERTE PETR ®

Do you accept all the terms of this license agreement (y/m) ? y oo CD

Please select one of the following options:
Check Point Power - for headquarters and branch offices.
Check Point UTM - for medium-sized businesses.

(1) Check Point Power.
(2) Check Point UTM.
Enter your selection (1—2/a—abort) [1] : 2 rsssssssssasssssssssssssasssssssasssssasssssssasssssasssssssasaassassssasnnsfaraans ®

Please specify the Check Point UTM Product type you are about to install:

(1) VPN-1 UTM Gateway.

(2) SmartCenter UTM.

(3) SmartCenter UTM and VPN-1 UTM Gateway.

Enter your selection (1-2/a-abort) [1]: 1 .cccireesisrresssimmsssmmssmsssnssssssssss o C)

@ AVRE—)ITBHREEIRT B,

2 D[ Check Point UTMJZZERL . 1>V F—=)LL & T,
@ AYVRA=VITBEI2—VERRTS,

MIERRL., AV =VLZET,

(D Dynamically Assigned IP Address ModuleZ- > X =)L B HBWOEHLEH DD D
T. <Enter>F+—%=FRT 3,
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Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ? secefesnn )
Would you like to install a Check Point clustering product (CPHA, CPLS or State
Synchronization) ? (Y/N) [N] 2 ¥ cccceesssrrrirmrresssssssss s sssssssssssesrssssssssasssressnsassfuenne @

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your Check Point products configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(ﬂi’é)

@ Check Point clustering productx- > X k—JUT B HREOEHLELNHDDT. <Y>
F—%#7,

@ FireWall- 188 Y —/N\NEFirewal @ TOBEICEMATH/NRD—FZREL TS W,
@ #8T%. BEILIT,

NS U riS o] |
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(ﬂi’ﬁ‘)

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key: :l

Retype Activation Key:
The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboOot? (Y/N) [Y] 2 ¥ scecrrrrrrrrrrssssssmmmmmmmmmmsssisssssssssnsssssmsnmsss
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EFaVF s RUI—DEEE

Firewall# 7Y o FOERK

1. 260FrewalDA 7Y 0 ~%ERT Do

— ViewObjectTree® [CheckPoint] #%&iRL . BOU v oL £,
[New Check Point]—[VPN-1 Power/UTM Gateway] % #&RL £ I,
(Check Point installed Gateway using)&-f 7 OO & r=N1-%E . (Classic mode)=
EIRL . (OK)EBL T<IZE 0,

— A7V xHk : Gateway

28] s fws 1, fws2
RE : IP AddressiClEFireWall- 188 —NEBLURY FD—0DRIPFP KLU X
EZHELTLIZS 0,

— FireWal- 188 Y —/N\H SFirewall =B (tF2 ) T4 R Y—DREPOITRRGE) T
B1-HICE. FireWal-1&8 8B Y —/NEFirewall E DB TBEAETOICHODREHNNETT,
General X—Y T [Communication..]&# 2w oL, FreWal-1DaIY D 4 L —> 3 V6
[CRELICNARD—FAEADLTLIZS0,

5|
[ GenerslPropeties | Check Paint Gateway - General Properties
B Topology
L NAT Name: s
SmanDefense
L. Authenticafion IP dddiess:  |202.247.5.1 Getaddiess | [ Dynamic Address

+ FireWalk Gx Gomment I
- Logs and Masters a

- Capaolly Optinization gy I—_I_ S
Advanced ’

Secure Internal Communication

Communication oN:
Wersion: |N5><Hgg 7| Getversion

0s; Linus x| Gens

WP m—
X

S econdary SmatCenter Server x|

[CILog Server

Cintegity Server The Activation Key that you specify must also be used in the module configuration

Addional Products;, —————————————
F] Canfigue Servers.. it Ko o

Gonlirm ctivation Key:  [Freveaes

Trust state: |Unnitialzed
]
| nitialice ] Tex! 512 S1e | Harst |
chse | tep |
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— TopologyR—=IT2A VR I T—RAAEHRELFT,

2. UTDOSRAFTITH b%ERT D,

— ViewObjectTree®[CheckPoint] #&3RL . BHY vV HL £T,
[New Check Point]—[VPN-1 Power/UTM Cluster] #24RL £ 7,

[Check Point installed Gateway using)& -1 7 OO D&RRSNICHBE .

ERL . (OK]) 2Bl T<EE Lo

— A7z Gateway Cluster
28] - fws_cluster

(Classic mode)#

AB 1 IP AddressiCidr > & —=xw MIOREIPP? LR AIBEL T IZS W,

[ chmer |
e s
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3. Cluster MembersX—YC., FIB1TERL I-28DFirewall A 7Y =4 ~(fws1&fws2) &80T
%o

4. 3rd Party ConfigurationX—I T, BEXHRT D,

[Use State SynchronizationJICF 2w OO TVWD ZEAHRL T, FvoOHMTOTL
BOESE., FIvoERTED,

[Hide Cluster Members’ outgoing traffic behind the Cluster’ s IP AddressJICF = v & HM
WTWRBWT &E%#ERLET,
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5. TopologyR—IJCTA VR I T —AD/REE TS,

(Edit Topologylx= o Uw oL &,

IPPRLURICIE, RBIPZ FLUXEZBEL . Network Objective 7 IUA DY XZa—&U,
[Cluster JZs88EL &7,

BERRY FDO—2DIPP RLUREHBELT ., TIWADY A Za—&kU, st Sync)#H/EL &
jo

uuuuu Ty
oy
= =
LY [P Jrorey
2
e oo -
WY ey |y
L]
= ol T
|||||||||||
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—E{EAIL—IVDEN

B BRI ICDICE. T \BOREERABRE R T ICODI—IVZRETD
PVENBYET,

1. XZa—m[Manage]—[Services..] > [New] #2IRL . LUTFOY—ERATEETD, (BF1E—
BITY, HDBETEBOET Ao )

FT7Y 1o RTCP

281 :clp_tcp
R— b 28001

F73 x4 ~UDP
28] :clp_udp
R— bk 28002

NS U TS | .

wOE=H

LEER— FESEEFREY —IVICHITIELREDR— MESTY . —E{LHEEDRE CTR—
FESZEEITIBGRZOREICEDETY—ERDERZIT> TLIEEL,

2. tROTHLBERODIN—IZEBINTS.

BB RE®
Source fws1, fws?2
Destination  :fws2, fws
Service :Clp_tcp. clp_udp
Action :accept
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—E(LHRESIR

" EMbAEA BRI B oOICE. RESIEEL T, (Policy] - (Global Properties) - [NAT -
Network address translation] X—/ T[ Automatic ARP configurationJMF = v 2 %49
MENBDYET,

FrvsENT

(G Frowall | NAT - Network Address Translation
NAT - Netwark Address
Authentication Automatic NAT rules
B WPN
WPN-1 Edger/Embedded ¢ | 2 Allow bi-divectional NAT ffor more details sz help)
- Remote Access [ Translate destination on glient side
SmartDirectory (LDAF)
QoS = Automatic ARF confieurationt
Smarthap IMeree manual praxy. ARE eorfizuration
« User futhority I 2
Management High Availst  Manual NAT rules
- ConnectGontrol A F
OSE - Open Security Bxt W Translate destination on client side
Stateful vspestion 1P Pool NAT
B Loe 2nd Alert
Reporting Tools I~ Enable IF ool NAT
el Address sxhaustion track e Elee Ot

SmartCenter Access

- Non Unique IP Address R Addrece allocation and releace frack: &) Mone € lo=
i SmartDashboard Gustomi

oK Gancel Help

TFaAVUFARUI—DA VX =)

TF2UTARYY—DERDTETLICS, RUY—% AV =L TLIZE W, 260
FirewallCA > X b=l & o
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EFaAUTFARUY—DINy Iy T

“EEROBE . R Y —ERIEFreWal- 18R Y —NICRBESNEITH, BBOY R
FPORRICIE. BBY—NEFirewal&EDO@ADNY O PV T T—APRBERBRYET, B
BH—/)V& L TExpress5800/FW300& 12 (FFW5002BAL TOEHBEICIE. 3BD(4.
Ny OPYyTIARY RICEB NV OP Y THBRL TS, FireWal-1EY 2 —)ud
N o7y THEEBLUTT,

EDMDY—NZERL TOBHEITE. BT 72 TIVONY OV THRBERY &
To UTFDONVEOPYT 774 )URIEAEIE. Windows~ > Y A ERLICHBED—HIT
T )

1. OXYRF70OYT R&Y. FireWal-1&@lEsE5,

C:¥> cpstop

2. BUERE. UTOIYY REEFTITD,
[exporttgz] N\ O P W T2 7 A JUHMERISNE T,

C:¥> cd C:¥WINNT¥FW1¥R62¥fwl¥bin¥upgrade tools
> upgrade export.exe export

v
[C:¥WINNT¥FW 1¥R62¥%fw 1 Jld. FireWal-1Z24 >V X b—=JULTcT 4 Lo RUIZRUET,
AVRA=)TALUORIICEL>TEBYET,

3. NwoPvITTr»A)VEREHE. FireWal-1%#&8L £,

C:¥> cpstart

wO EF1UFARUY—DBEDHAICSVTHERLTLBERA X—JE. FireWall-10D
FeaturePack|lC &> CTERDEEHHDFT,

115

NS U TS | .



—E{bikaE DR

TEHEREDRETEERBL T REFEARREY —IUHBTWVWE T, @Frewal T2
<BULREZT>TIIZEW,
TEIEBEORTEEES FOCNENOFRRERIIUATOESYTY,

® /\— hE— MEEER
N—FE—FDOxEER®) 21 8EL 7,
® /\—hE— K51 LT7D MEE

N—FkE— &L TBEFFrewall " E DV LICERBT 5 E TOBBH) ZI8EL &
Fo N—hE—FEEBRIYREVBEZIBEL TIIZES W,

® FirewallfCEN{F5IF™M

eEFICBFFirewal DREREZ 56O T OEE W) 2I8EL 9, N—hFE—FX&
ALP O FEELUREVEZEBEL TZE W,

o AEBEEATCPIR— &S
BOFirewallE TBEATOICODTCPOAR— FESHEEL T,
o AEREEAUDPIR— &S
BOFirewalE TREZTOIZODUDPDAR— FESEEEL &7,
® Firewall1DY—/\$#
AR FBEF>FQONERX TIEE <. FXAVZAEBROCBRIZIBEL TIZS W,
® Firewall2Dt—/\#
AR BBFFADNEX TIFB <, FAAMYBEBROICBRIZE/EL TIZS 0,
® FirewalllDA V5 I 7 RLR
BFFirewallZ BRI B/ODFP FLRERY Y ROZANDLET,
® Firewall2@ 57T 7 RUX
BFFirewallz BRI B1ODP FLRERY Y RO%ZANDLE T,
o (RIEIP7 RL A

“Etipez BRI BHBE . Frewal\OFP Ot RFRANRIEIP? FL X Z AT LE
NoYUFET,

Y- NEERERA VAT I —REBR<E2AI VAT T —RIRBIP? FLUR%EREL T
<trEELo

® ERMRI FLA

ERARELTRESNICIPP FUREDOBENFBRLITBE . FHRFrewallCZ 1
WA=NDTONE T, AREBDRESBE IS N TEET,

e JOFYARP7 RUZR

StaticNATHREZEARTHHE . HEBREP FLRELTERTIS 7 FLRZE/EL T
<trEELo
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® EMF*Firewall
BARRZROFrewal #EEL £J,
e HEIZxAILINVY

B8NV OZETODEDDRELE T, BBT TNV D zautolcL1ZH
6. BRARIOVE, FHERICEBEDSISHOINTOIRET., ERRHER ()T
&, BENICERRICEBZRLE I,

BEAREYV—IVTOREFIREZRL &, UTORABE, XEDtY PV T JTRUIC
Ry ED—OBREAICE > THRBLET,

e — @
Firewall Server configuration tool Ver.2.4-2
<m§> ................................................................................................................................. . @
use ciuster system? (y/n) [N] @ ¥ e s ".C)
O BRBOSAFPY LD SFirewal DFREY — I ThBfwsetup IV Y R 2ENT B,
@ [luse cluster systemJDBB & Tld. <ENTER>F—4ABL THEH . REANDAHERT
Do
---- START CLUSTERPRO configuration ----------------
CLUSTERPRO Configuration Tool Ver 1.0-4
---- cluster configuration -------------------~-~-~----
Input HB iNterval (0 - 999) [0] : sereeeresssesssssseseresesessssssssssssssssssssessssssssssssssssssssressensasaes .D
TNPUE HB EAMEOUE (1 - 999) [1] i cereeseeseeserseessesesssssessessesseuseusesssusesstuseuseusessessessessessessesns .®
TNPUE WAIT TAiMEOUE (1 - 999) [5] &  sereessessessesessesseuseussuseusessessessessessessesssssessssssssssssssnsnes .®
Input API TCP port NUMbEr [28001] : srerrrrsrrrssrssmimimiiinitss s .C)
Input HB UDP port number [28002] : wssscicesssesisuncesinassisunnsisaseesinssississsisssassisessnasesasnnsssans . ®
TNPUE SErverl HOSE NAME : EWSL sessssssessssssesssssssssssssssssssssssesssssssssssssassesssssssssssssasasess .®
TIDUE SETVEr2 hOSE NAME : EWS2 rrrrrttsssssssssssssiisssssssessssssssssss s . @D

@ “E T ERT 5. <Y>F—%HT,

® N—hrE—FXEBR#E) 2 ANT5,

@ N=rE=rBALT7DBEM) ZANTD,

@ EEFICABFFrewalDEE =HE5EHESRE M) 2 ANTD,
@ NEBEARDTCPAR— FESZANT S,
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® RBBERDUDPAR—FESEZANT S,
® Firewall1OH—NEOURR bR) ZANT B,

KRR FBIEFFADNER TER <, FXA YB3 2RRO 2T #I8EL T<IEE 0,
@ Firewall2DH—NEOURR bR) ZANT B,

AR FBIFFADNER TG <. RAAVZEBROICBRIZIBEL TIZE 0,

---- server configuration --------------------~-~-~-~-~-~-~—-

T U TR SRR SO —— — @
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0
address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
Input fws2 interconnect address s @
address (1) : 192.168.2.2
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=1list | Enter=next):

@ ER%KFirewalDFirewalEERABP FLUR (VA IRO P FLR) ERY FYR D%
ANT B,
AVRIRO P FUREN6BE CHRETRETT
RERIC-BEXRLET,
—ENSREABTDEMN. BIVEE. Bk, —BOBRTEF—ANDSBRIETES

To
<A>F— + <Enter>F—: AYRIRU P RUR%ZBIOL &
To

<M>F—+[EIET B —EBDES J+<Enter>F— FEELICBSORELEELFT,
<D>F—+[EBr T2 —BOES J+<Enter>F—  BELICESOREZHPBRL T,
<L>F—+<Enter>F—: —BZBERLET,
<Enter>F—: ROBENRFWITLET,

@ fFHERFirewalDFirewalEE&ERA? FUR(AVA2IRO FPRLUR)ERY bYR D%
ANTB,
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---- group configuration ---------------------~-~-~-~-~-~-~-~-~--

No. name
1 group0

---- group fip configuration -------------"---"---"---------

INPUt FIP addr eSS seesssrssrssrssmmmrmmmiiiitsssss sttt s sassassansansassanskosassannns ®

address (1
netmask (1
address (2
netmask (2
address (3
netmask (3
address (4)

)
)
)
)
)
)

No. address
1 202.247.5.3/255.255.255.0
2 172.168.1.3/255.255.255.0
3 192.168.1.3/255.255.255.0

("a"=add |

: 202.247.5.3

: 255.255.255.0
0 172.16.1.3

: 255.255.255.0
: 192.168.1.3

: 255.255.255.0

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REBIPP FLRXZANT B,

78

IP7 FLRIBBE THREIRETT

RERIC—BERRLITOT, #R%. Tl BREL T<Enter>F—TEHAE T,

!-—

evb

“E{LEEEEFERT 315, Y —NADT 7t XE, REMREIPT KL X 2 EAT 3 LED
HYNET,

Y- N\EERERAS 27— ZALNOLA > 27 1 —XRBIP7 KLAEHELTLE
Uy,
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---- groupO ipw configuration --------------------~-—~-~—-~-~—-~-~—-~-~—-

S S ®
address (1) : 202.247.5.xxx [202.247.5.xxx
address (2) :

No. address
1 202.247.5.xxx |202.247.5.XXX

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D ERIBIPP FLRZEANT Do

[JTRD>TEREDIPP FURZANT B ENTEX T, CDBEEIE. BELICEIP
PRUREDBEDNEBLICHEICUY —REBERVUE T,

ERTBZIPF FLURIEBBE TRETEET T, 12/CL. [|JTRES1ZIPP FL RIG2ME
TIDDIPP RFLRELTHDY RLETD,

RERIC—BERRLEITOT., #3. k. BEREL T<Enter>F—TEAE T,

!E BERMRE L THRESNAEIPT RLIEDRBENERIBLABE. BEIRY—NICT oML
T—NHIFbhET,

<EZTEHI>
® 202.2475254£192.168.1.254MEB 5N EBENRRLICBSICO 1A —
NEFTOZOFEE.

No. address

1 202.247.5.254
2 192.168.1.264

® 2022475.254£192.168.1.254DR 5 EBENFRLIBEICT MV A—N%
TOICWEE.

No. address
1 202.247.5.254 | 192.168.1.254

® 202.24755&202.2475.2540N B EBENERLICIZED . 192.168.1.254&
BEI ARBLICBSIC T MIVA—NETOIZVBE
No. address

1 202.247.5.51202.247.5.254
2 192.168.1.254
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---- group0 proxy arp configuration --------------------~-—~-~—-~-~—-~-~—~-~—-

Input proxy PR lo R Yo T T L LT T T T P P P P PP PP PP PP PR PR PRI
address (1) : 202.247.5.4
address (2)
No. address
1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BETBSTOFV TP FURZEBET B,

TOFYARPP FURZANLE T, TOFVARPFP FL R(F256{8& THRETRET

To

RERIC—BZRRLIIDOT, #R. F1Cd. BERELU T<ENTER>F—TEAE T,

!- 7O% YARP7 KL X Tk, BARZR Y —/NICTStaticNAT 21T 1BEDARAIP7 KL X &

HY)ET, StaticNATCARTAIP7 KL AELTEHRLTLEEL,

---- group0 resource configuration -------------------~-------
Input primary server hostname (fwsl, fws2) [fwWsl] : i
Input failback policy(l:auto, 2:manual) [Manual] : seeeesssm—m..

---- END CLUSTERPRO configuration -----------------

CBS

O BRARY—NZANT B,
@ B8V MIUNYOETONEDNANT S,

w0 LSEosEREfws1. fws2TRUREICLTL RS,

LROBERE ., AMEEBRESLILENHYE T MTFOIVY FeANHL TLLES

0o

# shutdown -r now
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fthp=Ry FDO—IEIRDER

AV ESRY FEDMZICERET DR Y bDO—O#BICDOTIE. T2+ BU—FDRE
ELTH—NECH/ELIENENDRY bDO—DDREBIPP FLUR (A2 bS53 w R
192.168.1.3. DMZMI: 172.16.1.3) ZIBET D L 2IlcL T ZE L,

[&Z] NATOcDDIV—F 42T 5—T )b

Firewall DZE{LEBRKICHSWOHT . DMZEYO—RIRY FADY—NDT KL R ZEEIC
NAT(Z FLRE L, AVR—2Y h EICRBETEHBE . -T2 IT7—TWETOF
YARPT =TI DREZBIETOLEN DY T,

PELT. UTFORY FD—0BR0O5E . RBEARWWW/FTPY—NZZBIHRR hE
TBE. UTFDEOBIV—T 4 VI T7—TIVETOFIARPT —TVDRE ZFirewall\17
DHBHBYET,

P 202.247.5.127

" (INATRODIP? FLR)

‘ RABIPPZ FL R
202.247.5.126
Firewall

172.161.126

‘ RI8IP7 FL X

FT AEERWWW/FTPH—)\
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

Eimg D7 R X &destination, =D KL X% gateway(CIEEL TIZS 0,
fwsetupdstatic routingDIEB THRET D ENTEE T,
TOFVARPODERTEICDONTIE. aHROI —E(EHEEDHRT 2 ERL TIZS W,
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E H

“EBRDOEBRICOVTHAL T,

RS FEROX

BRERT-NCHOWTEEZRELICHEICIE, 72V A—NHFEEL .,
FHER YT =) N\EBEDMDVEBDY T CORICEARFREY — IV TEEL ICEEEDE-mall
P EURBICA— DX BENE T,

® FUULREEDAYyE—Y

Subject: WARNING: [groupO] is downed

I 'WARNING!!
[group0] is not active on Firewall (fwsl.nec.co.jp([202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JxA)A—IN\LIEEDAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

INOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

NS UFSTm | .

O YIIUUULEERERLRY NO—JDBERSEEEDBE. FU Y LIEEDXY E—IhY—
NAICHBL, BEERGICEEENDITENBDFET, Xy E—IERELRSHTED
RASHEZIZERERT DLSICLTLREL,

X—)UEZEL - 5Expressb800/FW300DREATESRZL . Y RTAOTH BT 1)U
T—NHPRELICBRZERL . DB ZT > TLIZS Ve XV E—IRE, WUN5E
Z(IMI83C —EMED DO X v =Y [ #ERBL TIZS 0,

& EENZRIPTY FUREDBESFR. BBV, FreWal- 17O EROFEL . FHHR
Firewall[C3¥ &S| SHOITHE . ME. YOI —NLETOEBEORBIBE NS LD
CBUE T, XDFirewall B EHBOREESREHDNED N, [clpstat -s]D
[STARTING] CHERTE=ETo

o BERXFrewal BN IESIRED & FFHHERFirewal TEHEZ X TTL TOBIBE . FHR
Firewal CEERRRIPZ U R EDBERR. 5 W(dFireWal- 170 R ERHIFREL
TH. BFHXFirewallh 5BAFRFirewalIN[FEBEHNSIEHMHANT . SISHEFHR
Firewal TEEMZETSNE T, BL . EEDRHFICHOTEBEDA VY A—IRO D
BENFRLICBEICAVTIIIDRY TELL ., EBESHKETH> TLERR
Firewall CEBHIEITINE T, LEIETKER. ROFIBIC I UBEBRSNE T,
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[BERMRIPY FL A LDBERIEDREDEHS]

- EBEERZRIPT RLREDBEER
- Clpgrp OV Y RICk > TEB#icE
- Firewall&i2#h

[FireWall-1 7Ot AEHEOFEE LEBES]
- Clpgrp OV Y RICK > TEBA2BH
- Firewall&i&)

124



AV RUI7LVR
REXR., BRR. GHEROUDEFEIVY F2EAL TITOET,
BEERT
BEODRE. REABZER IS ICEATOIVY FERTLET,
clpstat -s [-h host_name]
-n

-i [-h host name]

RE, REBRORXRZTOET,

(FFTvav)

sECFSIFBL . SEREARRLEF T,

o S AVRIARD IV THERRLET,

o BN EEFRNLET,

-h host_name........... BERRY — N2, BEGLDBE., IXY FETH-—NADRHREL
Uzxd,

* server0

serverl :
server0 serverl
SERVER STATUS . ... ..., ONLINE ONLINE <>
GROUPO STATUS ... .. iiiiiiien ONLINE OFFLINE - CD
POLICY 1st
STARTING ... ..ttt ALLOW - @
<A> groupOfipWO ONLINE ONLINE *eerfrrereereerenmenmnsarsarsnnannannnnanns @
192'168'1'254 ---------------------------------------------------------------------
<U> group0-£fip0 -"CD
202.247.5.3/255.255.255.0
<U> groupO-parp0 . @
202.247.5.5 teesssresnssssrnnsssssnnssrmnnssstnnnsistnnnsimnnssinnnssrnnnnnn. ..C)
<U> groupO-execO ®
S: /opt/nectfws/bin/CKCSLAL .iicriiirsrirrresirrensssrennseeresnssfrrnsserrnnsierenseernnserrnnseennnn, @
E: /opt/necfws/Din/CRKCSTAL rrrmrrsssssssrrrrnsmsssssssrsrseqrsssssssssmmmsssssssssssssssnsnsssssns @
<U> groupO-execl ONLINE OFFLINE

W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k
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clpstat -sDFIERICDL\T

O H—NL2(188)
@ H—NzE@2s8)
@) H—/N\DOIREE
ONLINE : N\—hrE—FPRESNTHS

OFFLINE : N—FE—=FPZENTOHRBL
@ F)—T DIRRE
ONLINE D IER
OFFLINE R
ERROR I RSP

UNKNOWN N

® ZzA)A—=NRYY

® JI—TeEDETa/ AL
ALLOW el
DENY s
UNKNOWN N

@ IPWU Y —XDicghfERl & kR

<A> 2T —N\EH
<U> D BY—N\icE)
ONLINE CIER
OFFLINE RIE
ERROR (BB

UNKNOWN N

IPWU Y —RERF7 FL R
® FIPYU Y —XDiREE
X IPWY Y —XR &EH%
FIPUY—XF|EP FLR/RY bYRD
) PARPU Y —XXMIRRE
¥ IPWYY—XEEH
1 PARPY YV —XREZEF FL R
19 EXECY Y —RMIKRE
¥ IPWYY—XEEH
EXECY YV —RiEBFRTT/IR
S ER/LGL
W : E8aU
(5 EXECY V—R{BIEEFERTT/VR
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# clpstat -i

SERVER fwsl

CLUSTER
STARTUP
WAIT timeout
HB port
HB interval
HB timeout
API port
API timeout
LOG port
ping timeout
RECOVER
RETRY count

SERVERO fwsl

INTERCONNECTO : 192.
INTERCONNECT1 : 192.

SERVER1 fws2
INTERCONNECTO :
INTERCONNECT1 : 192.168.2.2/255.255.255.0
GROUBO & GEOUDO ettt et ettt sttt
START : C)
FATLBACK
ENVIRONMENT ACT_NORMAL ...............................................................................
RECOVER : IGNORE === --qD
RETRY count . 0/0 - @
FAILOVER policy : 0:fwsl 1:fws2
IPWO GTrOUPO -1 PWO  srrrrssssrsssressssnsnsssnnnssssnnnsssnnssnssssssnsssssnsnsssf e @3
TYPE : ASR rreresrsssasssrsasssssssessassarssssssnsanrsanssnnsnn e s @
POLLING address 192.168.1.254 sesscsssssnscnrcnscnnssnnscnsasadersannscasansnnnsannscnsanannsnnnnann @5
RECOVER FATLOVER seresasasssnavanasarsssssssavarasasassssnssfasarassssssssasasnsarssssssnasasanas @@
RETRY count 2/2  seessssssssssnssrssssesssnnsesnsarsassssessssib s anan @
FIPO GTOUPO-F1P0  srrrsrrsssrsssermsnmssnsssssisssnst st s @9
TYPE : USR sesssssssssssssnssssssnsssssnnsssnssssssnssnssnnssnsafesssssnnssnssssssnssnssnnssnnnnnnnns @
ADDRESS 202.247.5.3/255.255.255.0 surevsrferrnnsrnnsrnnsernsnrnsrnnnrnnnennns
INTERFACE eth0:1  sescssssssssssansnnranssnsnasasannanssansnsfansnsnsanssansansnnsnansannnannsanns
PING count
ARP count
RECOVER

RETRY count

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

groupO-parp0

SRR=IITHHL >

202.247.5.5
00:A0:34:1A:4C:D3
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EXECO : groupO-execO
. I R
ACT path . /Opt/neCfWS/bin/CkCStat -------------------------------------------------- @
DEACT path . /opt/necfws/bin/ckcstat ..................................................
POLLING : NO ---------------------------------------------------------------------------------------------
PID . 21623 ererarsssarassssssassssssassssssassssssassssasanshrssarnansraraanararasnasaraanssarannns @
RECOVER B L 1 ) = @
RETRY count FE 03 PRSPPI RPN 6@
EXEC1l : groupO-execl
TYPE : USR
ACT path : /opt/necfws/bin/ckfwalive
DEACT path : /opt/necfws/bin/ckfwalive -k
POLLING : YES
PID : 21625
RECOVER : FAILOVER
RETRY count : 2/2
clpstat -iDFIEBICDWVT
D CLUSTERPRO AE Mic&h A% O RBEH
YES . BE)CED ACT_NORMAL D BBIRE)
NO D FENCH) ACT_FAILOVER 24N A =N
@ EBFEEHLEEBR) DEACT_NORMAL CBRELE
® N—FrE—FRER UDP A— FES DEACT_ILLEGAL EBREIE
@® N—FrE— = EBRE) @ ZW—TUANYBE
® N—bE—FEALTD M) IGNORE : EAS
® APIFB TCP R— FBES RETRY - BicsH
@ APIRA LT ~E) STOP SRk
O R— &S FAILOVER 2T ANWA =N
@ pingdYY RRALFP D) UNKNOWN NG
UANYTFE @ Jr>1O%
RESTART : CLUSTERPRO AEFH#2E) @ BRERY—NS FHERT—NZ
STOP : CLUSTERPRO AEfZ L @ IPWYY—2%
HALT 0SYvw hADY @ w17
REBOOT :0SYUT7—Fhk ASR 2RV —R
UNKNOWN : K65 USR c8EH Y —X
O Y r>1O% @ IPWUY—REERRP FL R

® H—N8(188)
® VA2 IRHEFFPRUR
Y—NL(2EB)
® AVEIROFPRUR

® PI—T5

O DIv—Tighs%k
AUTO =L
MANUAL S FH)
UNKNOWN - 83

ke O VAN ESYspri
AUTO =L
MANUAL S FH)
UNKNOWN - 83

@ IPWUY—2YUHNYAE

IGNORE DR
RETRY . FicED
STOP R
FAILOVER 2 ANWA=N
UNKNOWN : B

@ Jbrz>10%

@ FIPYY—2%

@ a7

¥ IPWY Y —X &E#k
FIP?Z FL R
@ FIPA/>YAT71T—2X
@ ping@%
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@ arpO
® FIPYUY—XYANYFE
x IPWDY—XEEH
® Ur>1O%
PARPJYV—2Z
@) g7
x IPWDY—XEEH
@ PARPP FL X
MACP? FL R
PARP1AV AT 1 —2X
piNng@#
@ arpO#
PARPY Y —2 U Hh)NY 3k
% IPWY Y —X &k

U r>1O%
@ EXECYUYV—2RZ
wesa 17
¥ IPWD Y —XEBH
@ EXECY Y —RiEEBFET/IR
EXECY YV —R B IEBFRIT/NR
EXECY YV —RERH/BE
¥ IPWD Y —XEB#
@ EXECYVY—XRTOEXID
6) EXECYUY—XRUANYUFE
x IPWY Y —XEB#H
® U r>1O%

# clpstat -n

=========== INTERCONNECT INFORMATION =============

SETVETO : FWSL reseeeeseessssessessssssssssssesssssssasssssesssssssssssesssssssesssssssbussassesssssssessssnsasssssssassesanes )
SETVET L : FWSD sesssrresnssrmanssrennssresssssmessssmmessssmesssssmessssstsssssenssssessfossmmessssmmesssmmmnssimmensssresnssirees C)
[on server0 : ONLINE] sresssssssssassarsassassassssrassassassassassassasrasrnssassashassasrasmssrnsmnsmasmaimasmmsmnsmnmnnes @
address server0 serverl

192.168.1.1 OK OK
192.168.2.1 OK OK

[on serverl ONLINE] ............................................
address serverO serverl
192.168.1.2 OK OK

192.168.2.2 OK OK

NS U TS | .

clpstat -nOFRIERICDLT

D —NB(168)

@ P—NB02s8)

@ v—N1BB)RT—RR

@ T2AVAVRIRO P RUR S/ RT—RR
® LHhYBIAVRIRO P RUR RT—ARR
® H—NECBEB)IRT—AR
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ERR/IFHEROIDEZ - FFHEOEH)/(FLE
BRAR/HERDUB Y, EHOR/ BIEZTOHE. MUTFDIYY FZzEITLET,
clpgrp -s [-h host name] [-g group name]

-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FHDICE)/ R IEEEREZITTOE T,

FTvarv)

=S e FBOREBZTOI T, ITICEESNTORY . O —/\NTcs)
LTOBBEICIFERL &I,

LR FHEORLEZTOET, ITICRILESNTOICY., OY—N\Ticd)
SNTOLBHBBICIFERLE T,

LI FBORTI—N2PUBA I T, FHEHEREL TLE T —NRITE
TI2RBENDYET,

-h host_name.......... BIERARY—NBTT, EEGLDHBE, IV FRITT—N\DHER
ERYUET, -m ATV IVISERICIE. EEBEITY -/ \DEKEFF
5%,

-g group_name ....... BERSRIIN—T%EBL T, BEBLDHE. 2T —THHER
ERUET,
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—S{kigRoaty hPvJ

“EBRAOBEOBEY b PV TICDVTHRBL T,
ROFIRICHE > THA VR E—=JLLE T,

O BAYAL—UE. LANT—TLETRTRFLTHSEFTLTI W,

o EEH-/N

Expressb5800/FW300 & 7-dFWH00%A BB H—/NICL TOBIBEDFreWall- 18318 H—
NOBFA VR E—=VICDVWTHRAL £,

1. 3&DBRY PV -[YRTLOBAVR E—)VOFIREE TZTOE T,

2. &, CO-ROM K> Z(ZCheck Point NGX CD-ROM (CD1) =t w kL . Firewall-1
DEYV 21—V TOFIETERL T,

# mount /dev/cdrom
# cd /mnt/cdrom
# ./UnixInstallScript

3. (Welcome]@BHERRSNETDT., <N>F—TRIEHF T,

4. ERFHESNRRSNETDT, BH|RAVLCICOVICR . BRFFHICARLICHEE<Y>F—
=L ET,

NS U TS | .

5. UTFOXYE—INRRSNET, <2>F—%ANL . <N>F—TRICEHET,

Check Point Power - for headquarters and branch offices
Check Point UTM - for medium-sized businesses

1 () Check Point Power
2 (*) Check Point UTM

6. UTDXyt—IPRRSNET, <I>F—%ANL . <N>F—TRICEHET,

Please select one of the following options

1 (*) New Installation
2 () Installation Using Imported Configuration
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7. DUTFOXYE2=—IHRRENET, <2>F—%ANL . <N>F—TRIEHAFT,

The following products are available in this version
Please select product (s)

VPN-1 UTM
SmartCenter UTM
Eventia Reporter UTM
SmartPortal

S W N R

8. IYRE—WTBTONY MPRRSNET, <N>F—= AN, RICEHE T,

You have selected the following products for installation:
* SmartCenter UTM

9. UFDOAYVE—INDNERSNET, CCTRESAEVZRAADLIBNCD, <n>F—E2 A DL .
<Enter>F—TRIEHF T,

Configuring Licenses...

Host Expiration Signature Features

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [y] ? n

10. UTFDOAYE—INDRRSNET, CCTREREFAEEBLBOICD ., <n>F—%ANL .
<Enter>F—%Z ANL&ET, MRIDDT. <y>F—%ANL . <Enter>F—=2 ANDL&FT,

Configuring Administrator...

No Check Point products Administrator is currently
defined for this SmartCenter Server.

Do you want to add an administrator (y/n) [y] ? n

No administrator is currently defined.
Are you sure you want to continue? (y/n) [n] ? y

11, UTFOXYyE2—IPRRENE T, <n>F—%ANL . <Enter>F—TRICEHE T,

r

Configuring GUI Clients...

GUI Clients are trusted hosts from which
Administrators are allowed to log on to this SmartCenter Server
using Windows/X-Motif GUI.

No GUI Clients defined
Do you want to add a GUI Client (y/n) [y] ? n
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12. UTFOXYE—IBPRRSNET, <Enter>F—%220ANL . RIEHF T,

Configuring Group Permissions...

Please specify group name [<RET> for super-user group]

No group permissions will be granted. Is this ok (y/n) [yl ?
13. UTFOXYE—INRRENE T, <n>F—ZANL . <Enter>F—TRICEHE T,

Configuring Certificate's Fingerprint...

Do you want to save it to a file? (y/n) [n] ? n

The following text is the fingerprint of this SmartCenter Server:
AAAA AAA AAAA AAA AAA AAAA AAAA AAA AAAA AAAA AAAA AAMA

14. BEBZISNERDAY L—IDRRSNET, TITRE, <EB>F—%2ANDL . RITEH

ié—o

Installation program completed

In order to complete the installation
you must reboot the machine.

Would you like to reboot the machine ?

NOTE: Please remove the CD from
your machine before reboot.

15. CD-ROMZBRUYBL . BikeElL &7,

# cd
# eject
# shutdown -r now

16. 3EBDBLY FPYTII[YRTLADBA YR S—)VIDOFIE20%TTL,
OPwTHIRRTPLET,

BEY—/)\N\N\v
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® FirewallZ{%
Firewal KIEDB AV R = IVAEICDOWTRBAL £,

1. 3EOMBRY FPYT-[YRTLOBAYR M—VIOFIESE TZTOE T,

2. &, CD-ROMF S 7(ZCheck Point NGX CD-ROM (CD1) Z#tw kL . FireWall-1
DEI 21—Vl TOFIBRTERL EI,

# mount /dev/cdrom
# c¢d /mnt/cdrom
# ./UnixInstallScript

3. (Welcome)l@BHAERRSNETDT., <N>F—TRICEHF T,

4. FAFHEENRRSNETOT. BRAVCICVICR . BAFFHBICEARLISSEE<Y>F—
=L ET,

5. MUTFOXYE—IHKRRENET, <2>F—%ANL . <N>F—TRIEHAFT,

Check Point Power - for headquarters and branch offices
Check Point UTM - for medium-sized businesses

1 () Check Point Power
2 (*) Check Point UTM

B. UTDOXAYE—INKRENET, <I>F—%FANL. <N>F—TRICEHZT,

Please select one of the following options

1 (*) New Installation
2 () Installation Using Imported Configuration

7. ITRDOXYE—INRRENE T, <I>F—ZANL . <N>F—TRICED,

s \

The following products are available in this version
Please select product (s)

VPN-1 UTM
SmartCenter UTM
Eventia Reporter UTM
SmartPortal

Bw N R

8. IYRE—VTBTONY MPRRSNET, <N>F—=ANL ., RICEHE T,

You have selected the following products for installation:
* VPN-1 UTM
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9. DUTOXYE—INRFRENET, <n>F—% ANL . <Enter>F—TRICEHE T,

Welcome to Check Point Configuration Program

Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ?

10. UTFOXYEB=—INKRRESNET, <y>F—ZANL . <Enter>F—TRICEHE T,

Would you like to install a Check Point clustering product (CPHA, CPLS or State Synchronization)? (y/n) [n] ? y
1P forwarding disabled

11. UFOXYvE—IPRRESNE T, CCTESAEVRARDLBOVICD, <n>F—HE AL .
<Enter>F—TRICEHE T,

( A

Configuring Licenses...

Host Expiration Signature Features

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [y] ? n

12. UFOXYE—IBPRRSNET, <Enter>F—%220ANL . RIEHF T,

Configuring Group Permissions...

Please specify group name [<RET> for super-user group]:

No group permissions will be granted. Is this ok (y/n) [yl ?

13. UTDAYE—INRRENE T, FireWal-1ZEBH—/NEFirewal 8 TOBEICHERT S /Y
2= RZH/EL TIZE 0,

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key:
Retype Activation Key:
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14. BEBZIBDERDA Y E—IDRRSNET, JITRE. <EB>F—2ANL . RITEH

g_gl—o

r

Installation program completed

In order to complete the installation
you must reboot the machine.

Would you like to reboot the machine ?

NOTE: Please remove the CD from
your machine before reboot.

15.

CO-ROMZRUWBL , Bl &7, Be#E. LEQLANT —Tz#ERL T<rZE .

# cd
# eject
# shutdown -r now

& tFXalUFARUY—ZAVA =)L

TFILUTARIY—DBEAVRE=)UICDVTEHBLE T,

SmartDashboardh 588 H — N\N\#kEL . FireWall- 1885 — /N & Firewall &k & O@BE%
TOICHODREZT Do

FireWall- 18185 — /N & Firewal &k & DBEATTOICODREICDOVTIF. ABOMtEF2 Y
FARIY—DOHRTE] - [Frewall A 7V 4 FOERIZEEBRL TS0,

Firewal AN+ 2 F 4 R Y —% AV R =)V T D,

EBAXFrewall, Ft4RFirewal DIETHEEHNT S.
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A= - HIPRRIA

Frrewall&&HDREUERETYT, o, ZAM BV REEALI—HF—BOELOZXN¥EN
DRIPP FURATHFIDLBDN DY ET,

BTNV OB, RSN TOIcty YU AkenNgBEN DY T,
DTAIWF—NDEELICHEE, KERVY 3V EEDNETREMED DY F T,

BT I ANV ODRESNTOVDHE. EBRRYT—/\BiKEER. BBNICERR
P—NTEEDBWBSNET. BT TAUNYIODRESNTORVEER . HHR
P—NTEBEIRESNICEXICRY . BRRAT—NOAHDHHEREICSY T EFR
R GHEROYER) . BRRT-—NIIEKFZNUBASHBEE IV B (clpgrp-m ICXY
P—NDPVBAZRTIDLEN DY T,

FHRTERARIP? FLREDRERBHIFELEL TLDHE. ERRTYV—RES
DREL THHERT—NICEBESIsMOINIEA. 1IZL. COBETHIVV R
(Clogrp-m ICKUEBET Y —NZPUEBRADCEIFTRETT

137

NS U TS | .



~Memo~

138



	4 二重化構成について
	セットアップの概要
	動作概要
	構　成
	必要なリソース

	セットアップ
	設定手順の流れ
	FireWall-1管理サーバのセットアップ
	FireWall-1管理サーバの設定
	FireWall-1管理モジュールのコンフィグレーション

	Firewall本体のセットアップ
	マシンの設定
	FireWall-1のコンフィグレーション

	セキュリティポリシーの設定
	Firewallオブジェクトの作成
	二重化用ルールの追加
	二重化用設定事項
	セキュリティポリシーのインストール
	セキュリティポリシーのバックアップ

	二重化機能の設定
	他のネットワーク機器の設定
	【参考】NATのためのルーティングテーブル


	運　用
	障害発生時の対応
	コマンドリファレンス
	情報表示
	運用系/待機系の切り替え・業務の起動/停止


	二重化構成の再セットアップ
	注意・制限事項




