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FireWall-1 B9 —/\Otvy 7 v T

“ETR280Y—NABBITBHICOOEBY —NELY b PV ILET, UTORGEA
SBICT OV E2—RICBBEY2—IAAVRAE=ILLTLIZES W, Expressb800/
FW300&72[FFW500%= £ 2 18A8L . BBY—NEL TEaMES 83 EBTRETT,

ARV —T 4 20V RFT A Windows 2000 Server(SP1, SP2, SP3. SP4),
Windows 2000 Advanced Server(SP1. SP2. SP3,
SP4),
Windows 2003 Server .
Solaris8 / UltraSPARC (32-bit. 64-bit) .
Solaris9 / UltraSPARC (64-bit) .
RedHat Enterprise Linux 3.0 (kernel version 2.4.21)

Windows

T4 ROBE: 300MBEA_E

XEY: 256MBIA

Linux

T4 ROBE: 300MBEA_E

XEY: 256MBLAE XS 12MBLAE)
Solaris

T4 ROBE: 100MBLAE

XEY: 128VBLAE (H#EEE256VBELE)

* FElE. 2000F0BRAEDIBRTT . SEONYFU U —RICKVUERICZDIREMD B
UEd,
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FireWall- 1 EIEH—/\DEE

Express5800/FW300 & 1oldFW500%= BB Y —/NE L TEMES B BB DREH TI . LU
TOFIRICHE > TREZT>TIIZE W,

. WHBAT 4 ROICEBREET D,

SED[MIEARERT 1 ROICLDREIZERL . NWPEREEEROS APV FOEKZ
ToTLIEE W,
wOE=
[FIEEARERT « AU DIERL - [BANBEOREICBNT. [—N\F 1 TI[EEY—
INIEFzvIZULTLIEE L,
BEAREY —IICLDRTEEITDo

wOE=

BED2.VAFLDEY N7 v ] - [BEEBEY—IVICKDEREIZSRL. BEU—/INEL
CHERAITRI2EDDREETOTCLKREETVN, YU—NFAL TORETIH.
[2. ManagementServer|&EEBH—/\[CE2TVD T EZHERLTLEELY,

# fwsetup

Firewall Server configuration tool Ver.2.4-2

server type
1. Firewall

2. Management Server

SELECE TIUMDET [2] seeesrssesessssmssssmssssessssssmssssmssssmssssssmssssesssssssssssssssssssssnssssssnssssssssnsnssssnssssnssssnsnssshussssnssnsnsananns iR

B>

# shutdown -r

now

REMRT R, BLE IS
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FireWal-1818€Ja—)boa>J7 4«0 0b—3y

BREY 21— NVEEBY—)INAVIF—=)UL&ET, UMTFOFIRTIV D40 —Y 3V %
T TLIEE Ve RHPOE DRETBEBICOVTIE, 3ED[2. YRTLDEY FP Y

- TFirewWal- 10Oy 24 50—y 3y ] #BRL TS0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.

Hit '"ENTER' €O CONLINUE. .. srrssrsasmsasmsssmmsammsssmsssmsssmsssmmssmsssmssssssssssssssssmssstssstssstsssssssnsssnssanssnnssnns

Do you accept all the terms of this license agreement (y/n) ? y s

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

Enter your selection (l—2/a—abort) [1] : 1 seevveesmressrmmmmnmna

Select installation type:

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.

(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (1-2/a_abort) [1] 5 2 ceesreessssssrsssrsmrme

@ FireWal-1BBEY 21— DIV 740 —Y3V% T3,
@ EAFFHEICERLICHBER<Y>F—%#BT,
@ AYRP—)VTBRBZEIRT D,
(1DICheck Point Enterprise/ProJa&RL . 1> X b—ILL & T,
®» AV E=)VTBEI2—)VERRT B,
[2)&FRL . 1V R =L &,

105

NS U TS | .



Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.
(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1—5/a—abort) [1] : 2 seessssssssssssssssssssssssssssssssssssssssa s sansssssnsnnnsnansshanans

Please specify the SmartCenter type you are about to install:

(1) Enterprise/Pro Primary SmartCenter.
(2) Enterprise/Pro Secondary SmartCenter.

Enter your selection (1-2/a-abort) [1] : 1 seeessssssscsssssssssssssssanssnmssssssssassanssnnsasssnnssnnannnnnnsnnsnnsfannnnn
This program will guide you through several steps where you
will define your SVN Foundation configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(ﬁﬁ)
*************:Installation completed successfully **x**x*xxkkkxkxx*
Do you wish to start the installed product (s) now? (y/n) [y] 2 ¥  soesesscscaesesfoe.
cpstart: Power-Up self tests passed successfully

(&%)

FireWall-1: This is a Management Station. No security policy will be loaded
Firewall-1 started

H# SHUCAOWIL - IIOW  =#%feasieassasssssssssssiasstsssssssssssstsssissstsssssssssssstsssisssssssssssstsssisssiasssassssssstsssiansiassensssnnassnassahennss

D AVRE=VIBEI2— BRI B,
[2)FRL . BBEY2—EAVIE—LLET,

@ AYVRAE=VITBEBRBEI2— VDI TZERT B,
[M)7%&ZIRL . Primary& L THERAL & T,

@ BREY1-)ZzREH=td,

@ BiLEIT S,
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Firewall&{#Dtwy b7 v D

FireWal-1Qad>272« 00— 3y

“EEROBE. VT4 —Y 3 VFIRHBELIFE—REGY T, HPOER D58
TIBEBICOVTIE. 3BD[2. YRT LDt PV - [FreWal- 1D 2 4 G —

YarvEsRLTIIEE W,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' tO CONCINUE. .. cresessmmmmametiseanemstetsasesisssnststatasssssssssmssssasassessssssssssstasassssssssssnsssasassssssnnas

Do you accept all the terms of this license agreement (y/n) ? y s,

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

Enter your selection (1—2/a—abort) [1] ¢ 1 sevvsssrsssrsssmmemmnmmnasr s

Select installation type:

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (1—2/a—abort) [1]: 2 ceeveevrssrssmesrsrs s

FireWal-103> 24 5L —> 3>V %35,

BATEEICESL 1ICHBBIE<Y>F—% 8T,
AVRE=VITBHREZERT S,

(1DICheck Point Enterprise/ProJa&RL . 1> X b—ILL & T,
AVRA=VTBEEY2-VERRT D,

[2)&FRL . 1V R =L &,

® ©

©

®
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Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.

(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1—5/a—abort) [1]: T T T T T T T T T PP P PP PP PP PP PP PP PPPTPPPPP PP PIPP ®
Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] 2 seeesfeeeees @

Would you like to install a Check Point clustering product (CPHA, CPLS or State

Synchronization)? (y/m) [0] ? ¥ e foses ®

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your Check Point products configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(ﬁ%)

D AVRE=VIBEI2— BRI B,
[M)&ZRL, AR =L ET,

@ Dynamically Assigned IP Address ModuleZ-1 > X b—=)UF B HBWOEHLEH DD D
T, <Enter>F—#%2RT 3,

3 Check Point clustering productx- > X b—JUIBHREWVEHLELDBDDT. <Y>
F—%#HT7,
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(ﬂ.ﬁ)

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key:
Retype Activation Key:

The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied

until the first policy is installed

In order to complete the installation
you must reboot the machine.

Do you want to reboOL? (V/N) [YV] 2 ¥  ecccccsrirresesreesseeressseemsnssssrsssssrmnsssssenssessnnsssssnssssssnssssssnsssssnnsheranns @)

D FireWal-1&B Y —N\EFirewal E TCOBREICERITD/NNRD—R%E
@ &Y%, BRBLFT,

FEL TS,
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EFXaUF s RV I—DERTE

Firewall# 7'y o FOERK

BOFirewalDATY T b=l T Bo

— ViewObjectTree® [CheckPoint] #&RL . BOU v HL £,
[New Check Point]—[VPN-1 Pro/Express Gateway] #ZRL £ 7,

1.

— FAT7IxH+ : Gateway

28
NES

s fws 1, fws2
:IP Address (IZlEFireWal- 188 Y —NEFLURY FD—ODERIPP KL X

ERELTIEE W,

— FireWal- 1885 —N\H SFirewal #8888 (2F+2 ) T4 R V—DHREPYOIERREE) T
B1cHICIE. FireWall- 18184 —/)\&FirewallE DR TBEZTOTCODBEHNVETT,
General X—Y T [Communication..]& 5w oL ., FreWal- 13>V 274 5L —> 3 V6
[CEBRTELICNRD—RAEANDLTLIZS0,

Topalogy

LONAT

- Authentication
Logs and Masters

i Capacity Optimization
1. Advanced

B
Gheck Point Gateway ~ General Properties
Hame: st
IP Addvess:  [p0224761 | Getaddess | [ Dynamic Address
Gomment I
Secure Tntemal g S
Communication ok |
Version: [ rea =] Get Version
08 [ <] Getgs
Type: [Gheck Point Enterprise/Pro =]

Gheck Point Products - - :

The Activation Key that you specify must also be used in the module configuration.

[(1Secondary SmartCenter Server

Additional Products:

F Gontieure Servers Activation Key: e

Confirm Activation Key:  [erkeeeer

Trust state: |Uninitialized

[ '
Titialize | Test SIC Status Heset

Close | Help I
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— TopologyX—=ITeA VR T T —R%BELF T,

Check Point Gateway — fws1

General Properties

Authentication
Logs and Masters
Capacity Optimization 20524751

205.286.2560.0

External

Advanced 1721611

265 2562560

Thiz Network

19216821

205.285.250.0

This Netwark

2. DIFDOSREATI O b %ERT Do

— ViewObjectTree®[CheckPoint] #&RL . BLUvHLET,
[New Check Point]—[VPN-1 Pro/Express Cluster] #ZRL £,

— XTI x5k Gateway Cluster

28] : fws_cluster
RnE - IP AddressiCid 1> & —=xw MIOREIPP FL RAZEBEL TS0,

Gateway Gluster Properties — fws_cluster

uster Members

Brd Party Gonfiguration

Topology
AT RG] I
thentication
Logs and Masters r ]

pacity Optimization
—

NGX RE0 |
[ — T

Check Point Enterpriss/Fra =l

[OSecureGlient Policy Server
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Cluster MembersX—Y T, FIE1TIERL 226 DFrewall A 7Y £ b (fws 1 & fws2) #8109
%o

Gateway Cluster Properties — fws_cluster

Genersl Froperties

3rd Party Gonfiguration
opology
aT

uthentication 20224751

oes and Masters 20224752
. Gapacity Optimization
Advanced

3rd Party ConfigurationX— T, BREZHERT D,

[Use State Synchronization JICF 2 v ODMOTWB ZEABERLE T, FTvODFOTO
BROBBE. FTvoENMTED,

[Hide Cluster Members’ outgoing traffic behind the Cluster’s IP AddressJICF T v & HM
WTWOWBWT &EAERL &I,

Gateway Gluster Properties — fws_cluster

General Properties

NAT

Authentication

7 Logs and

- Gapacity Optimization
7 Advanced

Other OPSEG =




5. TopologyX—JCTA VR I T —RADEFEAET D,

(Edit Topology)zo v oL & T,
IP7RLURICIE. RIBIPP RLURX%ZHBEL . Network Objective 7 VAV A 22 —&U .,
[Cluster JZ#8EL &9
BHERRY FDO—0DIPP RUREHBEE T, TIA D X Za—&kU . [1st Syncl#BEL &

@-O

(Gateway Gluster Properties — fws_cluster E

+ General Froperties
- Cluster Members

- 3rd Farty Configuration
1 Topalogy

LNAT

- Authentication

Logs and Masters

. Gapacity Optimization
fddvanced

Topology
fis_cluster [Aws1 | fus2 [ Network Twpe |
1721613 1721611 1721612 Cluster
20224753 20024751 20224752 Gloster
19216813 19216811 19216812 Gluster
19216821 19216822 Tst Syne

[¥ Ensble Extended Cluster Anti-Spoofing
Supparted from NG with Application htelligence (RES) and sbovel

WPN Domain

% AP Aiddresses behind Gluster Members based on Topology infermation

£ Henually defined
Show VPN Darain

Set domain for Remete |

Edit Topoloey g

Netmork Obiective Tovs_cluster st ez Topolory
Get Topelory | _ Get Topalosy
ame Giistar = 5 G G
=T RELEE QELE i el
B e e e
e Cietar = G G
== oz oy oz ==
eTHasK LT e LR
ame G = B & &
== ozreeT ozreTT ozeeTe sl
EEE rroTigsen  [megenossn [msosnonEo
3 EEQ g o G
T Adfes (L (L nternal
et B
Addnetnork | Get all members' topolosy | _Copy topology to cluster interfaces
it
Femave R

Gancel

[V Show net mask

Hep |
2
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—E{EAIL—IVDENN

B BRI IO, T \BOREERRBEZRIICODIN—IVZRET S
PENDBYET,

1. XZa—0m[Manage] —[Services...] > [New] #2IRL . LTV —ERATETD, (BF1lE—
BT, DOBETEEOE T A )

FT7IxH ~TCP
28] Clp_tcp
R—k 28001

A7Y 14 ~:UDP

2] :clp_udp
R— bk 28002
O

LEER— FESREFREY —IVICHIF IETEEDR— FMESTT . —E(LHIEDRE CTR—
FESZEEIIESREZOREICEDETY—ERADERZT > TLIEEL,

2. FROTHE(LRERDI—IEBINT S,

B8 RE®B
Source fws 1. fws?2
Destination  :fws2., fws1
Service :Clp_tcp. clp_udp
Action :accept
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—E(LHRESIA

T EtHEEA BRI B ICHOICIE. BESEEL T, [Policy] - (Global Properties] - [NAT -
Network address translation]’X—/ T Automatic ARP configurationJ®DF v o %#45+9

BENBYET,
FrvoEST

Gibal Propories S =

[ Feowall | MAT - Network Address Translation
AT - Network Address
Authentication Automatic NAT rules
VPN
VPN-1 Edea/Embedded ¢ | ¥ Allow bi-directional NAT {for more details see help)
[l Remote Access [ Translate destination on client side
SmartDirectory (LDAP}
QoS = Puomatic ARP confieuration
Smarthap [~ Meree manual prozy. ARP corfizration
. User futhority
Mansgement Hish Availst  Manual HAT rulss
.. ConnectControl .
OSE - Open Security Exti ¥ Translate destination on client side
Stateful Inspestion IF Fool NAT
- Log and Alert
Feporting Tools [~ Enable IF Poal NAT
0 Biddress sdhaustion track Colons  @log € blert

SmartCenter Access

- Man Unique IP Address R Address allocation and releace fracks & Hong. £ Loe
& SmartDashboard Gustomi

oK Gancel Help

tF2aVFARUY—DA VX =)

TF21VTAR)Y—DEIDTTLIES, RUY—%A VX =L TLZE 0,
FrrewalllCA > X b=l & o

[=[0)
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EFaUTF 4 IRUY—DINyIT7 v T

“EEROBE . R Y —1BRIEFreWal- 1EB Y —NCRESNFTH. BROY R ~
FPORRICIE. BBY —/NEFrewal&EO@ADNY O PV ITT—ARRBEERUET, B
BH—/N& L TExpressb800/FW300 5 72 [dFWS500%EAL TWOBIBEIICIE. 3BD[4.
Ny OPY T 1AV RIC&B NV OP v TH2BRL TIZSW, FireWal-1EY 2 —)bd
NvOPYTHEEBLCTY,

MDY —NEFRAL TOBBEICIE. ZBITZ 77NNV IOPYIHRBEERY &
To UTONYOPYT T »A VBRI A EIE. WindowsY Y Y A ERLICHBED—HIT
o)

1. O¥YRFJOYT R&Y. FreWal-1z@Es €5,

C:¥> cpstop

2. BLIE%. UTOIVYY REETITS,
[export.tgz] N\ O P W T2 71 JUHERISNE T,

C:¥> cd C:¥WINNT¥FW1¥R60¥fwl¥bin¥upgrade tools
> upgrade export.exe export

v
[C:¥WINNT¥FW1¥R60JIE. FireWal-1&2 AR b=)ULTcT 4 LO RUICRUET, 1R
F—=ITo4 Lo RUICE>TERYZET,

3. NwoPYITDrA)0%ERB%. FreWal-1%#&28L £,

C:¥> cpstart

w0 tFiUFARUY—DREDHBICHBVWTHERL TVDERA X—JIF. FireWall-10
FeaturePacklC &> CTEBLDIEAHHDFT,
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—HE{bikaE DR

TEMREDRETEERBL LT REFEAREY —IHHTOWET @Frewal T2
<BULREZT>TIEES 0,
“EEDORERED LFOCNYENDOFIRFIBEIUTOESYTT,

® /\— hE— MEEER
N—hFE—FDOxEBR®) 218EL T,
® /\—hE— KA LT7D MEFE

N—FE—rD&’L TEFFrewall DDV LI EERBT S E TOBB(R) ZI8EL &
Fo N—hE—FEEBRIYREOMEZIEEL TIIZES W,

® FirewallfCE)F 55

eEICBFFirewal DRCEEZ 56O T DEE ) 2I8EL 9, N—hE—F&
ALP D FREELUREVEZEBEL TEE W,

o AEREEATCPIR— &S
BOFirewallE TCBEATOICODTCPOR— FESHIBEL T,
o AEREEAUDPIR— &S
BOFirewallE T:BEZTTDICODUDPOAR— FESEIEEL T,
® Firewall1DY—/\{$#
AR FBIFFQDNFER T <. FAAVB%BROICRBEIZIBEL TIZE 0,
® Firewall2Dt—/\#
AR FBEFFADNERX TE B <, FXAYVREBROCBRAIZEEL TIZE L,
® FirewalllDAV5XRXI 7 RLR
BFFirewal BRI B1ODP FLRERY Y ROEANDLE T,
® Firewall2@A 57 I L7 RUX
BFFirewall BRI B1ODP FLRERY Y ROZANLET,
o RIEIP7 RLZA

“S{tipez BRI BHBE . Frewal\OF Ot X FRAURIBIP P FL X Z AT LE
NdYET,

Y- NEEREA VAT I —RER<EANVETT—RIREBIPP FUR%ZEFREL T
<tEELo

® ERMRI FLA

ERARELTRESNICIPT FUREDOBENRBRL ITBE . FiERFrewallC” =
WA=NDITONE T, AREBDREFBE IS N TEET,

® JOFYARP7 RLUZR

StaticNATHEEZERTBHE . HEBREP FLURELTERIS 7 FLUR%ZBEL T
<tEELo
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® EMF*Firewall
EBAXRDFrewal Z3I8EL &9,
e HEITIAILINYY

B8 ANV OZETODEDNRELE T, BET T1I\Y U %ZautolcL1ZH
B, BRARYOVE, FHERICEBEDSISHOINTOIRET., ERRHER (ST
&, BENICERRICERZRLET,

BEARTEYV—ITOREFIEEZRL T UTOABE, REDtY Py T JTRLULC
RY D=0 ERICE > THBL E T,

U — o)
Firewall Server configuration tool Ver.2.4-2

CBR)  eererererseeen s .@
use cluster system? (y/n) [N] 1 ¥ coccccssriimimmmmmmssssss .. ".C)

D BEBOSA PV LD BFrewal DF/EY — IV ThdfwsetupIN Y R =& I 5,

@ [use cluster systemJDIBB F Tld. <ENTER>F—%ABL THH . BHTERBDAZHERT
Do

---- START CLUSTERPRO configuration ----------------

CLUSTERPRO Configuration Tool Ver 1.0-4

---- cluster configuration -------------------------

Input HB 1interval (0 - 999) [0] : seresersssvesererescsescsssssssssssssssesesessssssssssssssssssssssessnsasaes NO)
TNPUE HB EAMEOUEL (1 = 999) [1] i  ceseeseeresesseuseuscuseusessesressessessessesssssessessesssssssssssssssssssens @
Input WAIT Timeout (1 - 999) [5] :  srecssurrsessirmsesimmmsimmmss e ®
Input API TCP port nUMber [28001] : s s @
Input HB UDP port number [28002] : iisrsssccsssssammmsssscsmimiiaiismnssesimiiismsssssiimiaassssi. . ®
Input serverl hOSt Name : EWSL rrrrrrrsrrrrmi i . @
INpUE Servers hoSt nAmE : fMEZ e e @

@ “EtHREZERT S, <Y>F—%HT,

O N—hrE—FEEER#E) Z2ANT5,

@ N—=hE—FRALPDREE ) ZANT D,

@ EEBFICBFFrewal D =F/E5EH T BB W) 2 ANTS.
@ NEBEARDTCPA— FESZANT S,
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® RBBERDUDPAR—FESEZANT S,
® Firewal QY —NBORR hRB)ZANT S,

AR BBFFADNFER TIIB <. FXAAVZABROICBRIZEEL T2 W,
@ Firewal2DHY—NBORR hB) ZANT S,

AR FBIFFADNFER TR <. RAAVBABROCREIZIEEL TS0,

---- server configuration ------------------"---~-~-~-~-~-~—-

ST S Y SNSRI ) T —— — )
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0
address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
Input fws2 interconnect addreSs s ®
address (1) : 192.168.2.2
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

M BRAXRFrewalDFirewalEEsHBA 7 FUR(AVATIRORFPRLUR)ERY FYRO%E
ANTD,

AVRIRO P EURIN6BE CHRETRETT

BRERIC—BZRRLIT T,

—BHSRTEABTDEIN. BLOEE. Hff, —BOBXRREF—ANDSBIETER
Jo

<A>F— + <Enter>F—: AVRIRO P RUREBIOL %
R

<M>F—+[EIET B —EDES l+<Enter>F—: BELICESOREZEELET,
<D>F—+HBFT B —EBDES J+<Enter>F—: BELICBSOREZHRL T,

<L>F—+<Enter>+—: —EBZzHEXRLET,
<Enter>#+—: ROBEANRFYVILET,

@ FHERFrewalDFirewalEE8R Y FLR (A VA IRO TP RLR)ERY FYRO%
)\jja—éo
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---- group configuration --------------"--"---—--~—-~-~—-~-~—~-~-~-~—--

No. name
1 group0
---- group fip configuration ------------"---"-"-------"----
INPULt FIP addr eSS serrssrssrssrssmmmmmmmisssisssiiastas sttt s sassansansassassassbonassannan ®

address (1

)

netmask (1) : 255.255.255.0
address(2) : 172.16.1.3
netmask (2) : 255.255.255.0
address(3) : 192.168.1.3
netmask (3) : 255.255.255.0
address (4) :
No. address

1 202.247.5.3/255.255.255.0

2 172.168.1.3/255.255.255.0

3 192.168.1.3/255.255.255.0
("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

: 202.247.5.3

O REBIPP FLRZEANT B,

RABIPP R R (FBB=F THREIAET I,
HERIC—BAXRRLEFIDT., #R. Fold. BEL T<Enter>+—TEHF T,

L _§ —E(EEE R AT 2158 . Y—NAOT 7 tXid, BERREIPT KL X 4ERAT 3 LES

tyl\ 5UiTo
Y- NEERERAS 27— LD 227 1 —AREBIP7 LA EHZELTLE
LY,
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---- groupO ipw configuration ----------------------~-~-~--~-~-~---

TOPUE TDW address F o s s L s
address (1) : 202.247.5.xxx |202.247.5.xxx
address (2) :
No. address

1 202.247.5.xxx |202.247.5.xxx

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BERIBIPP FLURZEANT Do

TR > TERBOIP? FURZANT B ENTEE T, XOBEE. BELICZIP
PRUVREDBEDNEBLICHEICUY -—REBERUE T,

BERTDIPF FLURIEBEE CHRETRET T, 12IZL . [JTRE>/ZIPP FL RG22
TIDDIPP RLURELTHD Y RLETD,

RERIC—BEZRRLEITOT., #3. . BEEL T<Enter>F—TEHAE T,

!5 EERMRE L THRESNAIPT RLIAEDBENERIBLABE. BRI —NICT (L
E VAV X G ok (I 3x-2
<EZTEHI>

® 202.2475.2542192.168.1.2540 B 5 B ENIRRLICEESICT T 1IVA—
NEITOTZOIBE,

No. address

1 202.247.5.254
2 192.168.1.254

® 202.2475.254£192.168.1.2540R A3 EBENE@RL ISHEICT T A—N%
TOIEWBEE.

No. address
1 202.247.5.254 | 192.168.1.254

® 20224755&20224752540R 75 EBEHNEBLIZHED . 192.168.1.254&
BEDNFRLISBEICT TANVA—NZTOICOEE

No. address

1 202.247.5.51202.247.5.254
2 192.168.1.254
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---- group0 proxy arp configuration --------------------~-~-~-~-~-~-~-~-~-~—-

Input proxy PRl b Yo T T L LT LT T T T T P P P P PP PP PP P PP PRI
address (1) : 202.247.5.4
address (2)
No. address
1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D RBETBSTOFY TP FURZEBET B,

TOFYARPP FURZANLE T, TOFVARPP FL R(F256{8& THRETRET

Jo

RERIC—BZRRLIIDOT, #R. F1ld. BERELU T<ENTER>F—TEHAET T,

7O0% ARP7 KL X TIE, AR Y — /NI TStaticNAT 21T 58 DARAIP7 KL X &

KV ET, StaticNATCABI T 3IP7 KL XL TEHL TS L,

---- group0 resource configuration ----------------------~--~--
Input primary server hostname (fwsl, fws2) [fwsS1l] : i)
Input failback policy(l:auto, 2:manual) [MAanual] : ..

---- END CLUSTERPRO configuration -----------------

BB

O BRRXY—NZANTS,
@ BT ANV OZEFTODEDHDANT B,

wO LtiEosmERfws1. fws2TRIUEREICLTLEEL,

LEORTERE . AEEBEHSLILENDYE T UTOIYY FEANDL TS

Lo

# shutdown -r now
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fthp=wy FDO—OEIRDER

AV ESRY FEDMZICBERTEDRY FDO—OHSBICDOTIE. T4 MU— FDRE
ELTH=NECHRELIENENDRY FD—OOREBIPZ FUR (A bSxw R
192.168.1.3. DMZI: 172.16.1.3) T T L 2IcL TEE L,

[&Z] NATOcODIV—F 4T 5—T )b

Firewall D"2/bBRICH VT, DMZEYO—HIxY FARADH—NDT L X% E89(C
NAT (P RUZER L. 1> 8—% v b EHIABTBBE . V=74 Y I7—TLETOF
VARPT— 7 W DREAE BT I VBN BYET,

FELT, URORY FO—SBROBE . ARBWWW/FTPH—NEZE TR b &
TB5E UTFDKDBI—T 4 VI T7—=TETOFVARPT =T VDRE ZFirewall\TT
SUBHBYET,

T 2022476127
,,|,J (NATEDIP? KL R)

RABIP7 FL R
202.247.5.126
Firewall

RI8IP7 FL R
172.161.126

FT NEAWWW/FTPH—N
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

Zik D7 FL R %Zdestination, D7 FL R %&gatewaylcIEEL T2,
fwsetupdstatic routingDIBEB THRET D ENTEE T,
TOFVARPDEREICDOWVTIE., gl —Eb#AEDRE I A BRL T<IIE=0,
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E H

“E{bEAROBRICDOVWTRBL £,

SRRSO

BRERT—NIBOWTEEEZRELICHEICE, 721V A—NDFEEL .
FHERT—)IN\EFEDIDVEBDY T, CORICEAFEY -V TEEL ILEBEDE-mall
P REUVRBICA= VD EBENE T,

® FUULREEDAYyE—Y

Subject: WARNING: [groupO] is downed

! /WARNING! !
[group0] is not active on Firewall (fwsl.nec.co.jp[202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JxA)A—=INULIEEDAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

INOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

wO IIVULEEREDRY NI—SDEEREELDBE, IV LREEDX Y E—Ihib—
NNAHISHE L. EEEIRRICREETNDITENBDET, XvE—IEZHELILSUTZED
REEAERRT DL S CLTLIEEL,

X—=)UEZSEL - 5Expressb800/FWI00MDREAHESRL . Y RTLOTHET7 1)U
F—NDHEELICBRAFERL . DBERNAETTH>TLIZS0e XvE—IARBR, IJUHE
(IMT88C —EbMAED DT X v =Y | EBRBL TIZS 0,

0 EERNZRIPP RLREDBERE. WL, FireWal- 17O CEBOFREL . FHR
FirewalllC338 %S SMOISRE . MR, COY—NETOEBEODRHNESSND LD
ICBUET, ¥DFirewal| "EFEORESKREHN EDNE. [clpstat -s]D
[STARTING] CHERRT=& T,

® EfRRFrewalNieBIETIRED & FFHERFrewal TEHZZTTL TOBIBE . R
Firewal CERRRIP? FLU R EDBEFER. 2 WO(EFreWal- 170 R EROFEEL
TH. BFHXFirewallh 5EARFirewalIN[FZEBEHSISHHIN T, SISHSHFHR
Firewall TEENMZETSNE T, BL . EEDRHFICHOTEB/EDA Y A—IRO D
BENERLICHESICBOTIEIORY TERLS ., BBESKRETH> TLERR
Firewal CEBAZRTSNGE T, REBESRRE. ROFIBICKIUBRRSNE T,
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[BERMRIPY FL A L DBEEIEDREDES]

- ERENRIPT RLREDBEER
- Clogrpdv Yy RICk > TEBA#ED
- Firewal &i2#h

[FireWall-1 7Ot ZERDEE L IBS]
- Clogrpdv Y RICk > TR ABH
- Firewall&i#)
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AV RUIT7PLIA
RigER, BAR, SRROUESEITY FEBALTAOET,

BEEHRT

BEDORRE, RENBZHERITBICIEIUTOIYY FeETLET,

clpstat -s [-h host name]
-n

-i [-h host name]
R, HEBBROEZRZTOE T,
FTv3av)

SECESIFBL .. SBREARRLET,
AVRIRO IV TAEFRRLETD,
BT 2HRzR~LET,

-h host_name.......... BEARY—NB, EELLOHBE., IVY FETY—NDRWRED
UExTd,
# clpstat -s
==================  CLUSTER STATUS ==============
* gerver(0 fwsl 1.0-1.4 cessessssnnssfussnnssnnnnssnnssassnnnssnnnnsnnnnnnns ®
serveTr]l : FWS2 sesssssssssssiiiiiiiisiissiisiississsssssnssnssnsstsssassssssassanssnssssh sttt a e R s R ®
server(0 serverl
SERVER STATUS .. .....itiiiineen.. ONLINE ONLINE ===
GROUPO STATUS ... .. iiiiiiinn ONLINE OFFLINE -={-
POLICY 1st 20d sreerereas -
STARTING ... ..ttt ALLOW DENY =rereress
<A> groupO0-ipw0 ONLINE ONLINE =
192'168'1'254 --------------------------------------------------------------------
<U> group0-fip0 ONLINE OFFLINE --
202.247.5.3/255.255.255.0 sirrrerreennnnssssrrerernnnnssssseerernnnns .
<Us> group0-parp0 ONLINE OFFLINE ..
202.247.5.5 sesssrrssssrsrnsssresnssarmnnsimmnnnsitrnnsestnnnssrnnnsnnnnnnnn
<U> group0O-execO ONLINE OFFLINE ---
S: /opt/necfws/bin/ckCStat .rn———ns
E: /opt/necfws/bin/cKCSLAt s
<U> group0O-execl ONLINE OFFLINE
W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k
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clpstat -sOFIERICDLT

O H—N\8(158)
@ H—N\R02s88)
@ H—/)NOIREE

ONLINE : N—hE—FARESNTLS
OFFLINE : N—FkE—=FHREShTOHRL
@ TIV—T DR
ONLINE CIE®
OFFLINE fRlE
ERROR (RE

UNKNOWN =
©® ZzAIF—=NRYY
® JN—TrRE0sFa /Rl

ALLOW ]
DENY CEE
UNKNOWN NES
@ IPWY Y —XDifcenfER] & REE
<A> Y —/\igE)
<U> c 8By — )\
ONLINE CER
OFFLINE Bk
ERROR o
UNKNOWN NES

® IPWYY—XREBP FL R
© FIPUY—OIREE
¥ IPWY Y —XR EBHR
0 FIPUY—=RFEEP FLUR/RY FYRH
@ PARPUY—XXMDIREE
¥ IPWY Y —XEB#H
1 PARPYY—REBEP FLR
13 EXECY V—RDIREE
x IPWY Y —X &G
) EXECY Y —RicEBFERTT/IR
S ERLGL
W : B8y
1 EXECY Y —R{BIEBFETT/IR
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# clpstat -i

SERVER fwsl

CLUSTER
STARTUP
WAIT timeout
HB port
HB interval
HB timeout
API port
API timeout
LOG port
ping timeout
RECOVER
RETRY count

SERVERO fwsl
INTERCONNECTO
INTERCONNECT1

SERVER1 fws2
INTERCONNECTO
INTERCONNECT1

GROUPO
START
FAILBACK
ENVIRONMENT
RECOVER
RETRY count
FAILOVER policy

group0

IPWO
TYPE
POLLING address
RECOVER
RETRY count

group0-1ipw0

FIPO
TYPE
ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

group0-fip0

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

RR=IITHL >

groupO-parp0 ==

ACT_NORMAL
IGNORE
0/0

SOERReE

192.168.1.254
FAILOVER
2/2

98BS

202.247.5.5
00:A0:34:1A:4C:D3
ethO

OECEBBY

128



EXECO : groupO-execO
vom SO N
ACT path : /Opt/necfws/bin/ckcstat .................................................. @
DEACT path . /opt/necfws/bin/ckcstat .................................................. @
POLLING : NO .............................................................................................
PID : 21623 sressssssrssrssssssssssssrsssssrassssssrssrssrasha s rsa s rarannanrnas @
RECOVER : STOP sssssnssnsssncenscarssnssenssnnssnasssssssnsssnsssduersassnasssasssnsasnsanssansansannsnns @
RETRY count FE 0 6@
EXEC1 : groupO-execl
TYPE : USR
ACT path : /opt/necfws/bin/ckfwalive
DEACT path : /opt/necfws/bin/ckfwalive -k
POLLING : YES
PID : 21625
RECOVER : FAILOVER
RETRY count : 2/2
clpstat -iOFIEEICDWVT
(D CLUSTERPRO AE Dic@h 5% RIBEW
YES . BECH) ACT_NORMAL BB
NO  FEhCE ACT_FAILOVER 2T AIIWA =N
® wEEFsEHLEE—RE) DEACT_NORMAL CRBELE
® N—hE—FZER UDP R— HES DEACT_ILLEGAL CERBEILE
® N—FrE— X EBRGE) @ FIW—TYRNIFE
® N—hrE—r&ALPD ) IGNORE D ER
® APIA TCP R—+FBS RETRY : BicEh
@ APIRA LT HFE) STOP Rl
OYKR—+ES FAILOVER 22 ANWA =N
® pingdXY FAA LT HEY) UNKNOWN HINCE
UHhNYTFE @ Y bk>1Oo%
RESTART : CLUSTERPRO AEF#CE) @ BRAZRY N FHERY—NB
STOP : CLUSTERPRO AEf&ELE @ IPWUY—2R3Z
HALT 0SSy vy ROV @ kN1
REBOOT :0SUT7—+h ASR CeRE) VYV —X
UNKNOWN N USR cBRE) YV —X
O Y kr>10% @ IPWJY—XE/IHR FLR

® 4—Nv(158)
® VR IROEPRUR
H—NR(0288)
® AVEIROFPRUR

ek

O ZI—TEe#sk
AUTO =L)
MANUAL - F 8
UNKNOWN NES

2T 1INV LR
AUTO =L)
MANUAL - F &
UNKNOWN NES

@ IPWYY—XURNUAE

IGNORE o)
RETRY . FHiCED
STOP Sf2lE
FAILOVER s e Ve
UNKNOWN . B
@ Y br>10%
FIPUY—2%2
@ LEhxRT1T
® IPWD Y —XEEH
FIP? RL R
@ FIPA>YAT7IT—2R
@ ping@%

N
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® arp@#

FIPUY—2Y AN HE
¥ IPWD Y —XEBH

® YU r>rO%

@ PARPUYV—2Z

@) ExTIT
¥ IPWD Y —XEBH

PARP7” FLL X

@ MACP FLR

@ PARPAVART7IT—2R

ping@¥

@ arpO#

PARPY Y —2 YU Hh)NY 3%
® IPWY Y —XEEH

US40
@® EXECYU Y-
e~
x IPWYY—XE@EH%
@ EXECY YV —RicEBFRTT/IR
EXECY YV —REBIEBFFRIT/INR
EXECY Y —REBSHTE
x IPWUY—XE@EH%
& EXECYUY—XTOEXRID
6) EXECYUYV—XYUANYFE
x IPWUY—XE@EH%
® Y r>1O%

# clpstat -n

INTERCONNECT INFORMATION
fwsl
fws2
: ONLINE]

server0

server0 :
serverl :
[on servero0
address

192.168.1.1 OK OK

192.168.2.1 OK OK

[Ol’l serverl : ONLINE] ............................................
address server0 serverl
192.168.1.2 OK OK

192.168.2.2 OK OK

clpstat -nOFRIERICDLT

D H—N8(188)

@ H—N\g2sB)

Q@ Y—N1BBE)RT—AR

@ T2A43VAVRIROEPRUR S/ RTF—ARR
® LHhYBIAVRIROEPRUR/RT—RR
® v—NEEBIRT—AXR
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ERR/FRRDIIDEZR - EHEDIE)/FIE

BRR/SHEROUE Y, XBORE/BILEZTOHE. MTFTOIVY FZERTLET,

clpgrp -s [-h host name] [-g group name]
-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FIFEOECE)/RIEBEREZITTOE T,

FTvav)

T EBOREBZTOE T, ITICEESNTORY . OT—/NTiE)
LTOWBBEICIFEHL &I,

L ST FHEORLEZTOET, ITICRILESNTOLICY., OY—NTics)
SNTOBHBEICIFERL T,

11 [FSTT EBORTI—N2PUBA I T, EBEHEEBL TOET—NRITRE

TIBLENDYET,

-h host_name........... BERRY —NRTT, BEGLDBE., IX¥Y FETT-—N\DER
ERUET, -mATYIVIEERICIE. EEBaTy—/ \OR%KEF

5& 7,

-g group_name ....... BRI I —T%IERIL T, BEELRLDRSE.

ERUET,

O IW—THHR
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—sS{kigRogaty hPvJ

“EEROBEOB LY b PV TICOVTHRBL & T,
ROFIRICE> THAV R E—=LLE T,

e TEH—)\
Express5800/FW300 & 7-ldFW500AEIBH —/NICL TOBIBEDFireWall- 183185 —
NOBA VR =JVICDVWTHAL £,

1. 3BOMBEY FPY T -TYRTLDBA VR F—)VIDOFIB7E TEFT D0

2. ABED[FireWal- BBy — N0ty Py 7] -[FreWal-1BBEY 1 —)bh3IV 74—
V3V ]EITD.
3. 3BOBELY FPYT - [YRTFLADBAV X F—UJOFIEI%ZTL, BBY—N\N\vH
Py IHYRRPTD,
® FirewallZ~{F

Frrewal &&= 0DH/ A > X F—VIPEIC DO TERBL T
1. 3BEQBEY hPYT - [YRTLAOBA VR =V OFIE7E TET D0

2. XED[Firewal&ED Y kPv ] -[FreWal-1DI> 24 L —> 3V %175,
e tFaUF«sRUY—ZAL VA=
tFaUTFTAaRIY—DBAVRAM=VICDWTHEBLET,
1. SmartDashboardh SEIBHY —/)\N\IEFEL . FireWall- 1&B Y — /N & Firewall Ak & D@E % 1T
DICODEFEETT Do

FireWall- 18384 —/N&Firewal & E & DBEETTOILODFEICDOVTIER AEDMF2 Y
TARYY—DOFE] - [Firewal F 7Y 20 FOERLIZZRRL T IZE W,

2. Frewal&ENtF2UT AR Y =% AV E—=)LT B,

3. ERXKFirewall. FRFrewalDIB THEEENT D,
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A= - HIPRRIA

Frrewall&&HDREUERETYT, o, ZAM BV REEALI—HF—BOELOZXN¥EN
DRIPP FURATHFIDLBDN DY ET,

BTNV OB, RSN TOIcty YU AkenNgBEN DY T,
DTAIWF—NDEELICHEE, KERVY 3V EEDNETREMED DY F T,

BT I ANV ODRESNTOVDHE. EBRRYT—/\BiKEER. BBNICERR
P—NTEEDBWBSNET. BT TAUNYIODRESNTORVEER . HHR
P—NTEBEIRESNICEXICRY . BRRAT—NOAHDHHEREICSY T EFR
R GHEROYER) . BRRT-—NIIEKFZNUBASHBEE IV B (clpgrp-m ICXY
P—NDPVBAZRTIDLEN DY T,

FHRTERARIP? FLREDRERBHIFELEL TLDHE. ERRTYV—RES
DREL THHERT—NICEBESIsMOINIEA. 1IZL. COBETHIVV R
(Clogrp-m ICKUEBET Y —NZPUEBRADCEIFTRETT
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