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FireWall-1 B9 —/\Otvy 7 vJ

TETBR280OY—NABBITBHICOOEBY—NEtY FPYVILET, UTOREA
W TIOVE 1 —RICEBEY2—IEAVRAR=ILLTLIZS W, Expressb800/
FW300Z7zlgFW500% £ 2 18AEL . BBY—NEL THESEDZEETRETT,

AXV—FT 4 T RFT A Windows NT 4.0 Server(SP6a).,
Windows 2000 Server(SP1. SP2., SP3. SP4),
Windows 2000 Advanced Server(SP1. SP2. SP3,
SP4), Windows 2003 Server,
Solaris8 / UltraSPARC (32-bit, 64-bit).
Solaris9 / UltraSPARC (64-bit).
RedHat Linux 7.0 (kernel version 2.2.16, 2.2.17. 2.2.19)
RedHat Linux 7.2 (kernel version 2.4.9-31)
RedHat Linux 7.3 (kernel version 2.4.18-5, 2.4.18-27,

2.4.20)
Windows or Linux
TAROBE: 300MBLAE
XEY: 128VMBLAE
Solaris
TAROBE: 300MBLAE
XEY: 128VMBLAE

* F5ClE. 2004FE3RBEDIBHRTT . SED/NYF U —RICKUEBICTRDTRMND
UEd,
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FireWall-1 &85 —/\0D:%

Express5800/FW300& 1c(dFFWE00 & BB Y —NE L TEHES BB I5EDREN TT . U
TOFIRICHE > TREZT> TS,

1. MABAT 4 ROICLBREZTT Do

SED[M MIEARERT 1 ROICLBDREIZERL  NPRTEEERLS APV FOHEE
fToT<LIEE L,

O E=H

[THAEARERT « AT DIER - [EBANEBOREIICHENT, [U—/\5 1 T]IF[EEY—
NIEF Ty IZELTLIEEL,

2. EXBEYV—WICLBDBREXTDo
wOE=

BEDR.YATLDEY b7 v ] - [BERBEY—IVICKDEREIZSRL. EBU—/INEL
CTHERAITDIREODDBREEITOTLK TV, Y= RKHY A1 TODRETHE.
[2. ManagementServer|EBH—/\ICHE>TWVWB T EEERLTLEEL,

# fwsetup

)

Firewall Server configuration tool Ver.2.4-2

server type

1. Firewall

2. Management Server
select NUMDET [2] srrrrrrarammmirisrrrrms i sk 51

# shutdown -r now

3. RERTHR. BEHID,
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FireWal- 1818y a—)boa>J 4«0 0b—3y

BBEY2—VEERY—/INAVR =)L ET, MTOFIRTIY D40 —Y30%
ToTLIEE Ve HPDEODRETBDEEICDOVTIE, IBED[2. YRTLDEY hFP Y
7 - [FrewWall- 103> 24—y 3> 1#B8RL TIEE 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' T£O CONLINUE. .. contesstsscssensstsssrssssssssesssssssssssissssssssssssssssssssssssiessssssssssssssisssssassssssenssssssnsnhisnns @

Do you accept all the terms of this license agreement (y/mn) ? ¥y oo, ()

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

Enter your selection (1-2/a-abort) [1]: 1 s @

Select installation type:

=]
it
B
Jlif,
2
A
T

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (1-2/a-abort) [1] : 2 sevssssessesscsssssesmemmemmemmemmenemesmssmemeasassrssrsssassassasfasnaas @

@ FireWal-1BBEY 2 —)bDIV 740 —Y3 V% T B,

@ EAFHICERLICESE<Y>F—%8T,

® AVRAF—VTBEHREERTS,
SALVRCEDETHRBZRERL . 1V =L &ET,

@ AVRAF=VTBEI2—-IEFERT S,
“EEADBERI2JABRL . AV R E=ULET,
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Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.
(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 2 s

Please specify the SmartCenter type you are about to install:

(1) Enterprise/Pro Primary SmartCenter.
(2) Enterprise/Pro Secondary SmartCenter.

Enter your selection (1—2/a—abort) [1] : 1 eveevssssssmssmmmnnns
This program will guide you through several steps where you

will define your SVN Foundation configuration.

At any later time, you can reconfigure these parameters by

running cpconfig

(B
*kkkkkxxkk*k**x Installation completed successfully *xx*kkkxxxkk*

Do you wish to start the installed product(s) now? (y/n) [y] ? ¥  sorssssssssseemmeeenns
cpstart: Power-Up self tests passed successfully

(B)
FireWall-1: This is a Management Station. No security policy will be loaded
FireWall-1 started

# SHULAOWIL =T TIOW  terrererssssrarssmararssmsrarssmsrasssmsrssssmsrssssssssssssssssssssssssssssasssssssssssssasssssssssssssassssssassssssasnnsnnns

O AYRE=VTBEI21—)VERIRT B,
2l ®RL . BEEY21—)VAEAVRA=)ULET,
@ AYVRE=VITBEBEI21 VDI TERIRT B,
MMJ&FRL . Primarye L THERBL &9,
@ BREY1—-NVAERESES,
@ BEHBITS.
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FirewallX Dty b7 v 7

FireWal-1Qad>2J« 00— 3y

“EBROBE. DV T4 IV —Y3VFIRNS3EELF—RBELGUE T, HPDER D5
TIBEBICOVLTE. 3BDI2. YRTLDEY P v - [FreWal- 12> 27 1 FL—
Y3V ]EBERLTIZE 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' £O CONLINUE. .. *errsessssmsmnmmmmssssssssssssmmsmssssssssssssssssssssssssssssssssssssssssssssnnssssssssnnsssssnnnnnssnnshassnn ®

Do you accept all the terms of this license agreement (y/n) ? y

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

NS UriSaEcil |

Enter your selection (1-2/a-abort) [1]: 1 e @

Select installation type:

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (l—2/a—abort) [l]: T TP P P PP P T PP PP PPITPPPTPPPPFPRIFPRIPPRRY PRI @

D FireWal-103> 27450 —> 3% 3%,

@ FAFFHBICERLICHBER<Y>F—%#T,

@ AVRE=)VTBHRRZERT D,
SARVRICEDETHREZERL . A1V R =L ET,

@ AVRAF=VTBEI2—IEFERT S,
“EBRDBEIF2)EERL . AR =L E T,
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Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.

(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1—5/a—abort) [1]: T eeeressmssrsssssasssssssssssssssssssssssaasssassannsannssnnnsannrnnssnnnsnnsheanns @
Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ? seeeesfesses @

Would you like to install a Check Point clustering product (CPHA, CPLS or State

Synchronization)? (y/n) [N] ? ¥ serrrrcsssssrimmmmmses s ssssssssss s snssss frssnes @

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your VPN-1 & FireWall-1 configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(ﬁ%)

D AVRE=IVTBEI2—)VERERT B,
[M]J&FRL . 1R E—ILLET,

@ Dynamically Assigned IP Address Modulex 1> X b—=JUF B HEWOELEHHDD
T. <Enter>F—%FRT 5,

@3 Check Point clustering product®- > X b=V B HBEOELELDDDT. <Y>
F—%=#7,
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(ﬁﬁ)

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized

Enter Activation Key: C}
Again Activation Key:

The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboot? (y/n) [y] ? y

M FireWal-1&B Y —/NEFirewalEB TOBEICERTENRD—RFAESREL TS L,
@ &Y%, BRELFT,

=]
it
B
Jlif,
2
A
T
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tTF*a1U5F 1RV Y—DEE

Firewall4# 7Y o FOERK

1. 2680FrewalOA 7Y x5 b &ERT D,

— ViewObjectTree® [CheckPoint] #&4RL . oYV HL £,
[New Check Point] —[Gateway] Z##EiRL 7,

— A7V xH bk Gateway
28] s fws 1, fws2
AE :IP Address [ClEFireWal- 188 —NEBLURY FDO—20DOFRIPF? KL X
ZREL TS0,

— FireWal- 1885 —N\H SFirewal #8BB (2+2 U T4 R V—DHEPYOITERREZE) T
B1-0ICE. FireWall- 188 Y — /)N &FirewallE DR TBEATTOICODRESNVETT,
General X—3 T [Communication..] 22w oL, FreWalk- 1Y 24 0L —> 3 Ve
[CRELICNRD—RFEADLTLIES L,

Check Point Gateway ~ fwsl x|

Check Point Gateway — General Properties

Hame: st

General Properties
- Topology
NAT

Authentication

4 Logs and Masters TP Address: [20224T61 Get address | [ Dynamic Address
Gapacity Cptimization
4 Advanced Comment: |

cobr | N

Check Point Products

Wersion NG with Application Intelligence -] Get Version
Type: Check Point Enterprise/Fro -

WPN

SecureClient Software Distribution Server

The Activation Key that you specify must also be used in the module configuration.
Additional Products:

I~ Wieb Server

Secure Internal Communication

Gommunication.. | DN [ .
Activation Key [

Gonfirm Activation Key [t

Trust state |Uninitialized

oK
Tnitialize |

Glose | Help |
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— TopologyX—ITEeA VAT 1 —RZH/ELE T, [Cet Topology..] 2o ) v oL TEH
BREBLEYT,

Gheck Point Gateway — fws1 |

General Properties Topoloey

+ Topology
NAT TL
Authentication
4 Lngs and Masters Hame | IP Address | Network Mask | IP Addresses beind interface
Cubwaity Optiminat oD 19218811 PEEZEHE0  This Network
Ao SemEATEn cthl 20224761 ZE2EEEN Extemal
etz 1721811 PEEFEEN  This Network
ehd 10218821 MEZEZED  This Network
Add
PN Domain

F

sl J 4

0ok Cancel Help

2. UTDOSRAFTI O b %ERT B,

— ViewObjectTree® [CheckPoint] #&ERL . LUV HL & T,
[New Check Point] —[Gateway Cluster] ##RL &7

— AT7Y 14k Gateway Cluster
2H] : fws_cluster
AR tIP AddressiCE V&2 —=xv FMIOKREIPY FL X ZEBEL TS0,

O—FY I PAT58B6F. —E{LHEEDFHRTE CaroupOICBEFRL o1 V2 —x v MIOREIP
P RUREBEL TIZS0,

Gateway Cluster Properties — fws_cluster x|

General Properties Gateway Gluster Properties — General Properties
Gluster Members

3rd Party Configuration Hame: fws cluster

Synchronization
- Topology IP Addrese: [20224753 Giet address

NAT

futhentication Comment |

- Loes and Masters ol
GCapacity Optimization el I -

Advanced

- fetvanze Oheck Point Products
Version [NG with Application Inteligence =
Type: [Check Foint Enterprise/Pro |

Cluster XL

QK Gance| Help
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3. Cluster MembersX—IT, =
éO

Gateway Gluster Properties — fws_cluster x|
[ General Properties ~ Cluster Members

Gluster Members
3rd Party Gonfiguration

Gateway Cluster members: List
Synchranization

- Topology Mame [ TP Address |
QAE B ws1 20224761
wthentication
1 Logs and Masters (B fws2 0224752

GCapacity Optimization
- Advanced

oK Gancel Help

4, 3rd Party ConfigurationX—T, &EXHERT Do

[Hide Cluster Members’ outgoing traffic behind the Cluster’s IP AddressJiCF v o DM

VWTORBWT E%#SRLF T,

O—FYxP%$3258B8(d. [Load SharingJICF = w o %4fF. OPSEC cluster solution’ s®

FIVORYVORCFIVONMOTORBNT EABERL TIZS0,

Gateway Cluster Properties — fws_cluster x|
[ General Fropertics ~ 3rd Party Configuration

Gluster Members
rd Party Configuration

Synchronization Specify Cluster operating mode:
Topol

e & High Availability
futhentication ¢ Load Sharine

- Loes and Masters 3rd Party Solution OPSEG -
Gapacity Optimization

- fudvanced

See the OPSEG cluster solution’ s manual for the correct settings of these check boxes.

I” Support ngn-sticky connections. See Help for details

[ Hide Cluster Members' outeaing tratfic behind the Cluster's TP Address!

[~ Forward Cluster's incoming traffic to Gluster Members' IP Addresses

oK Gancel Help
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5. SynchronizationX—Y Tty Y3 VEARREZETORY fD—50%ANT B,

ZORY ED=0ICEVTEVLOIROY 3 VIEREHBLE T,

Gateway Cluster Properties ~ fws_cluster

General Froperties

Gluster Members

d Party Gonfiguration
n

- Topology
NAT
Authentication

- Logs and Masters

Gapacity Optimization
- Advanced

Synchronization

[ Use State Synchronization

Synchronization networks:

Netwark Name [ 1P Address | Metwork Mask |

Get fdd.. | |
Make sure the sbove networks are safe
See Help for details

MHame:

Metwork Address:

Met Magk:

x|

Add Synchronization Network

|sync_net

|1 9216320

|255.255.255.D

Ciancel

Help

TopologyX—IJNCTAVE—D I —RADHET Do

PP RFLRICE. RIBIPPZ FLURZREL & T,

O—RFYz7PAIFT55B6E. —EHAEDRE Toroupld, group 1 TEHFLICREBIPZ FL 2%
2TEEL TS0,

Gateway Gluster Properties — fws_cluster
General Properties Topoloey
Cluster Members
rd Party Gonfiguration Giet.
Topology Hame [ P Address | Network Mask | IP Addresses behind interface |
NAT ethll 19216813 2662662560 This Network
authentication ethl 20224753 OEEJE525E0  Extemal
eth? 1721613 2662662560 This Network

% Logs and Masters
Capacity Optimization
+ Advanced

i Edit Retiiove

W Ensble Extended Cluster Anti-Spaofing
(Bupported from NG with Application Intelligence (RSS! and above?
VPN Domain

@

& |

ok Gancel Help
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—E{ERIL—ILDENN

TEAE BRI ICOICE, T/ \BEOREERRBEZRIICODIV—IVZRETS
PDEHBYXT,

1. XZa—®m[Managel—~[Services..] > [New] ZERL . LTFOY—EXRZE&ET D, (BFIE—
BTT, OB TERBOE T A )

A7V H K TCP

ce Properties - clp_tcp

X1 :clp_tcp =

Kk 28001 ereal |
Hame: |c|p_tcp
Comment: |

cobr [
Port: [007 | Get |

To specify a port range, add a hyphen between the
lowest and the highest port numbers, for example 44-55.

W Keep connections open after Policy has been installed

Advanced.. |
ok | wmewn | e |

7Y xH ~UDP

erties - clp_udp
28l :Clo_udp General |
A—k :28002
Hame: |c|p_udp
Comment. |
Calar: I - vl
Port:

Pz gt |

To specify a port range, add a hyphen between the
lowezt and the highest port numbers, for example 44-55.

¥ Keep connections open atter Policy has been installed

ﬁdvanced.... |
ok | st | s

wOE=H

LEER— FMESREARREY —IVICHITIEEEDR— MESTY . —E(LIEEDRE TIR—
FESZEEEIIHEEREZOREICEDETY—ERDEREZE{T> TS,

2. LROTEBEROIN—I%BNT S,

B8 REE

Source: fws1. fws2
Destination:  fws2. fws1
Service: clp_tcp. clp_udp
Action: accept
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wOEEH
® O—RYI7PEFSBARUTORICERLTLI T,
— tyyaVEABRY NI—SRBUTFERRY RO—2ELTLREE,

— RYBRNI—=UDEERELT. UTOLSIBEEEDHDEELFDFT, L. TORY b~
J—U%EFFireWall-1 [CHIF2F TV U NEZEDHTHD ., KDY NT—U18
BRI 2BDTlIEEDFER .

(F&lX. 192.168.1.1~192.168.1.127%fws 1 ZfEMH. 192.168.1.128~
192.168.1.254(F. fws2%ZFER L CEIEZ{TSHBEDHITY . )

1. VewObjectsTree® [Networks]GZU v o L. [New Network]ZZERU.
UTD200xy NIO—=0F I 10 R EERRULET,

XY RND—=0FTITI M
FII UM% network_1

IP7RLZRA :192.168.1.0
2y VYR 1 255.255.255.128
HideNAT 1 groupOICERUREIP? RU X

*y hO—0FTIxU k2

FTI 1Y M network_2

IP7RLZA :192.168.1.128

2y VYR 1 255.255.255.128

HideNAT rgroup 1 ICERULEIREIPZ RU A

2. 192.168.1.1~192.168.1.127DAERR A k&, groupOIcEER U iciRZ8IP
7 RURICHideNATENE T,
192.168.1.128~192.168.1.254DAERK R hME. group 1 ICESRU R
IP7 RURICHiIdeNATENE T,
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—E(LHERESIA

“EEEA BRI B oOICE. BRESIBEEL T, (Policy) - (Global Properties] - [NAT -
Network address translation]& ¥l Automatic ARP configurationDF v & %459
NWENBYFT,

FIvoEHT
x|
[E FasWalll | NAT - Network Address Translation
NAT - Network Address 1
Futhenticatian Automatic NAT rules —
= VPH-1 Fro :
VPN et 7 Allow bi-diectional NAT o mare details sse hel)
o Pemte Pocess [V Translate destination on client side
LDAF Account Mansgeme
SmartMsp [ iamarE BEF Eonilgiratian
Wanagement High Availab
GanvactGortral Manual NAT rules
CSE - Open Seourity Bt 5 Tyansiete destination on client side
Stateful Inspection
[ Log and lert IP Posl HAT

SmartDashboard customiz
[ Enable IP Bool NAT for SecuRemote/SecureGlient and eateway to ateway connections

= (o8 £
& Hore €
Mon-unique address ranges

All addresses that are not in the list will be considered as unique addresses.

First [P [ LastIP |
10255255255

1000.0
1721600 17231.255255
19218800 192168285255

Al | |

tF2VUFA4RUI—DA VA =)

TFa2 T A RYY—DERD Y LICS, RUY—%AV R = )LLTLIEES W, 280
FirewallC1 >R k==& T,

EFaUTF s RUY—DINwIT7 v T

“EBROBRE. R —I1ERIEFreWal- 1BB Y —NCRESNEITH. BHROY R ~
PORRICIE. BBY—NEFrewal&KEDO@ADNY O PV T TF—ANRRBERUYE T, B
BH—/N& L TExpressb800/FWI00 &F 1o [FFWE00 &AL TOSBIBEICIE. 3ZDM4. &
F2UTFTARIVY—ONVHPYTIOATY RICEBI NV OPYTAEBRBL TS0,
FireWall- 1JE\\J“J—)I/O)/\“\‘/'j?‘yjH;fc‘:I:_]U’C“@O

MDY —NZBAL TOBBREICE. ZBIZ 77 MIVONYOPYITHFRBERY &
To WUTFDZ 71U, Windows¥ > V= BRLICHBED—HTI, 1Y =T
ORVICE>TEBYFTOTEEL TSIES WG )

1. MFOTALORUBETOIRNTDOT 7

C:¥WINNT¥FW 1¥R55%conf

C:¥WINNT¥FW 1¥R55¥database

C:¥WINNT¥FW 1¥R55¥lib

C:¥Program Files¥CheckPoint¥CPShared¥R55%conf¥sic_cert.p 12

2. HKEY_LOCAL_MACHINE¥SOF TWARE¥CheckPoint¥SIC

LYZRRIIFqA2%BE, LR2OUVIRNIVY =D »AJUICESEL . NvoOTFvIT%EL
T<1iZEso

w0 tFrUF—RUY—OREOHALCBVNTERL TVIERS X— T,
FireWall-1DFeaturePack|C &> TERFDBZEHHDFT,
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—SE(bHEED:E

TEIHBEDRETEERBL T REFEAREY —IVHHSTOWE T, @Frewal T2
<BULREZT>TIILEE W,
THEBEORTREBD LOENENORIBRBREIUTOESYTT,

® /\—hE— MXEEB
N—hkE—FOXEER M) ZI8EL £ 7.
® /\—hE—rFALT7D MEE

N—FE—=FD&FEBL TIBFFirewallB’ XDV LI EERHT 2 & TORRE(W) =BEL &
To N—hrE—hFEEERIVXREVEZEBEL TIIZS W,

® FirewallfCE){F 55

HENFICABFFrewall DiCENFE /56 HE KB (W) 2 8EL 9. N—hE—F%&
1 LBEIYREVEBZEEL TIIZS W,

o NELEEATCPKR— &S
BOFirewal @ TBIEZFTDIZODTCPOR— FESEILEL FJ,
o NELEEAUDPK— &S
BOFirewalE TBIEZTOI-ODUDPDOAR— FESEIBEL T o
® Firewall1DY—/\$#
MR FBRFFAONFEX TIER <, FXAVBEBROICRAIZIBEL TIZE0,
® Firewall2Dt—/\$%
AR FBEFFADNERX TIEB <. FXAVZEBROICREIZIBEL TIZE W,
® FirewalllDAV57xI 7 RUX
BFFirewal BRI BODP FLRERY FYROZANLET,
® Firewall2DA 51X I b7 RLX
BFFirewalz8ERITBIODP FLRERY Y ROZANLET,
o RIEIP7 RLR

“E{tipez AT BIHBE . Frewal\OFP Ot RFRARIEIP? FL X Z AT E
NoYUET,

Y- NEERER VAT I —REBR< AU ET7 T —RIREBIPP FUR%EHREL T
<trEELo

® ESRWRT KLR

ERARELTRESNICIPY FUREDOBENEBRL ITBE . FHERFrewallCD
WA=NDTONET, REEDRERBBISENTEET,

® JOFYARP7 KL

StaticNATHREZ EARTBHEE . MBREP FLURELTERIS P FLR%EE/EL T
ST
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® EMRXKFirewall
EARXROFrewal #IEBEL £9,
e BEFTTAILINYY

BEI TNV O ETONEDDRELE T, BENT TNy H%ZautolcL 125
. BRRYOVE, GHERICEBDSISHOINTOSIRET, EMRHIER (&) 7
&, BENICERRICERZRLET,

Yy PRS2V INA DE

BEAREYV—IVTOREFIEZRL & UTORBIE, REDtY bP VT JTRLUTC
RV D= ESICE > THRALET,

T @
Firewall Server configuration tool Ver.2.4-2

BB s .®
use cluster system? (y/n) [M] ¢ g e ...@
use load share? (y/n) [N]: DN ecccsiiiimmmmssess s ..C)

D BBOZA PV D BFrewall DEASRTEY -V THDfwsetup IV Y F=EHT D,

@ [use cluster systemJDIBE F Tld. <ENTER>F—%ABL THEH . HTERBDAZHERT
%o

@ —EHAEAER TS, <Y>F—4%8T,
® O—RYz7DORBWL (use load share?) IC[YITBEAD 00— RY T POHFEN BB =N

Do

ZITR RY BREYNADERE=ZITTODT, <N>F—%#BL I T,
---- START CLUSTERPRO configuration ----------------
CLUSTERPRO Configuration Tool Ver 1.0-4
---- cluster configuration -------------------------
Input HB interval (0 - 999) [0] @ iccirsssrsssissssrsssssismsssss s "<>
Input HB timeout (1 - 999) [1] :  seeresssssssssssmssmmmmmmmt @
e L T R T TN 1= T — .®
Input API TCP pPOTt NUMDETY [2800L] : rreerercrcerercscsrescsssressassseseusssesessssssasssessassssssasssessassses L. @
Input HB UDP port number [28002] : .iiicsssrsssssrrsssssrrsmsmmmmsssmmmmssssmmmsssmmmssssmmmssssmmnssssssnssssnes . ®
Input serverl NOSt Name : FWSL s .®
Input server2 host name : fWS2 HCD

® N—htE—hxEBRH#) ZANHTS.
@ N=bE—brEALPDOBER) ZANTS.
@ EEFFICBFFrewal DL ZFE5EHEBHE ) 2 ANT S,
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® RABBEARDTCPA— FESHEANT S,
® RBBERDUDPAR—FESZANT S,
® Firewall1OH—NBOURR bR) ZRET o
RRFBEFFQONFEX TIE <. FXAYVR2%BROICRBEIZEBEL TIIES W,
@ Frrewall2DH—NEURR bR) ZRET Do
AR FBEFEFQONFER TIE <. FXAYV2%BROCRBIZEEL TS0,

---- server configuration -------------------"-------—-

Input fwsl interconnect address *strrreresreress s aah s s e @
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Input fws2 interconnect address
address (1) : 192.168.2.2
netmask (1) : 255.255.255.0
address (2) :
No. address/netmask

1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BARFrewalDFrewal @EHAEAT LR (422 0%5 FP RLR) XY FX 2%
ANT 5o
AV 2IRH b P RURS16B% TRETHETT,
BERIC—BERRLET,
—BNSRENBOBI. BLOEE. Kt —BOBRREF—AND SRIETES

T
<A>F— + <Enter>F—: (YRR P FLUR7%zBI0L &
T

M>F—[EETE—BDOBES l+<Enter>F—:  BELICBESDREEEEL I,
<D>F—+[HIBF T2 —EBEDES J+<Enter>F—:  BELICESDREZHPRL £,
<L>F—+<Enter>+—: —8BxBERRLET,
<Enter>F—: ROBENRFVILET,

@ fHgRFirewalDFirewalBERBP FLUR (A A2 IRO FFP RLR) ERY FYRO%
ANT B,
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---- group configuration ---------------"-"---------—--——-

No. name
1 group0

---- group fip configuration -----------------------~-~--~-—-

Input FIP addr eSS o re s res s snsamassassassnsssesnes sttt sttt tassassasnasnasrassassassassassassansfonnsnnsnns ®
address (1) : 202.247.5.3

)
netmask (1) : 255.255.255.0
address(2) : 172.16.1.3
netmask (2) : 255.255.255.0
address(3) : 192.168.1.3
netmask (3) : 255.255.255.0

address (4) :

No. address
1 202.247.5.3/255.255.255.0
2 172.168.1.3/255.255.255.0
3 192.168.1.3/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REIPP FLRX%ZEANT Do

RBIP? RL X ($8B% TRETHETT .
RERIC—BAERRLFIITDT, ¥R, Fold. BFEL C<Enter>F—TEHF T,

!- TEREE AT 3 EE. Y —NADT It XE, BEUREIPT KL X & EET 2 REY

HNEF,

Y—NEERER 271 —ALUADEA 2T 1 —AARBIP7 KL X EHELTLE
Sy,
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---- group0 ipw configuration ---------------------"————-

Input IPW address s s e @

address (1) : 202.247.5.xxx [202.247.5.xxx
address (2) :
No. address

1 202.247.5.xxx |202.247.5.XXX

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BER/RIBIPPEFLRZANT S,

TR > TEBDIPP FLRZEANTBHIENTEE T, XDHEIE. BELICEIP
PRUREDBENFBLISBEICV-—REBEQRUE T,

ERIBIPP FLURIIBEE TREIRET T, 2L, TUTRYSIPP RFLRIF2E
TIDOIPP FLRELTHDY L ET,

BREBC—EBAERRLEITIDT, R, F/2ld. BHEL T<Enter>F—TEHF T,
!E BERMRELTHRESNAEIPTRLAEDRENFIELABE. BRI —NICT ML
FT—NPIFbhEd,

<ERTEHI>

® 202.2475254£192.168.1.254MEBE 5N ERENRBRLICBSICTO T 1IVA—
NETOTCOBFE,

No. address

1 202.247.5.254
2 192.168.1.264

® 2022475254&192.168.1.254DN A EBENEBLICBSICT7 T MIVA—N%
TOICOBE,

No. address
1 202.247.5.254 1 192.168.1.254

® 20224755&202.2475. 2540075 EBEHNEMLIZHBED . 192.168.1.2564&
BENFRLISBEICT TNV F—NZTOICOES

No. address

1 202.24'7.5.51202.247.6.254
2 192.168.1.264
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---- group0 proxy arp configuration -----------------~-~------——-———-

Input proxy AAAT @SS *rerrrrr A R n sk C)
address (1) : 202.247.5.4
address (2)

No. address
1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D RETBTOFV P FLURZEBET B,

TOFYARPP RURZANLE T, TOFVARPF FL R(F256{8% THRETEET
ED

BREBIC—EAERRLEITIDT., #R. F/2lE. BEL T<Enter>F—TEHF T,

7O%ARP7 KL ZXTIE, BERY —/NCTStaticNAT 21T Y58 OARAIP7 KL X &
BV ET, StaticNATCARBTBIP7 RLXETARTESRLTCEEL,

---- groupO resource configuration -----------------------~---
Input primary server hostname (fwsl, fws2) [fWS1l] : e ©)
Input failback policy(l:auto, 2:manual) [manual] : s, C)

---- END CLUSTERPRO configuration -----------------

BB

O BRRY—NZANT D,
@ BB AIWNYOETOIDNEDHANTBo

wO Litos&EERfws]. fws2TRUEREICLTLREL,

LTEDOREREL . KEZBREBSEIXLENDYE T UTOIYY FEANLTCE
Lo

# shutdown -r now

122



=Ry FDO—OEIRDER

AV ESRY FEDMZICBERT B R Y FDO—OHBICDOTIE. T4 M— FDRE
ELTH-NERELIENENORY FDO—=ODREBIPZ FLR(AY hS 3y B
192.168.1.3. DMZAI: 172.16.1.3) #8EIT B L DIcL TIZE W,

[2Z] NATOcSDIV—F 12T 5—T )b

Firewall D _&E/EEICHAWNT., DMZEYO—hIvxRY FAROY =D FL X %=EBIIC
NAT(PRLREBR)L., 1VB—3Y FEICABITEHRE. V—FTa Vo975 &
ProxyARPT =7V DHREZBIFETOMHEN DY F T,

BELT, MTFORY FO—OBROBE . DEBRBWWW/FTPY—NA#ZETEIRR &
TB5E. UFRDEDBI—T 1 0T —T U EProxyARP T — 7 )V DEEE %= Firewall N7 24
BHHYFET,

P 202.247.5.127
! ' (NATROIPZ FL R)

RIBIPF7 LR
202.247.5.126
Firewall Q Q
e e
g1 o] =k o]
e = e
RABIPP KL R
172.161.126

D NEAWWW/FTPH—N
172.16.1.2

destination 202.247.5.127
netmask 255.255.2565.255
gateway 172.16.1.2

EmEDOP KL R %&destination. EERO 7 FL X &gatewaylcIBEL TIZ= 0o
fwsetupdstatic routingDIBE THRETD N TEF T,
ProxyARPDIEEICDWTIE. B —E L#EEDFHTEIESRBL T2,
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O— R TT7DEE

ATFDRY D=1z flICL TRBL E T,
FIE. Ay FREVUNADREZERL . [FirewalDty bPwvTFIE[EF2 U T RY

Y—OREETH>TIIZE 0o

Firewall1
AR 2

AR —xv MIRIPP FLX:

DMZRIZEIPT FL R:

1Y bZxY MIEIPP FLR:

Firewal E@ERIPP FL X:
Firewall2
KRR B2

AR —xv MIRIPP FLX:

DMZBIEIPT FL X:

1V ESxRY MIEIPP FLXR:

Firewall@®@ERBIP7 FL X:
{RZ8IP7 KL X (groupOfl)

AV B—Fy A
DMZ8l:
YRS RY R

{RA8IP7” KL R (group 1)

A m—Fy A
DMZ8l:
1Y kSR R

70O+ ARP7 KL A (groupOfll)

Oz e N

O+ ARP7 KL A (group1il)

A R—xv S
EEAY—N

KRR B2
P77 FLXR:

GUIZS 147> hAPC
P7 FLX&:

fws 1
202.247.5.1/255.255.255.0
172.16.1.1/255.255.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws2
202.247.5.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

202.247.5.3
172.16.1.3
192.168.1.3

202.247.5.4
172.16.1.4
192.168.1.4

202.24755

202.2475.6

firewall_mgr
192.168.1.4/255.255.255.0

192.168.1.6/265.255.255.0
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AR —3v FAILAN

1Y k> %y MALAN

202.2475.1  192.168.1.1

92.168.1.3

‘/‘.\

——
(-Fimemet]) — B -
< =z
202.247.5.0/255.255.255.0

- gy — N
202247658> e
E%ﬁ;: 192.168.1.5
19216820 |
Ce
ERA-T
HALAN VL
192.1682.0/ ,
2562562650 | *77HIH
192.1682.2 192.168.1.6
(202.24753> 172.168.12\ | <192.168.13
QRAUTED> [ LWZ 7 |\ JRTBIES
202.247.5.2 LEH= =Y | A
172.16.1.2 <q72.16.1.47> #ARLANA
DMZ LAN
172.16.1.0/256.256.256.0
AEFAWWW/FTPREA

192.168.1.0/255.255.255.0

BRBOSAFYH
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RIC [TEEDFEIZTOET,

CZTlE, O—FRY P OAEABMICL Taroup0&group 1ICBEETOE T,

( \
B EWSE@UEUD avrrecesrrecsserennssrrensssrennsssrssssssrnssssssnssssssnssssssssssesnssssssnsssssnnsssssnnsssssnsssssnnssssnnnssssnnnsssnnnns
Firewall Server configuration tool Ver.2.4-2

CH
use Cll‘lster System? (y/n) [n] B2 e L L L el
use load Share? (Y/N) [N] 1 ¥ cuccccceocoesosesesessssssesssssassessssssssssssssssssssssssssssssssssnssssssnsas
B
---- g;oup configuration -------------------~-~--~-~-—-~-~-—-
No. name
1 groupO0
2 groupl
---- group0 fip configuration ---------------------~-~---
(ﬁg) .........................................................................................................
- g£oup0 property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl]
Input failback policy(l:auto, 2:manual) [manual]
B
---- g%oupl fip configuration ---------------"---"--~-----
2 2
---- g%oupl property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl] : fWS2 s,
Input failback policy(l:auto, 2:manual) [manual]
B
Please.reboot the system.
H# SRULAOWIL ~T TIOW  sressssssssrssssssssssssssmsmsssssssssssmsmsssssssssssssmssssssssssssstsssssssssssssmmstsssssssssssmsmsssnsnnns
\ J

O BEBOSA PV D BFrewal DEARBREY — IV Thdfwsetup INY Y R % IEEIT B,

@ [use cluster system? JOFREE TlE. <Enter>F—%3BL TEHAF T,
CCTlE. —EMtpE AT D TY>F—%28BL & T,

@ B—FRYzPAETODT, <Y>F—%87,

@ groupOICBB I BR/EET Do
JEBBICOOTIE. [V FREVNADHREIABRBRL TS,
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® group 1ICE8TBREZIT Do

HREBBICDWTIE., [RY FREAVUNADEREIZERL TIZS W,
® groupllCHBHFB T4 U EANT B,

CCTlE. group0D T S+ % USRE & EDFirewal 258 EL T IZE 0,
@ Firewal &&= Bi2E T 5,

wO ©® JOFYARPT RUADFREICHTeroupO&groupl Tldk. E—IP7 RLUADER
ITEFBh. BHBIPP RUREBELTLREL,

o IEEDEEElFfws]. fws2TRUREICLTLREE L,

=Ry FDO—IERRDER

AV ESRY MIBETERY bD—O#BDOT 74 U Bb— IR UTFOREIPP FL
REHREL TIZE 0,

® FIROATY L bnetwork_1ICEZELIZRY FD—2(IZBL TWOSB#SS(CIdgroup0lc
BELICAY FSRY MIOREBIPY FL X,

® FIROATY L bnetwork 2ICEELTIZRY FD—SIZBL TWOSB#SS(CIdgroup 1(C
BELICAY FSRY MIOREBIPY FL X,
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Z H

“ELBROERICOVTHAL T,

[ESFEROXM

BRAZT-—NCBOWTEEZRELISBEICE, 7T AVA—NDREL ., HERT—/IN
EBRMIUBDLYE T, XOBRICEARRTEY — IV TEEL ICBBEDE-mail” KL RFBIC
A—VHEEENE T,

® FOULREEDX Yy E—Y

Subject: WARNING: [groupO] is downed

! 'WARNING!!
[group0] is not active on Firewall (fwsl.nec.co.jp[202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JIAIAF—I\LIc&ZEDXYE—Y

Subject: NOTICE: [groupO0] chnges to the active firewall

' INOTICE! !

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

wO FUVLEERDRY NI—SDBEBELGEDEE. FUY URETDR Y E—IhY—
JRICHEL. BEERRICHESNBTENBDFT, Xy t—IEBELLSHTEO
FERAERRT B LS ICLTIRE,

AX— )75 1 BExpressb5800/FWS00DIRREEH#ESRL . ¥ R T A0 (syslog) 57 =
AWF—NDRELICERZHERL . DB ZT>TLIES0e XV E—IRE, 340
FEHFMT88C —EEMAED O T XA v =Y A ERL TIZE W,

® EEWRIPY FUREDBERER. H20L(E. FireWal- 17O EEAHEEL . FHR
Firewall[ZEREASISHOISHRE . IR, O —NETOEEOENNESSND LD
ICBUET. ¥DFirewall "EHDRESREHN EDHE. [clpstat -s]1dD
[STARTING] CHRTEE I,
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® EMXFrewal EBIESRED & FHERFrewall TEHZZXTL TLSHE . FHEXR
Firewal CEERARIP? FL R EMDBEGER. 3 W (EFreWal- 170 EROHELEL
TH . FHZFirewallh 5EBZRFirewall \[ZEBHSI=HHNT, SI=H=FHER
Firewal CEEDIEITSNE T, BL . ERDFHICEOTEREDA VA2 —IRO LD
BENEBRLICBEICEOTIFIIDRY TELL., EBESKRETH> TELERR
Firewall CEBHIETINE T, EEETRER . ROFIBICKLYBRSNE T,

[BSRMRIPT R R &EDEERIEDFREDIZS]
- ERAERIPP RLREOBEER
- Clpgrpad~Y Y RICk > TEBALE
- FirewalBic&)

[FireWall-1 7O R EEHEE LEES]

- ClogrpI¥ Y FIC &> TEHABE
- FirewalBic&)
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ARV RUTPLIRA
KRR, BRR. MEROPUBARERIYY FEFEAL TITLET,
BHRERT
BEODRE, REABZHERIDICEIUTOIVY FEERTLET,
clpstat -s [-h host_name]
-n

-i [-h host name]

RE, REBRORRZTVET,

FTvav)

SELESIEGL .. BBREZRRL & T,
AVRIRO YV T ZRRLET,
BRBRELZEXZRLE T,
BEARY—N\B, 8ERBLDOHBE. IV FETT—/\DINRES
UEd,

* gerverQ : fwsl 1.0-1.4 sesesesarsnnsferasnseranansainsasanasansnsarasananas ()
serverl : fwS2 sssmmmmmnmmnnnsssssssssssssssssssssssssssssrsssssssssssssssssssassas sk asssssnssnssnssesssnr s s s s s nnananaan @
server(0 serverl

SERVER STATUS ................... ONLINE ONLINE ===
GROUPO STATUS ..........iiiinn.. ONLINE OFFLINE ---

POLICY lst 2nd sermeee
STARTING .. ...iiiiiiiinnnn.. ALLOW DENY =sereeeee
<A> groupO-ipw0 ONLINE ONLINE -

192.168.1.254 ---------------------------------------------------------------------
<U> group0-fip0

202.247.5.3/255.255.255.0
<U> group0-parp0 w

202 .247 .5.5 areeressnsssssssssreesnsnssssassrermnnnnsssssaneennnnnsssssasesnennnnnnss
<U> group0O-execO

S: /opt/necfws/bin/ckcstat

E: /opt/necfws/bin/ckcstat
<U> groupO-execl ONLINE OFFLINE

W: /opt/necfws/bin/ckfwalive

E: /opt/necfws/bin/ckfwalive -k

w-O O—RYI7BCIE. GROUPODIERICS|ZHEGROUP 1 DEHRIRTEINE T,
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clpstat -sDFIERICDWLT

O ¥—NB8(168) IPWU Y —XE&/P R R

@ ¥—NgE@es8) © FIPYY—XOREE

@ H—/NDIREE ¥ IPWYU Y —X&EB#k
ONLINE : N—FE—FDRESNTUS M FIPUYV—RBEP RLR/%RvW FY R
OFFLINE : \—rE—=FPREINTULERN @ PARPUY—Mifke

@ 2 )—T DIREE % IPW Y —X Bk
ONLINE CER @ PARPYY—XBEF RL X
OFFLINE SBLE @ EXECY YV —DIkEE
ERROR 25 X IPWDY—XEE#H
UNKNOWN K83 1) EXECY Y — R 2B/ $ R

® ZzAIA=NRI> S - EEEAL

® 2I—TEEDsFal/ZIE W : B8 U
ALLOW S| @ EXECY Y —REBIEBEETTIVR
DENY CEE

UNKNOWN =
@ IPWD Y —XDicEhfER] & IRRE

<A> C Y —N\2H)
<U> D BY—)\icED
ONLINE (BB
OFFLINE 21k
ERROR 25

UNKNOWN =
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# clpstat -i

CLUSTER
STARTUP

WAIT timeout
HB port

HB interval
HB timeout
API port

API timeout
LOG port
ping timeout
RECOVER
RETRY count

24001

3 erneens

SERVERO fwsl
INTERCONNECTO
INTERCONNECT1

SERVER1 fws2
INTERCONNECTO
INTERCONNECT1

GROUPO
START
FAILBACK
ENVIRONMENT
RECOVER
RETRY count
FAILOVER policy

groupO0

IPWO
TYPE
POLLING address
RECOVER
RETRY count

group0-ipw0

FIPO
TYPE
ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

group0-fip0

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

<RN—ITHH<>

X T e e P T e LT T T ET RV LV LT ETPET TRV LY

RESTART *rreereseresssnsnsasaranaransnsnsasasansssnsnsnsasasasanans

ST e T e T e e P PP T T PET O PR PR P ET

192.
192.

192.
192.

MANUAL
ACT_NORMAL
IGNORE ‘'
0/0
0:

group0-parp0

255.
255.

168.
168.

.1/255.255.

.1/255.255. 0

168.
168.

.2/255.
.2/255.

255.
255.

255.
255.

fwsl 1:fwg2 rmewreeees

ASR *erereresssssnanananansan .

192.168.1.254 =
FAILOVER
2/2

USR
202.247.5.3/255.255.255.0 e
ethO0:1

QR ertrrree s

202.247.5.5
00:A0:34:1A:4C:D3
etho
0 -
T e e T T PP TP P P PP TP PP PP PP
RETRY ssussssssssssnssnsssnssnnsnnnnnnnnnsnnnnnnnnnnnns
5/5

9ERER REeERe8

5080 90 BRBROB B

50060 EEEORO

eB®
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EXECO : group0-eXecC( s,
TYPE . USR --------------------------

ACT path : /opt/necfws/bin/ckcstat =
DEACT path : /opt/necfws/bin/ckecstat
POLLING P (o T,
PID : 21623

RECOVER : STOP ..

RETRY count 2 0/0 servesssesssersserennnn.

EXEC1l : groupO-execl
TYPE : USR
ACT path

DEACT path

POLLING : YES

PID : 21625
RECOVER : FAILOVER
RETRY count : 2/2

: /opt/necfws/bin/ckfwalive
: /opt/necfws/bin/ckfwalive -k

BOOEE®ES

w-O O—RYI7EICIE. GROUPODEIRICS|EHEGROUP 1 DERIRRENE T,

clpstat -IDRIERICDNT

@ CLUSTERPRO AE DO#2&hssk
YES : BEECED
NO C FEDICE)

@ EEFEEHLTEFB(I)

® N—+FE—FZER UDP R— +BS

@ N—+E— R EERBE)

® N—FrE=FRALTD )

® APIFEB TCP R—+&ES

@ APIRA LT )

QR — +BES

® pingd~YY REA LT D)

® YHhNUTE

RESTART : CLUSTERPRO AEH#H)
STOP : CLUSTERPRO AEfZ1E
HALT 0SSy vy RADY
REBOOT :0SYU 77—k
UNKNOWN NG

O Yr>7O0%

® 4—NB(1886)

® AVRIROEFPERUR
@ H—NB2E8)

® A>VRIXOEPEFUR
TIW—T75

O ZI—TEhA%k
AUTO =E)
MANUAL CFE
UNKNOWN NCE

T AN HE
AUTO =L
MANUAL S FE
UNKNOWN NI

RIBEZHK

ACT_NORMAL I EBIREE)
ACT_FAILOVER 2z AIA =N
DEACT_NORMAL EBRELE
DEACT_ILLEGAL CEBRIE
@ ZI—TYJANYAE
IGNORE D ER
RETRY : FiCED
STOP Sf21E
FAILOVER s 1V e A
UNKNOWN NG
@ YUr>1O%
@ BRERY—NZ FHERY—NZ
@ IPWUY—23Z
@ EkEn1T
ASR CEReE vV —X
USR BieE V-2

@ IPWYY—RE\|RRT FLX
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@ IPWYY—2YUANYUFE PARPP FL/ R
IGNORE D ER MACP FL X
RETRY  Bic#® PARPA VA7 1—X
STOP Rl pingDI%
FAILOVER s e 1V e A @ arpO
UNKNOWN HN:E PARPY Y —X U AN FAE
@ YV hr>10% ¥ IPWU Y —X & E#
@ FIPUY—2F USO8
@ kEN1T @® EXECUY—2RE
¥ IPWU Y —X & @t wE R AT
FIP? FL R ¥ IPWU Y —X & E#
@ FIPr>A5—21—2X @ EXECY V—R2ENFRIT/\R
@ pingd% EXECY Y —REBIEFRIT/INR
@ arp@¥ EXECY YV —REBRTE
G FIPUY—XYU NN AE * IPWY Y —X & Bk
x IPWU Y —XE@EHKR & EXECY Y—XRTO+EXRID
® Ur>1O0% 6) EXECUY—XYU KN AE
@® PARPUY—2% ¥ IPWU Y —XR&EH
@ wss17 ® Ur>AO0%
¥ IPWY Y —X & Bk
# clpstat -n
===========  INTERCONNECT INFORMATION =============
SeYVer() : FWS1 seesesesarssssrssasasasassssssasasasasasassssssasasssasasassasnsasnsasasanshonsssasasasanassasasasasasasansnsasnsanns
SEYVEY]l : TWS2 sesssesscrcrsssaratasasasarsmsssarasasasanatsnsssasasasasasassnsssasasssssdesssssasasasasanassssssasssasasanansnsnss
[On server(Q : ONLINE] -------------------------------------------------------------------------------------------------------
address serverO serverl
192.168.1.1 OK QK rrereresessssssesssssssssnsnnnnnn e
192.168.2.1 OK QK *weresesssssssssssssssssssnnnnnnnnn e
[on serverl ONLINE] .........................................................................................................
address server0 serverl
192.168.1.2 OK OK
192.168.2.2 OK OK

clpstat -nOFIERICDLT

O H—NLB(188)

@ H—N\82s8)

@ —N1EE)RT—HR

@ TS5AXVAVRIRO P RUR/RT—RR
® LHhYBIAVRIRO P RUR/RAT—RR
® P—NCEE)RT—HR
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ERR/FERDIIDEZR - EFHDIEE)/FLE

BRR/FSHEROUE Y, XBORS/BLEZTOHE. MTOIVY FZERTLET,

clpgrp -s [-h host name] [-g group name]
-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FBORE/RIEEEREZTOE T,

FTvav)

T EBOREBZTOE T, ITICERESNTOILY . OT—/NTES)
LTOBBEICIFEBL T,

L SR FHEORLEZETOE T, ITITRESNTORZY . DY —/NTicE
SNTOLBHBEICIFERL T,

e LI FBORTI—NZPUBAI T, EBEDEESBL OB T—NRITE
TIBRENDYET,

-h host_name........... BIERRY —NRTT, BEBLDRE. IV FETY—NAHDEHR
ERUET, -m AT 3 VIEERICIE, ERBEIT Y —/N\OEKEHF

5%,

-g group_name ....... BERFIIN—T%EIL T, BELBLDEHEE., &9 NV—THR%

ERRYUET,

135

NS UriSaEcil |



—H{kiEmosgty h7PvD

“HIBROBEDE LY b PV TICDOOTRAL T,
ROFIRICHE > THAVRAE—LL & T,

e FTEH—)\
Express5800/FW300 & 7-[3FWH00 A2 BB H—/NICL TOBIBEDFreWall- 1E1BH—
NOBAYVAR=JUICDNWTERBEL £,
1. BBOBAVA L=V -THEEY FPVvT IOFIE?Z THETD0

2. AZ50[FireWal-18BY—N\Dty b7v 7] [FireWal-18BEY 2 —)bOIV 745 —
Y3V &I,

3. 3SBEO[BAVR =)V -TBEY FPVvT JOFIEIZTL, BBY—/N\NvoHPv TR
FPTB.

® FirewallZ&{&
Firewall&={&kDB 1V X F—UFFEICDOTERBL £,

1. BBOMBAVYR =] -TBRY b PV T IOFIE?7&E TZT D0

2. 4BD[FireWall&{fEkDtw b P v | -[FireWal-10 3>y 74 0L —Y 3> %175,

® TFaUFARYUY—ZEALVA =)V

tF2UTARIY—DBA VA F=VICDVTRALFT,

1. SmartDashboardh 588 H—/\\£#EL . Firewal- 1885 —/N\EFreWal &k & DO@BEA 1T
DICODREETT Do
FireWall- 188 % —/N&FireWalld& ik & DBEZTOICHODREICDOVTIF, 420+
TARYY—DFE] - [FireWalA 7Y o FOERR I E#BRL TIZS 0,

2. FireWall&xfEN L+ a2 U T4 RUY—%A VR b=V T D,

3. BA%Firewall, FRFrewalDIBTHEEH TS,
O— Ry P#Ee%BAL TOWRIBEE. BieeDIBBIEBRDY Ft A
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A= - HIPRSRIR

Frewal&&AREBU ERETY, &fo, A EVREFELI—YF—BDEDEXNEN
DEIPP FURTBFEITDILEN DY I T,

B8 MUY OB, RN TOIcy Y sV IenNaBEe N bUE T,
TTAIWF—NDEELICHEE, KERYY 3V EEDONETREEN DY T,

BEIZ I ANV ODRESNTODHRE ., ERRY—/\Bice®. SFBNICERR
P—N\TEEDRBSNE T, BBT T MUNYIODRESNTORBVEEF ., R
P—NTEBIERESNICEXIIRY . BRART—NOADFHIREICSY T GEA
R HERDYER) , BRARY—NICEBEZNUBASHEIEIVY FClpgrp-m) &Y
P—NOPUBAZRTITILEDDYET,

R TERNRIP? FLREDBEFRBHIFELEL TLEHE. ERRTYV—RES
DREL THHER T —NITEBRSISMOINE EA. 112U, ZOBETHIVYV R
(Clpgrp-m) ICKYUEBRIT Y —NZDUBA S EIETRET T,
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