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“HILBEE TIEFirewall2B8DIEIHICEBEBBY —N\HDNRBERUF T, Expresss5800/
FW300F72(@FW500% £ S 18@AL . BBY—NEL TEaMESE3CEBTEETT,

WEREEY Y-

CEEERTA0CE, Frewal £RATERT S EICHNTHLR Y Y —IHNE
T
Ty b Py TOMICY V- ROFEPREAL TS D,

o FEIP7 FLA(AV&—=vy Mi): 1D
AR —32v MITSIEH<T? FLR T,
AVR—=—2Yy FMIORY bD—HF FURRTREADIP? FLURZREL TZE
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D7 RURIEFirewall &N A V5 71— ICEEEDUTS 7 RUATlIRHD FHE
ho

o REBIP7 RLA((V Sy MM: 1D
AV RSy MITSIESH<? FLRTY,
AU ESRY MIORY bD—0F FUZRATRERDIPP FLUREREL TICS

Lo
ZD7 RLRIFFirewall&FD 1> 5 T 1 —RAICEEEIDHTH7 RUATRGDOFE
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o {RFBIP7 KL X (DMZfil): 1D
DMZTSIEM<T? FLURTT . DMZZEHRIFBRWVREICIFAETT,
DMZD=Y bD—5F FURRTHREBDIP? FLRZFEL TIES W,

ZOD7 RUR([EFirewallXMED 1 5 T 1 —RICEFEEIDHTS7 RURTIRHDIE
huo

® Firewall E&ER7” RUX: 1D
FirewallBDE&ERICHEATS 7 FL X TY,

EARNICIE, Firewal EREARP? FL X EL T, Frrewall&ED 1> &2 T —XICEIUY
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Tty NYD

LATORY FO—501p%MICE > TREEZTOE T,

® Firewall1 GEER)
AR 2

AR —2v MIRIPP FL X:

DMZRIEIPT FL &:

1Y b2y MIRIPP FLR:

Firewal E@ERIP7 FL X:
® Firewall2 (1FR)
KRR k2

AVB—xv MIRIPP FL X:

DMZBIEIPT KL X:

1V ESxRY MIEIPP FLR:

Firewal E@ERIP7 FL X:
o {RAEIP7 RLX

fws1
202.247.5.1/255.255.255.0
172.16.1.1/255.255.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws?2
202.247.5.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

AR —xwv 202.2475.3

DMZAl: 172.16.1.3

A2 xR 192.168.1.3
® JOFYARP7 RLR

A B—xwv MM 202.247.5.4/255.255.255.0
o EERY—/\

KRR k2 firewall_mar

P77 RLXR: 192.168.1.4/255.255.255.0
e GUIZSA47 EPC

P77 RLXR: 192.168.1.5/255.2565.255.0

AR —3v FAILAN
202.247.5.1

EAXR (fws 1)

192.168.1.3 1Y 5%y MAILAN

192.168.1.0/255.255.255.0
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DOFIBICONTEIEZERL TIZE W,

Firewall-1&EY—/\0twy h 7 v

| 1. FireWall-1&EY—/)\DRE

A4

2. FireWal-188E®ya—-IbDavI7«Jb—vay

~~

Firewall#~#Dtw 87w 7

1. Tvvome
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FireWall-1 B9 —/\Otvy 7 vJ

TETBR280OY—NABBITBHICOOEBY—NEtY FPYVILET, UTOREA
W TIOVE 1 —RICEBEY2—IEAVRAR=ILLTLIZS W, Expressb800/
FW300Z7zlgFW500% £ 2 18AEL . BBY—NEL THESEDZEETRETT,

AXV—FT 4 T RFT A Windows NT 4.0 Server(SP6a).,
Windows 2000 Server(SP1. SP2., SP3. SP4),
Windows 2000 Advanced Server(SP1. SP2. SP3,
SP4), Windows 2003 Server,
Solaris8 / UltraSPARC (32-bit, 64-bit).
Solaris9 / UltraSPARC (64-bit).
RedHat Linux 7.0 (kernel version 2.2.16, 2.2.17. 2.2.19)
RedHat Linux 7.2 (kernel version 2.4.9-31)
RedHat Linux 7.3 (kernel version 2.4.18-5, 2.4.18-27,

2.4.20)
Windows or Linux
TAROBE: 300MBLAE
XEY: 128VMBLAE
Solaris
TAROBE: 300MBLAE
XEY: 128VMBLAE

* F5ClE. 2004FE3RBEDIBHRTT . SED/NYF U —RICKUEBICTRDTRMND
UEd,
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FireWall-1 &85 —/\0D:%

Express5800/FW300& 1c(dFFWE00 & BB Y —NE L TEHES BB I5EDREN TT . U
TOFIRICHE > TREZT> TS,

1. MABAT 4 ROICLBREZTT Do

SED[M MIEARERT 1 ROICLBDREIZERL  NPRTEEERLS APV FOHEE
fToT<LIEE L,

O E=H

[THAEARERT « AT DIER - [EBANEBOREIICHENT, [U—/\5 1 T]IF[EEY—
NIEF Ty IZELTLIEEL,

2. EXBEYV—WICLBDBREXTDo
wOE=

BEDR.YATLDEY b7 v ] - [BERBEY—IVICKDEREIZSRL. EBU—/INEL
CTHERAITDIREODDBREEITOTLK TV, Y= RKHY A1 TODRETHE.
[2. ManagementServer|EBH—/\ICHE>TWVWB T EEERLTLEEL,

# fwsetup

)

Firewall Server configuration tool Ver.2.4-2

server type

1. Firewall

2. Management Server
SE1ECE TIUMDEY [2] sresssssssssssnssnnnnnnnnnnnnmmmmnnsnnsnssssnt ettt nae e Ea s ar e s s e e A a e e s s e s e e a e s s e s assnnssnnsnnnnnnnnahannnssnnnnnnnnnnns EEJE

# shutdown -r now

3. RERTHR. BEHIS,
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FireWal- 1818y a—)boa>J 4«0 0b—3y

BBEY21—VEEBY—)INAVR—=)ULET, MTFOFIRTIY D40 —Y
ToTLIEE Vo HPOEH DRETDEBICDOVTIE, 3BD[2. Y RTLDEY
7 - [FrewWall- 103> 24—y 3> 1#B8RL TIEE 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' CO CONEIIIUE. ..  sessssmmssssssnmmsssssssmssssssssssssssssssssssssssssssssssmssssssssssssssssmsssssssssssssssnnmssssanssnssnn

Do you accept all the terms of this license agreement (y/mn) ? ¥y s,
Please select one of the following options:

Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

Enter your selection (1—2/a-abort) [1] ¢ 1 reesrsessressrsssrsasmsammemmesnss s

Select installation type:

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (1—2/a—abort) [1] : 2 eeveersessassasssssasmasmesmemmessanmanmamsrerara s,

EPc
k7w

@ FireWal-1&BEY 2 — D3V 740 —>Y3V% T3,

@ BRAFHBICERLICHEEIE<Y>F—%18T,

@ AVRF=ITEHRZERT S,
SALVRICEDETRHRZERL . A1V X —=LL&ET,

® AVRF=)VTBEI2—VEEIRT B,
“EBRDBEIF2)EERL . AR =L E T,
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Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.
(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1—5/a—abort) [l]: b T e P e e e T e P e P E R LR LEEP LT REEPREET

Please specify the SmartCenter type you are about to install:

(1) Enterprise/Pro Primary SmartCenter.
(2) Enterprise/Pro Secondary SmartCenter.

Enter your selection (l—2/a—abort) [1] : 1 sevevssssssrsvarerarns s
This program will guide you through several steps where you

will define your SVN Foundation configuration.

At any later time, you can reconfigure these parameters by

running cpconfig

(B
*kkkkkxxkk*k**x Installation completed successfully *xx*kkkxxxkk*

Do you wish to start the installed product(s) now? (y/n) [Y] ? ¥  cccecessssssseeessssmsnnes
cpstart: Power-Up self tests passed successfully

(B)
FireWall-1: This is a Management Station. No security policy will be loaded
FireWall-1 started

H# SHULAOWIL —T TIOW  seuicuicureuresrssrssmesmesmesmasmssmssmssssssssssssssssssssssssssssssssstastassssssssssssstastassassassassassassassnssnssnssnn

O AVRE=VTBEI2— VBRI D,
[2)7&FRL . BBEY2— VAR E—ULET,

@ AYVRAE—VITBEBEBEI2—VDAATZERT B,
[M)7%&ZRL . Primary&E L TRAL &,

Q@ BBEY1—-ZikEstd,

@ BE#TS.
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Firewall XDty b7 v 7

FireWal-1Qad>2J« 00— 3y

“BBROBE. DV T4 IV —Y3VFIRNS3EELF—RBELGUE T, KDM@ D
TIBEBICOVLTE. 3BEDM2. YRTLDEY v - [FreWal- 12> 27 4 FL—
Y3V ]EBERLTIZES 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit 'ENTER' O CONTINUE. .. srrrsessirmmasiimmmssiimmssimimssimisssiimsssisssnsississsssmssssssssnshonn ()

Do you accept all the terms of this license agreement (y/n) ? y

Please select one of the following options:
Check Point Enterprise/Pro - for headquarters and branch offices.
Check Point Express - for medium-sized businesses.

(1) Check Point Enterprise/Pro.
(2) Check Point Express.

NS UriSaEcil |

Enter your selection (l—2/a—abort) [1] : 1 eevresvrsssrsssrsssmmasmmenmsrsanr s s neafraans @

Select installation type:

(1) Stand Alone - install VPN-1 Pro Gateway and SmartCenter Enterprise.
(2) Distributed - install VPN-1 Pro Gateway, SmartCenter and/or Log Server.

Enter your selection (1-2/a_abort) [1] : 2 seevssvsssssssssssmsmmemererenas s feannes @

D FireWal-103> 2450 —> 3V %35,

@ FAFFHBICERLICHBER<Y>F—%#BT,

@ AVRE=VITBHRRZERT B,
SARVRICEDETHRBEZERL . AV R =L ET,

@ AVRAF=VTBEI2—IEFERT S,
“EBRDBEIF2)EERL . AR UL E T,
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Select installation type:

(1) VPN-1 Pro Gateway.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and VPN-1 Pro Gateway.

(4) Enterprise Log Server.

(5) VPN-1 Pro Gateway and Enterprise Log Server.

Enter your selection (1—5/a—abort) [1]: R T T T T T T P P T PP PP PP TP P PY TP PTYPPTPP PRI PP PP PRI ®
Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ? seeeesfesee @

Would you like to install a Check Point clustering product (CPHA, CPLS or State

Synchronization)? (y/n) [N] ? ¥ s s s @

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your VPN-1 & FireWall-1 configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(ﬁ%)

D AYVRE=VIBEI2—VZBERT B,
[MJ&2ERL . AR =L ET,

@ Dynamically Assigned IP Address Modulex 1> X b=V I B HBEWOEDLELHDD
T. <Enter>F—%ZFRT 5,

@ Check Point clustering productZ- > X b=V B HBOELELNDDDT. <Y>
F—%=#Y,
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(ﬁﬁ)

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized

Enter Activation Key: C}
Again Activation Key:

The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboot? (y/n) [y] ? y

D FireWal-1&8BY—/NEFirewal B TOBEICERTENRD—FAEREL TS W,
@ &Y%, BRELFT,

=]
it
B
Jlif,
2
A
T
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tTF*a1U5F 1RV Y—DEE

Firewall4# 7Y o FOERK

1. 2680FrewalOA 7Y x5 b &ERT D,

— ViewObjectTree® [CheckPoint] #&4RL . oYV HL £,
[New Check Point] —[Gateway] Z##EiRL 7,

— A7V xH bk Gateway
28] s fws 1, fws2
AE :IP Address [ClEFireWal- 188 —NEBLURY FDO—20DOFRIPF? KL X
ZREL TS0,

— FireWal- 1885 —N\H SFirewal #8BB (2+2 U T4 R V—DHEPYOITERREZE) T
B1-0ICE. FireWall- 188 Y — /)N &FirewallE DR TBEATTOICODRESNVETT,
General X—3 T [Communication..] 22w oL, FreWalk- 1Y 24 0L —> 3 Ve
[CRELICNRD—RFEADLTLIES L,

Gheck. Point Gateway — fws1 x|

[ Genersl Properties  Gheck Paint Gateway ~ General Properties

1. Topology
HAT Mame:  [fwsl
Authentication

51 Loes and Masters IP Address: [20224751 Get address | [ Dynamic Address
Gapacity Optimization

% Advanced Gomment: |

ol [ -

Gheck Point Products

Version: NG with Application Intelligence v | Gt Wersion
Type: Check Paint Enterprise/Pro -

x

The Activation Key that you specify must alsa be used in the module configuration

SecureClient Software Distribution Server

Additional Products:
[ tifeb Server

Secure Internal Communication

Gommunication. DN

Activation Key: e

Confirm Activation Key:  [wreesnr

Trust state: [Uninitialized

0K
Tnitialize |

Close | Help |
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— TopologyX—ITEeA VAT 1 —RZH/ELE T, [Cet Topology..] 2o ) v oL TEH
BREBLEYT,

Check Point Gateway — fwsl x|
General Properties Topoloey
- Topaloey
NAT e
futhentication -
a0 Logs and Mastors Hame | IF fddress | Metwork Mask [ TP Addresses behind interface |
imizat el 10216811 2662552550  This Network
. %js:ﬁg:dom'm'za"c'" sthl  FZRTED BB ED  External
eh? 1721611 2552552550 This Netmork
ethd 19216821 2550552550 This Metwork
fidd..
WP Domain
&

- J 4

QK Gance| Help

2. UTDOSRAFTI O b %ERT B,

— ViewObjectTree® [CheckPoint] #&ERL . LUV HL & T,
[New Check Point] —[Gateway Cluster] ##RL &7

— A7Y 14k Gateway Cluster
2] : fws_cluster
AR tIP AddressiCE V&2 —=xv FMIOKREIPP FL X ZIBEL TS0,

ﬂ
[ General Fropertiss  Gateway Cluster Properties - General Properties
Gluistsr Mambers
3rd Party Configuration Name [fwschster
Synchroniastior
- Topology IP fiddress: [20224753 Giet sddress
NAT
Futhentication Comment: |

- Logs and Masters

Gapacity Optimization Galor I -

Advanced
o Advance Cheek Faint Praducts
ersion [NG with Application Intelligence =]
Type |Check Point Enterprises/Pro B
VPN
QoS
Cluster XL

oK Gancel Help
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3. Cluster MembersX—IT, =
éO

B1TERNL 126 DFirewal £ 7Y 4 Mfws1&fws2) %8109

Gateway Gluster Properties — fws_cluster x|
General Properties Cluster Members
Gluster Members
drd Party Gonfiguration Gateway Cluster members List
Synchronization
i+ Topology Mame | TP Address |
QF\; oot [ fs1 20224751
uthentication
- Logs and Masters (Ffw=2 22452
Gapacity Optimization
- Advanced
Add
OK Gancs| Help

4. 3rd Party ConfigurationX—I T, BEZTIRT Do

[Hide Cluster Members’ outgoing traffic behind the Cluster’s IP AddressJiCF v o DM
WTWBWT &EAERL T,

Gateway Gluster Properties — fws_cluster x|
General Properties 3rd Party Configuration

Gluster Members
3rd Party Configuration

Syrchronizstior, Sty G0y SRR EED
Topo o

i & High Availability
futhentication £ Losd Sharig

+

Logs and Masters Srd Party Solution: OPSEG =
Gapacity Optimization

- Advanced

See the OPSEG cluster solution”s manual for the correct settines of these check boxes.
[~ Support nan-sticky connections. See Help for details
I Hide Biister Members” suteae Trailic Behind The tiisters 1F fidress:

I~ Forward Cluster's incoming traffic to Cluster Members' IP Addresses

oK Gancel Help
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5. SynchronizationX—Y Tty Y3 VEARREZETORY fD—50%ANT B,

ZORY ED=0ICEVTEVLOIROY 3 VIEREHBLE T,

Gateway Cluster Properties ~ fws cluster

General Properties
Clugter Members
3rd Party Gonfieuration

Authentication

# Logs and Masters
Gapacity Optimization

= Advanced

6. TopologyR—=IJCTAVR =TT —AD
P77 RFURICE. REBIPP FL R %

Synchronization

[ Use State Synchronization

Synchronization netorks:

x|

Hetwork. Name [P Address

| Metnork Mask

[Pr—————— /\dd Synchronization Network

See Help for details.

MName: |syn-:_net

Metwork, Address: |1 9216820

MNet Mask: |255.256.265.0

QK | Ciancel

Help

FHETDo

HELE T,

=

Gateway Gluster Properties — fws cluster x|

General Properties Topoloey
Cluster Members
Grd Party Confieuration Get
ey Name [ IP Address [ Network Mask | IP Addresses behind interface |
NAT ethd 19218613 2662652560  This Metwerk
Autbentication ethl 20224753 252552550 External

) Loes and Masters eth? 1721613 2662652550  This Metwerk
Capacity Optimization

- Advanced

Edit. Remove

v Enable Extended Gluster Anti-Spoof

ine

Gupported from NG with Application Intelligence (REE) and above)

VPN Domain
o]

- I vl

Gancsl Help
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—E{EAIL—ILDENN

TEAE BRI ICOICE. T/ \BEOREERRBEZRIICODIV—IVZRETS
PDEHBY T,

1. XZa—m[Manage]—[Services...]—[New] ZERL . UMTFDY—ER%EEETD. (BFIE—
BTT, OB TERBOE T AL )

A7z HTCP CP Service Properties - clp_top

%Eﬁ :CID_tCD General |

AR—b :28001 - o
Comment: |

Port: feanm et |

To specify a port range, add a hyphen between the
lowest and the highest port numbers, for example 44-55.

W Keep cormections open atter Policy has been installed

Advanced.. |
ok | =t | sy

A7 x4 ~UDP

28] ZC|p_udD General |

R—k :28002
Mame: |c|p,udp
Comment: |

Cobor | ]
Port: IEBUDZ Get |

To specify a port range, add a hyphen between the
lowest and the highest port numbers, for example 44-55.

W Keep cormections open atter Policy has been installed

Advanced. |
ok | wmetn | s |

wOE=

LEEIR— FESEEAREY —IVICHIT DEEEDR— MESTY . —E{LEEEDRE TIR—
FESZEEEIIHEEZOREICEDETY—ERDERZET>TLLEEL,

2. LEDOTEBEROIN—IEBNT S,

B8 REE
Source fws 1. fws2
Destination  :fws2., fws1
Service :clp_tcp. clp_udp
Action :accept
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—E(LHERESIA

“E{bHAEA BRI B IoOICE. RESIEEL T, (Policy) - (Global Properties] - [NAT -
Network address translation)X—=/ Tl Automatic ARP configuration]JDF = v & %549
DWEHBYU FT,

FIvoEHT
(Global Froperties 3 i x|
(& Fiewal-l | NAT - Network Address Translation
HAT = Netmork Address 1
Authentication futomatic NAT rules o
5 VPN-1 Fra o
WPHA1 Net 7 llon bi-directional AT Gior mors details see help)
Remote Aetess [¥ Translate destination on lient side
LDAF Account Managem:
SmartMap L AW BEF Sarfeaan
Management High Availab
GonnsctGontral Manual NAT rules
CSE - Open Seourity Bxte 5 Tyanslete destination on client side
Stateful Inspection
i Log and Alert IP Pool NAT

SmartDashboard customiz
[ Enable IP Bool NAT for SecuRemote/SecureGlient and eateway to ateway connections

= o £
& Here O
Non-unique address ranges

All addresses that are not in the list will be considered as unigue addresses,

First [P [ LastIP |
10000 10255255255
1721600 17231255255
19216800 192168.255.255
Add | |
JEj—
oK Gancel Help

tF2VUTARUI—DA VA =)

X2 T AR Y—DERDTTY LIS, RUY—%A VR = )LLTLIEZS W, 28D
FirewalllCA > X ==& T,

EFaUFT4IRUY—DINvIT7 v T

“EEROBE . R Y —ERIEFreWal- 188 Y —NIZRBESNEITH. BROY X
POBRICIE. BBY—/NEFrewal &ED@ADNY O P Y T TF—APFRBERUYE T, &
BH—/N& L TExpressb800/FW300 % 12(3FW500%FAL TLSIBE(ICIE. 3EDM4.
FaUTFARIY—DONVHPY T IOXY RICEBNVOTP YT AEBRBL TS0,
mem4%yl—wwva?vjﬁEtHUTﬁo

EDMDY—NAEBAL TOBHBEITE, ZBIZ 77 TNVDODNYOPVIHFBRBERY F
o WUTDT7A)UIF. WindowsY > > ZBRLICBED—HBI T, 1R M—)UT 1L
HEJICE>TERBUEFIOTERL TSIZS L )

1. NFOTALORUBETDINTDT 71 )b

C:¥WINNT¥FW 1¥R55¥%conf

C:¥WINNT¥FW 1¥R55¥database

C:¥WINNT¥FW 1¥R55¥lib

C:¥Program Files¥CheckPoint¥CPShared¥R55%conf¥sic_cert.p 12

2. HKEY_LOCAL_MACHINE¥SOFTWARE¥CheckPoint¥SIC

LIYRMIIFA25BE, ER2OUIRMIVY—%2D 7 )VICEBEBL. NvOPVITEL
T<IZE o

O tEF1UF A —RUY—OREOHPICSVTERALTVIERS X— I,
FireWall-1®MDFeaturePacklc &> CEEDIBEEHHDET,
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—E({bEREDER

TEHEREDRTETEERBL T REFEARREY —IUHSTWET, @Frewal T2
<BULREZT>TIEES 0,
“BIEREORTEBS FONENOFRBRGUTDOESUTT,

® /\— hE— MXERERE
N—bE— DO EER W) ZI8EL 7.
® /\—hE—KFYALT7DT MEE

N—FE—=rD&EBL TIBFFirewall XDV LI ERB T2 E TORB(W) =EEL &
To N—rE—hEEERIVXREVEZEBEL TIIZS W,

® FirewalliCEh{F 5 IF™

HENBFICABFFirewall DiCENFE /56 LT 2HE W) 2 8EL 9. N—hE—F%&
1 LARBLUREVEZIEBEL TIIZS 0,

® NELEEATCPKR— &S
BOFirewalE T:BIEZFTOICODTCPOR— FESZIEEL T,
o NELEEAUDPKR— &S
BOFirewalE TBIEZITOICODUDPOAR— hESEIBEL 75
® Firewall1DY—/\#H
AR FBEFIFADNEAXTE <, FXAVBEBROCBAIZIEBEL TIZE L,
® Firewall2Dt—/\$
AR FBEFFADNERX TEE <, FXAVBEBROCBRIZIEBEL TIZE W,
® FirewalllDAV52xI 7 RUX
BFFirewal BB ITB12ODP FLURERY FYROZANLFT,
® Firewall2D« 51X I b7 RLUX
BFFrewallz BRI BIODP FLRERY EYROZANLE T,
o RIEIP7 RLR

“Etipez BRI BIBE . Frewal\OFP O LR FRANRIEIP? FL X Z AT E
NoYUET,

Y- NEERER AR T I —REBR< 21T T —RITREIP7 FLURZEREL T
<frEEl,

® EERWRT KLR

ERARELTRESNICIPT FUREDOBENFRBRL ITBE . FHERFrewallC2 =
WA=NDTONET . RBEEDRERBBISENTEET,

® JOFYARP7 RLZR

StaticNATHRE= RA T BIBE . HERE7 FLURELTHERTS 7 FLRZIBEL T
YSSIAN
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o EfXFirewall
BAXROFrewall#iIEEL £,
e HEITTAIINYY

BEN VTNV O ZETODNEDDRELET. BENT TNy U %ZautolcL 1B
6. BRARYOVE, FHERICEEDNSISHINTOSIRET. ERRHER LS T
&, BENICERRICERZRLET,

BEAREY—IVTOREFIEEZRL T UTORABIE, ZEDMtY P YT JTRLIC
2y RO—ORBREICE S TRAL I,

T — ..
Firewall Server configuration tool Ver.2.4-2

HE)  rrerrerrrrrr . @
use cluster system? (y/n) [N]: ¥ oo, ".CD

D BBHSA TPV RHBFrewal DFHEY—IUThDfwsetup IV Y REREN TS,

@ Tuse cluster system]JDBEB £ Tld. <ENTER>F—%#BL TH#H . BZTERBDZERT
Do

---- START CLUSTERPRO configuration ----------------

CLUSTERPRO Configuration Tool Ver 1.0-4

---- cluster configuration -------------------------

Input HB interval (0 - 999) [0] : icccsrrscsssrmsesssmmssssmimssirmnssres s sesnsssanassns "<>
TOPUE HB EAMEOUEL (1 = 999) [1] :  seseeseeseeeessesessessesseustuseusessessesstustustustuseuseastssesseastussaseans .@
Input WAIT Timeout (1 - 999) [5] :  sereecssrrssssmmmssssmmmsssmmmnssimmmnsimmmeimmmesmmssass. @
Input API TCP port number [28001] : srsrrrrssrrrrssrmimrmimtristiss s s @
Input HB UDP port number [28002] : wcimsccisccirsciiscimssimssimsiisiisiiseissaimsaisaiasiissssnaiaans ..()
Input serverl hOSt Name : EWSL rrrrssrrrrssrri . @
INpUE Servers HoSt nAme : fMSZ e e o)

@ “EHREZERTD. <Y>F—Z#7,

@ N—hE—hxEBR#) ZANHTS.

@ N—=hE=—brEALPDOEBER) ZANTS.

@ EEFICEFFrewalDEB = /HE5EHESRE W) 2 ANTS,
@ NEBEARDTCPAR— FESZANT S,
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©® ABBEADUDPR— FESZANT B,
® Firewall1OHY—NBOURR bR) ZANT B,

AR FBIFFQONFER TE <. FAAYBZBROICREIZIBEL TIIEE 0,
@ Firewal2DH—NEBOURR bR) ZANT B,

AR FBIEFFADNER TRE <, FXAYVREBRNDICBRIZIBEL TS0,

---- server configuration ---------------"-~--"--~--~-~-----

Input fwsl interconnect address 'ttt s s seh s s e ®
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=1list | Enter=next):

Input fws2 interconnect address swsrsssrs b, @
address (1) : 192.168.2.2

netmask(l) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

M BAZFirewalDFirewallBEERA 7 RLUR (A AR P RUR) ERY YRS %
ANTB,

AVRARDEP FUREIOBE THREIRETT,

%ﬁﬁ% —BEXRRLET.

—BNOREABTDEBN. BLUEE. HRR. —BOBRREZF—ANHDSBIETER
‘9“0

<A>F— + <Enter>+—: AR AR P FURZ8M0L &
R

<M>F—+[EEFETBE—EBDES J+<Enter>F—: ETELI-ESOHREHFETLELET,
<D>F—+THIFrT B —EBDFES J+<Enter>F—:  FTBELICBSOHEXHIBRL FJ,

<L>F—+<Enter>F—: —BZzHEEXRLETT,
<Enter>+—: ROBEARFYILET,
@ FHERFirewallDFirewal EESRAP FLUR (AVA DRSO R FP RLUR)ERY RY RO %E
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---- group configuration ----------------"-~-~-------—--——-

No. name
1 groupO0

---- group fip configuration ----------------"---~--~-~-~-~-~-~-—-

INPUL FIP Qddr @SS seresrsssrsasmmimmmiimiieiiei s s et na s s s nna s na s s s n s m s na s na e af e n i nas ®
address (1) : 202.247.5.3

netmask (1) : 255.255.255.0

address(2) : 172.16.1.3

netmask (2) : 255.255.255.0

address(3) : 192.168.1.3

netmask (3) : 255.255.255.0

address (4) :

No. address
1 202.247.5.3/255.255.255.0
2 172.168.1.3/255.255.255.0
3 192.168.1.3/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REIPP FLRX%ZEANT Do

RBIPP FL R(EBEF TREYRET T,
NTERIC—EAXRRTLEIDT, #R. Fiold, EBL T<Enter>F—TEHE T,

L _§ —E(EE AT BI5E. Y—NAOT 7€ Xid. BERREIPT KL X #ERAT 3 LES
R BYUET,
B —N\EERERA 27— XD 2T 1 —AIARBEIP7 L XEEHELTLE
I,
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---- group0 ipw configuration -----------------~--------—————-

TOPUL IDW address t s s s s
address (1) : 202.247.5.xxx |202.247.5.xxx
address (2) :
No. address

1 202.247.5.xxx ‘202.247.5.XXX

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

O BER/RIBIPPRFLRZANT D,

TR > TEREDIPP FURZANT B ENTEET, XDHEE. BELICEIP
PRUREOBENMFBLISBEICV-—REBEQRUE T,

ERIBIPP FLURIIBEBE TRETRET T, 1cfcL. [UTEYSEIPP L RF2
TIDOIPP FLRELTHDY L ET,

BRERBIC—EBAERRLEITIDT, #R. F/2ld. BEL T<Enter>F+—TEHF T,

!E EERMRE L THRESNAEIPTRLAEDRENFIEL EBE. BRI —/NICT (L
T—nRrfrbhxd,

<ERTEHI>
® 202.2475254£192.168.1.254MEB 5N ERENRRLICBEICT T MIUA—
NETOTZOBE,

No. address

1 202.247.5.264
2 192.168.1.264

® 2022475.254£192.168.1.254DN A EBENEBLICHBESICO MV A—N%
TOICOBRE,

No. address
1 202.247.5.254 1 192.168.1.254

® 202.24755&202.2475.2540N B EBENERLICBED . 192.168.1.254&
BEIEBLICBESICD T AMIVA—NETOZVBE
No. address

1 202.24'7.5.51202.247.6.254
2 192.168.1.264
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---- group0 proxy arp configuration ---------------------"—————-

INPUL Proxy addreSs e s L ()
address (1) : 202.247.5.4
address (2) :
No. address

1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D REITZTOFVY P RUREZEET S,

TOFYARPP FURZANLE T, TOFVARPF FL R(F256{8& TRETEET
To

RERIC—BZRRLIIDOT, #R. F1cld. BEEL T<ENTER>F—TEHE T,

7O0% ARP7 KL X TlE, AR Y — /NI TStaticNAT 21T 5B A DOARAIP7 KL X &
Y ET, StaticNATCARIT3IPT KL AL TEHLTLEE L,

---- group0 resource configuration --------------------------
Input primary server hostname (fwsl, fws2) [fWS1] : wcimrcsrssssfroen ()
Input failback policy(l:auto, 2:manual) [Manual] : s, @

---- END CLUSTERPRO configuration -----------------

B

O BRARXY—NEANT B,
@ BB T ANV OETODEDHANT B,

w0 LsEosmEFfws1. fws2TRUREICLTLEEL,

LTHRDRERE, XMEZBEBSEILENDUI T, UTOIVY FZAHL TS
o

# shutdown -r now

=Ry FDO—IERRDER

AV ESRY FEDMZIZBERT B R Y FDO—OHSBICDOTIE. T 74 M— FDRE
ELTHNECRELILENENORY FDO—ODREBIPZ FLR (1Y FSxRY B
192.168.1.3. DMZA: 172.16.1.3) #8BEIT B L DIcL TIZE W,
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[2Z] NATOcDDIL—F 1+ VT 5F—T)b

Firewall D_EALBARICHWN T, DMZEPO—HIbRY FROYT—NDOP B X %I
NAT(P RLUZREB) L, AV R—3V b ECRBRITBE. b—FT4 07— )ET0+
YARPT =T IDHREZNEFTOBESN DY E T,

BELT, UTFDORY D=0 0OBE . RERAWWW/FTPY—N%ZZETEHRR &
I5E ., UTFOEORIN—T 4 07—V ETOFVARPT—TIVDHRE ZFirewall\ 1T
DSMHBHHYET,

~1 202.247.5.127
= 7|7 2 (NATERODIPT FLR)

‘ RA8IP7 LR

202.2475.126
Firewall

BREBIP7 FLR
172.161.126

RBERAWWW/FTPH—N
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

T O L R &destination. O FL X &gatewaylCIEEL T2,
fwsetup®static routingDIBE THRETDEHTEF T,
TOFYVARPOHFRTEICDONTIE. aHROI —E(b#EEDHRT A BRL TIZE 0,
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Z H

“EBADOBRICOVTHRAL T,

S FEROX

BRRT-NCHOTEEZRELICBEICIE. 7AW A—NDFREL .
BRI —)\N\EBEDIMDVEBDY T, XORICEAFREY -V TEEL ICEEEDE-mall
P RURBICA=VHEEESNE T,

® FUULREEDAYE—Y

Subject: WARNING: [groupO] is downed

! 'WARNING!!
[group0] is not active on Firewall (fwsl.nec.co.jpl[202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JxAINA—INLIc&EDXAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

I'NOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

wO IVVULEERDRY NI—SDEEEEEEDBE. IV UEEDXy E—Ihib—
NNAISHEL. EEEIRRIGRESNZTENBDET, Xy E—IEZHELLSUTED
RISERERRT DL S ICLTLIIEEL,

X—)U%&SMS L 1= BExpressb800/FW300DREAFESEL . X T LD (syslog)ihr b7 =
AWF—=NDRELI-BRAZHERL . BBOFLEZT > TLIET Ve XAV E—IRE., T4
FRE(GMMERC ZEBEEEED DS X w2 —I A BRL TLIZS 0,

® EBHRIPP RFLREDBERER. 5WE. FireWal- 170t CEBHIREL . FHR
FirewalllZE3ASISMOISRE . MR, COY—NETOEEODEHNESSND LD
ICBUET, ¥DFirewal| "EFEORBESREH EDHE. [clpstat -s]D
[STARTING] THSR TEE 9,

® EMXFrewal 'EBIEERED & FHERFrewall TEHZZXTL TLSHE . FHEXR
Firewal CEERAIRIPP? FL R EDBEGER. W (EFreWal- 170 EROFELEL
TH. FHXFirewallh 5BARFirewalIN[FEBENSIEMHANT . SISHEFHR
Firewal CEEDIEfTSNE T, BL . EROREICEOTEREDA VA2 —IRO D
BENEBRLICBEICEOTIFIIDRY TELL ., EBESKRETH > TELERR
Firewal CEBHIZETINE T, KEETRER. ROFIBICKLUERSNE T,
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[EBERMRIPY FL A L DEESEEDRERDEZS]

- ERWRIPP FLREDOBEER
- clporpOd~¥ Y RICk > TEB AL
- FirewallB &

[FireWall-1 7Ot ZERDREE LU EIES]
- ClogrpOd¥Y Y FICk > TEHAFR
- FirewallB#2#h
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AV RUT7LIR

KRR, ERR. FEROUBHREIIVY FEEML TITOLE T,
IBFHRTT
BEORE. REABTZHERITDICEUTOIVY FZRTLET,
clpstat -s [-h host name]

-n

-i [-h host name]

R, REBROXTZTVET,

FTvarv)

SELESIHGL ... BBREZERRL I T,

ST AVRIRO YV T ZRRLET,

s BREREERRLE T,

-h host_name........... BEARY—N\B, SEGLDBE. IVY FRTY—NADRRER
UErd,

* server0O : fwsl
serverl : fws2
server(0 serverl

SERVER STATUS ................... ONLINE ONLINE
GROUPO STATUS .........c.tiiinn.. ONLINE OFFLINE -+
POLICY 1st
STARTING ........ ..., ALLOW
<A> groupo_ipwo ONLINE ONLINE =e=r]=erreereenrnnnennes
192.168.1 .254 sresescnnnnncsnnnnnssnnssnnsnssansnnsssnnsssssnssnssnnnsnsannnnnnnnns

<U> group0-fip0
202.247.5.3/255.255.255.0

<U> groupO-parp0 .
202.247.5.5 siensssnennnssnasinssnnsissenseisneiinsnasissnisissenseissenssrane

<U> groupO-execO

S: /opt/necfws/bin/ckCStat i |,
E: /opt/necfws/bin/cKCSLAt wrmrmsssssmirrrmmmmmssssssssrrsssdassssssenssnnnnnnns
<U> groupO-execl ONLINE OFFLINE

W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k

®QEOO®

86
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clpstat -sDFIERICDLT

D $—NL8(168)
@ H—N\B0258)
® H—NDOIREE

ONLINE : N—FE—FARESNTLS
OFFLINE : N—hE—=FHZESNTOHRBL

@ FI—T DIRRE

ONLINE CIER
OFFLINE Rk
ERROR (ES

UNKNOWN s

® 72z AWA=NRYY

® JI—T 0o/
ALLOW el
DENY s
UNKNOWN Nz

@ IPWYY —XDicEf@Rl & REE

<A> C Y — N2
<U> c8Y—NEH
ONLINE CIER
OFFLINE Sf2lE
ERROR BB

UNKNOWN Nz

IPWY Y —2ERBP LR
® FIPUY—XMIREE
¥ IPWYU Y —X&EB#k
FIPUY—=XF|EP FLUR/RY FYRD
@ PARPUY—XXMDIKEE
X IPWU Y —X &E@E#
1 PARPYY—XRE\BEP FLR
3 EXECY YV — R DIRFE
X IPWU Y —X &@E#
@ EXECY YV —RicEIBFERIT/IR
S (E®/GL
W BEfbY
@ EXECY Y —RBIEBFERIT/IIR
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# clpstat -i

CLUSTER
STARTUP

WAIT timeout
HB port

HB interval
HB timeout
API port

API timeout
LOG port
ping timeout : 3
RECOVER
RETRY count

SERVERO fwsl

24001

RESTART
5 eees

INTERCONNECTO : 192.168.1.1/255.255.255.0 e

INTERCONNECT1 : 192.168.2.

SERVER1 fws2

1/255.255.255.0

INTERCONNECTO : 192.168.1.2/255.255.255,0 oo

INTERCONNECT1 : 192.168.2.2/255.255.255.0

GROUPO
START
FAILBACK
ENVIRONMENT
RECOVER
RETRY count
FAILOVER policy

group0

IPWO
TYPE
POLLING address
RECOVER
RETRY count

groupO0-ipw0

FIPO
TYPE
ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

group0-£fip0

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

SRR=JITHL >

group0-parp0 s

AUTO *ererersssssssaramansnsmiasasararsnansnsnsarasarsnsnanss

MANUAL
ACT_NORMAL
IGNORE ===
0/0 CELL TP T TP PP P T TP PP
0:FfwsS1l 1:fwWS2 rererssrsvananaransssnsnnnananananane

ASR -
192.168.1.254 -
FATILOVER
2/2

T 1))

®
@
g
@
@
@
@
()
-8
@

USR ssressssassscsssnantansianssnnssnsasanassanssansannss

TJGQR *rresesesasesn s ———————

202.247.5.5
00:A0:34:1A:4C:D3
ethQ sses
0 ==
1 eeeee
RETRY stcsersessusensanssansssnssnsasnannsannsanssannans
5/5

®
@
@
. @
@
®
.".gg
@
Q)
®
g
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EXECO : groupO-execO
- S
ACT path . /opt/necfws/bin/ckcstat ..................................................
DEACT path B /opt/necfws/bin/ckcstat --------------------------------------------------
POLLING © NO srssrssrssrsrssrnssnssssrssrsassnssnsssssassnsrnssnsseransanrasrasrnsrnsrniranran s rnarnns
PID © D1 623 sersssrarrasrassassansanrenresrnsrnsrar ek, @
RECOVER PO 0 ) = T S, @)
RETRY count L 01 o S (2]
EXEC1 : groupO-execl
TYPE : USR
ACT path : /opt/necfws/bin/ckfwalive
DEACT path : /opt/necfws/bin/ckfwalive -k
POLLING : YES
PID : 21625
RECOVER : FAILOVER
RETRY count : 2/2
clpstat -iDFEBICDWVT
(D CLUSTERPRO AE &%= ® RBEH
YES - BEEE) ACT_NORMAL D BEBRE
NO - FEILE) ACT_FAILOVER A b |V WA
@ EBFEEHLTEBH) DEACT_NORMAL CBRELE
@ N—hFE—FZER UDP R— +ES DEACT_ILLEGAL CEBELE
@® N—hE—FXEBRE) @ FW—TJANYBE
® N—bE—F&ALTPD ) IGNORE ;1S
® APIFB TCP R—+BES RETRY . FiCED
@ APIRA LT HE) STOP SRl
OYR—+BS FAILOVER 2 A =N
® pingdXY RRA LT ) UNKNOWN NCE!
o YANYAE @) r>1O%
RESTART : CLUSTERPRO AEFH#ZE) @ BRERY NG FHERY—NZ
STOP : CLUSTERPRO AEfZLE @ IPWJY—2%
HALT 0S¥ vy hADY @ #cEHAT
REBOOT :0SUT7—hk ASR C 2Ry YV —X
UNKNOWN Nz USR cBRE) YV —X
@ Yr>rO% @ IPW)Y—REBRIRP FL R

® H—NZ(188)
® AVRIROEFPERUR
® H—NB2&8)
® A>VRIXOEPEFUR

TIW—T2

W JI—TRE5E
AUTO =L
MANUAL L FE)
UNKNOWN - B

® 21NNV LK
AUTO =L
MANUAL L FE)
UNKNOWN - B

@ PWUY—XYANYAE

IGNORE DR
RETRY . FiCED
STOP R
FAILOVER 2z A =N
UNKNOWN NCTS

@ )1 O%

@ FIPUY—XRZ

@ #cEHAT

¥ IPWYU Y —XEB#k
FIP? L X
@ FIPAM>&—D1—2
® ping@
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@ arpO
FIPUY—XUhNYUBE
¥ IPWYY—XEB#

® U rZ1O0%
PARPUY—2X%
@ tcERAT
¥ IPWYY—XEB#
PARP FLV R
MAC? FL X
PARPAV AT 1 —X
pingO#
@ arp@
PARPUYV—2 Y hHNYUFE
X IPWU Y —XE@HE

U rS10%
@® EXECYUV—RFZ
e~
X IPWY Y —XEEH#R
@ EXECY YV —Ri2EIBFEIT/IR
EXECY ¥V —REIEBFFERFT/NR
EXECY YV —RESIRHTE
X IPWY Y —XEEH#R
6 EXECYY—RTDOtEXID
6 EXECUY—XYANUITE
X IPWY Y —XREEH#R
® > 1O0%

# clpstat -n

INTERCONNECT INFORMATION ====

server) : fwS1l seesrresrssmrcniciirs
serverl : FwS2 sssssssssrmsssssnssssssnnssnssssannssnssnnnnnnsnsnnnnnns
[on serverQ : ONLINE] srrerrrrrrsmrmmmmnnnannanan.
address server0 serverl

192.168.1.1 OK OK
192.168.2.1 OK OK

[on serverl : ONLINE] ............................................
address server0 serverl
192.168.1.2 OK OK

192.168.2.2 OK OK

clpstat -nOFIERICDWT

DO —NLB(188)

@ P—NL(2s8)

Q B—N18B)RT—4R

@ TS5ARVAVRIARD P RUR /AT —R2R
® BAVRIAVRIRO P RUR RT—RR
® v—NREBE)RT—4EX
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ERR/FRROIIDEZR - EHEDIEE)/FIE

BRR/HEROYBY . FHEORS/FLE2T25%H6. UTOIYY F2RTLET,

clpgrp -s [-h host name] [-g group name]
-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FBEORE/RIEBEREZTOET,

FTvav)

T FEBEOREETOE T, TTITEEBSNTOLY., O —NTikE)
LTOWBHBEICIFEBLET,

e FHEORIEZETOE T, ITICRESNTOIZY . DY —/NTicE
SNTOBHBBICIFERLE T,

L L[TR EBORTY—NEPUBAE T, FEHREL TOLET—NRITE
TIBRENDYET,

-h host_name........... BEARY—NBTI, BELLOBE. IV FETH—NDHWR
ERYUET, -m ATV IVIEERICIE. EREETY - N\DOEKEF
5&7,

-g group_name ...... BIERRIIN—THEBL T, BEBLDBEE. 2NV —THHER
ERYUET,
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—EH{kismogty hPvD

“EEBRADBEOBE LY b PV TICDOTHRBEL &,
ROFIRICHE > THAY R E—=)LLET,

e =Y —)\
Express5800/FW300 & 7z(3FWH00# BB Y —/NICL TWOWSIBEDFreWall- 1BIB Y —
NOBAYVZAF=JVICDNOTERBLET,

1. 3BEDMBEAVR—V]-BEY b PV T IOFIE?& TET D

2. 4Z0(FireWal- 1BBY —NDtv rPv ] -[FreWal- 1BBEY2— )OIV I 1 T —
¥3V %7,

3. 3BERIBAVRE—)V]-[BY PV T IOFIEIZTO, BRY—N\NvoPvTz)R
FPIB.

® FirewallZ&{F
Firewal XAKDB AV X F—=JUAEICDWTERBEL £,

1. 3BOMBAVR =] -BEY b PV T IOFIR?&E T2 D0

2. 48B0(FireWall&ickDtw tPv T | [FireWal-102Y 24 L —Y 3> %175,
® ELFxaUFsRUY—ZALVA M=)
a2 UTFTARUY—DBAVRAR=UICDWOWTHBL ET,
1. SmartDashboardh 5EEBH — /L . Firewal- 18124 —/NEFireWall &k & D@BER 1T
DICHODEEEIT Do

FireWall- 1884 —/)N&FireWall& k& DBEZTDICHODREICDOVOTIE, 4202+
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