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Firewall-1EBY—/\Oty M7 vTD

“ETR280Y—NABBITBHICOOEBY —NELY b PV ILET, UTORGEA
SBICT OV E2—RICBBEY2—IAAVRAE=ILLTLIZES W, Expressb800/
FW300&72[FFW500%= £ 2 18A8L . BBY—NEL TEaMES 83 EBTRETT,

ARV =T 4 0V RFT A Windows NT 4.0 Server (SP6a).
Windows 2000 Server (SP1. SP2. SP3).
Windows 2000 Advanced Server (SP1. SP2).
Solaris/SPARC 8 (32-bit. 64-bit).
Solaris/SPARC 9 (64-bit),
RedHat Linux 7.0 (kernel version 2.2.16. 2.2.17. 2.2.19).
RedHat Linux 7.2 (kernel version 2.4.9-31)
RedHat Linux 7.3 (kernel version 2.4.18-5)
Windows or Linux
T4 ROBE: 40MBLAE

XE: 128MBIA_EH#EXE
Solaris
XE: 128MBIA_EH#EXSE

* FRIF2002F 1 AREDBHR CT. SBONYFU U —XICKVEBICRBDITREMD D
UEd,

LA I3Expressb800/FW300& 12 [dFWE00Z BB Y —NE L TEMES B BEDREHIT
Jo

FireWall-1&18Y—/\D%
LT OFIBICRE > TREE T > T<IE 0,

1. MEAEAT 4 ROICEBPIREET Do

SB[ B ARTERT « RUICLDRE ISR . WIHRELERL S A7V DR
ToTL<IEE L,

wOE=

[HABARTERT « A DIERL - [FANEBOREICBNT, U=\ 1 T]IF[EEY—
NICFTvIZULTLIEEL,

2. BEAREY—IICLDREZIT Do

wOE=H

3ED2. VATLDEY c7 v ] - [EXREBEY—IVICKDFZEI|ZSRL. EBY—/IN&EL
TEATDIHDOREETo>TLLEEN, H—/\¥ A TORETIE. [2. Management
Server|EEY—/\[CHE>TVBT EERRLTIEEL,
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# fwsetup
Firewall Server configuration tool ver.2.1

server type
1. Firewall
2. Management Server

TR

select number [2]
<E&>

# shutdown -r now

3. ®ERT®R. BEHITD.

FireWal-18BE€ya1—-Iboa> T« 00—

BREY 21— )VEEBY—/\MN\AVR =L &ET, LUTOF

32

BECIV 400 —Y3V%

ToTLIEE Vo HPOEE DHEITHEBEICDNTIE, 3BD[2. YRTFTLDEY R PV

- TFirewWal-1D 3> D4 G —>Y 3> J&B8RLTIZS 0,

Yo TeY X o R

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit 'ENTER' to continue...

This End-user License Agreement (the "Agreement") 1is an agreement

between you (both the individual installing the Product and any legal
<E&>

Do you accept all the terms of this license agreement (y/n) ? y e

Select installation type:

(1) Enforcement Module.

(2) Enterprise Management.

(3) Enterprise Management and Enforcement Module.
(4) Enterprise Log Server.

(5) Enforcement Module and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 2 s,

@O FireWal-188BEY 21—V T4 0L —Y3V% T B,
@ EARFFHICARLICHBER<Y>F—%#8BT,
@ AVRE=VIBEI2— BRI B,

[2)zFRL . BBEY2—EAVRE—ULET,
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BB

BB

Please select Management type:

(1) Enterprise Primary Management.
(2) Enterprise Secondary Management.

kkkkkkkkkkkkk Tnstallation completed successfully **kkkkkkkkskkk

FireWall-1: This is a Management Station. No security policy will be loaded
FireWall-1 started

Enter your selection (1—2/a—abort) [1] : 1 reeeeeseessssrsssresssesssesseneessssesnes frensena s @
This program will guide you through several steps where you
will define your SVN Foundation configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

Do you wish to start the installed product (s) now? (y/n) [yl 2 y seeersssefoe. ()

# SRUCAOWIL -1 ILOW  *+ressssssasasassnsssssasssassssnssssssssssssssssssssssssasssstsssssssssasssstarsssssssnsassssssssssnsasasashesssssnsasasarasansnssnnnans @
D AVRE—=VIBBERBEI2—IVDOXATERRT B,

.

o
0/

(@S

Firewall&{#Dtwy b7 v D

[M1%&FRL . Primary&E L THERAL £,
BBEY 21— )VERESTD,
BEHIT,

Firewaltw kPw 7 ICDWTHREBL £,
<D

UTFOFIRICHE > TREZT>TIZES W,

2.

. ERBAT 4 ROICELBMIREET Do

3EDM. MEPBARERT 1 ROICKDRTEIEESRL . WHRTEEBOS 1PV FDOEFKE
To>T<IZE
BEABEYV—IICELDBEETDo

S3ED2. YRT LD Y PV T |- TERREY—IVICLBREIZERL . FEEZT> TSI
=0

wOEE

LEEDREICHNTIF. —ELEEZERAUEVREE ULTLEE V. “EbBEEDRECD
TR LT, RO —ELEEDREITITVET,

Use cluster system? (y/n) [n]l: n
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FireWal-1Qad>2o2« 00— 3y

TEBROBE. DV I IV 3 VFIRD SBEE—HRGRYE T HPDEE D5
TIBEEICDONTE, 3ED2. YRTLDEY hPv T ] -[FireWal- 103> 24 G —
Yav]EsRLTIEE b,

O ©)
Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit 'ENTER' to continue...

This End-user License Agreement (the "Agreement") is an agreement
between you (both the individual installing the Product and any legal

<E&>
Do you accept all the terms of this license agreement (y/m) ? y o, CD

Select installation type:

(1) Enforcement Module.

(2) Enterprise Management.

(3) Enterprise Management and Enforcement Module.
(4) Enterprise Log Server.

(5) Enforcement Module and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 1 sescrsssssas e @

M cpconfig OV Y RAEETL ., FireWal-1D2Y D4 0L —> 3V %1BH5,

@ FEAFFBICARLICBER<Y>F—%1T,

@ AVRAP=VTBEI2—VERERT S,
“HBROBEIEI]EERL . AV R =L ET,
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Is this a Dynamically Assigned IP Address Module installation ? (y/n) [n] 2?2 ==
Would you like to install a Check Point clustering product (CPHA, CPLS or State
Synchronization)? (y/n) [n] ? y
Would you like to enable SecureXL acceleration feature? (y/n) [y] ? n
IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your VPN-1 & FireWall-1 configuration.

At any later time, you can reconfigure these parameters by

running cpconfig

B

(D Dynamically Assigned IP Address ModuleZ-1 > X =)L T B HEWOEHLEH DD D

T, <Enter>F—#%2RT 3,

@ Check Point clustering productx- > X k—JUT B HREOEHLELN DD DT
A7,

@ SecureXLEBIICITBDHDDHEET D,
SecureXL&ERLEODT<N>ZZIRL £,

B

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key:
Again Activation Key:

The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboot? (y/n) [y] DY e

. <Y>

@ FireWall- 1884 —NEFirewal @ TOBEICERTB/NRD—FZREL TS W,

@ 7%, BELII.
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ETFaV5F 1+ RKUY—DEEE

FireWal-18BHY —NICCUIOSA Py b =ERL T, D%, tFa2VT 4 RYY—%
ERRL . BERZO28DFrewallC 1> R F—=)UL & T,

GUIZSA 7Y DAV A M=)

BBOSATPYRMICUIOSATPY AV R E=LLET, FL <&, 38D+
TaRIY—Dty bV T 1mBRBLTIZE 0,

Firewall# 7Y o FOERK

1. 260FrewalOA 7Y 0 ~%tElT B,

— ViewObjectTree® [CheckPoint] #&RL . BOU Vv HL £,
[New Check Point]—[Gateway] %= &ERL &£ J,

— FAT7IxH : Gateway

281 cfws 1, fws2
AR :IP Address (IZlEFireWal- 188 Y —NEFLRY FD—ODERIPP FL X
ZHRELTLIIEE0,

— FireWal- 188y —N\H SFirewal #8888 (2F+2 ) T4 R V—DHREPYOIERREE) T
B1cHICIE. FireWall- 18184 —/)\EFirewallE DR TBEZTOICODBEHNVETT,
General X— T [Communication..] &5 v oL ., FreWal- 13>V 274 5L —> 3 V6
[CEBRTELICNRD—RAEANDLTLIZS0,

Check Point Gateway - General Properties

General Properties

Topology
NAT Name: [fms1
- Authentication :
- Logs and Masters IP Address: 20224751 Get address | [T Dynamic Address

{-Capacity Optimization

Advanced Comment [

G | I

Check Paint Products

Wersion: NG Feature Pack 3 - (et Version

[Firehiall-1

Communication x|

[CiSecureClient Policy Server
The Activation Key that you specily must also be used in the module configuration

Secure Intermnal Communication

Cammunication. DN

Activation Key: - : |>«»<»<mm

Confirm Activation Key: |www*|

Trust state: [Urinitialized

hnitialize | - Test 5I0 Status._| Feset |

Cse | Help |
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— TopologyX—ITeA VAT 1 —R%ZH/EL T, [Get Topology..]#oUwv oL TEE

BSLET,

- uthentication

- Logs and Masters

L. Gapacity Optimization
Advanced

20224751

280.255.286.0

External

1721611

255.265.250.0

This Metmorl

18216821

255 2652650

This Netwnrk

2. DITDOSRAFZTI O =ERT Do

— ViewObjectTree® [CheckPoint] #&RL . BLUvHL T,
[New Check Point]—[Gateway Cluster] ##RL £ 9,

— XTI x5k Gateway Cluster

28] : fws_cluster
AE (IP AddressiCig1 Y2 —=x v MMIOREIPP? FL 2 EIBEL TIZS0,

O—FYx7%F556. “EMEEDRE CooupOlICBRL 12— v MIDRIEIP

P RUREEEL TIEES 0,

L Cluster Members

s ity Mode

Synchi t
wnchronization R l—

Authentication e

Logs and Masters
Gapacity Optimization
- Advanced

NG Feature Pack 3
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3. Cluster MembersX—YT., FIB1TERLIZ2EDFirewall A 7Y =4 ~(fws1&fws2) &80T
%o

Availability Mode
- Synehronization
Topalogy

Remate Access
Authentication

Loes and Masters
Gapacity Optimization
Advanced

4. SynchronizationX—IY Tt vy 3sVEHETOYRY FD—2%ANT 3,
CORY FD—=5ICEVWTEVLOIROY I VIEHREHBL T,

+General Properties
Cluster Members

Availsbility Mode

Topology

i Femote Access
#uthentication
[#- Logs and Masters
Capacity Optimization
Advanced

18216820
256.266.2550

—
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tFaUFT 4 IRUD—DIERK
#v RO~ OHBITSU TRF 2 U F 4 KU Y — R L T E L,

@ XFTIRIW—W(H—NBENOFPHLRAEZEBETSI)IV—IU)ICEL TlEfws_cluster
(Gateway Cluster#7Y 10 MAERETSZEIFEL TIZE 0,

Source any
Destination :fws_cluster
Service any

Action :drop

O O—RYI7OBREEHAARESIR. AFILRIL—ILICSWVT. DestinationlIc
[fws_cluster2]Z{ER L. EBIMLE T

[fws_cluster2 ]D{ER %

1. ViewObjectTree® [Nodes] Z#iRL. GIVUvIT 3,
[New Nodes]—[Host..]1Z&RLF T,

2. IP7 RUADREEIF. —E{LHEEEDRE Caroup 1 ICERIT D15 —
vy MADIREIPY RURZIEET o

3. TopologyX—IT. group1ICERYT DIREIPT RURZITNTIEET %o

@ RV LrD—HOATITHMITHdeTE— FONATAFERTSHE . [Add Automatic
Address Translation rulesJICF w4 L. [Translation methodJIC TIHide % #&4R
L . [Hiding IP AddressJIC3MRIBIP? FL X Z=$8EL &£,

® StaticE— FONATAFERITSBE . [Add Automatic Address Translation rulesJiC
F w2 L. [Translation methodJIC Tl Static)J%#:3&iRL . [Translate to IP Address]
(CStaticNATZE#EIPP FL X A2IEEL £,

w-O StaticNATZERTY 2581, IEERREY—IU(fwsetup)ICT, —F 14V T

DEE. ProxyARPOREDBEICHEDET, Ib—F 1 VIDREICOVNTIE, K&
D[Firewall®ty k7 v 7] - INATORHDIV—F 1 I 57— ]|ES8RLTL
Jrakal A
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—E{ERIL—ILDENN

“EREE BRI IO, T \BOREERRBEZRITICODIN—IVZRET S
PENDBYET,

1. XZa—®m[Managel—[Services..] > [New] ZFERL . UTDY—ERZEET D, (BEIE—
BITT, MORZETEEOVET AL )

ATV xH ~TCP
28] Clp_tcp
R—k 28001

ce Properties - clp_tcp

F7Y 14 H:UDP

28] Clpo_udp
R—k 28002
O

EEER— FESEEAREY —IVICHIT DBREEDR— MESTY . —ELHEEDRETIR—
FESZEEEIIHEREZOREICEDETY—ERDERET>TLEE L,

2. FEO"ELRERDI—ILZEBINT S,

B8 REE
Source fws 1, fws2
Destination  :fws2, fws1
Service clp_tep. clp_udp
Action :accept
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wO EE3
Ry R2S VI BT SBEBUTORISERL TS,

® FirewallBER=Ry FD—0ZFRHELBEW(AVIT—2y Ml 41V SRy MIlEHBT
3)EHIE. UTOIL—ILEEBIULTLEEL,

=] EREME
Source fws1. fws2
Destination :sync_fip
Service FW1

Action :accept

[sync_fipl DERTTE
1. ViewObjectTree® [Nodes]&:&IRL. HIU v I T %,
[New Nodes]—[Host..]Z&RULE T

2. IP7 RU A&, SynchronizationX—ITERELIEtEYy Y a VABRZETSIRY b
D—URNICFEEYT DFIPEIEET Do

® O—RYI7PZITIBERUTORIGERL TS,
- EyyavEHRy FO—JRBUTERRY FO—JEULTLESL,

- RYBPI—IDEEELT. UTFOXSIBEEDVEELEDXT, fEL. TORY b
D—2EEFireWall-1[CB32FTI I NEEDHTHD . RIEDRY NT—T18
BANRRT2HDTRIBD I A
(F&clx. 192.168.1.1~192.168.1.127%fws 1 ZfEM. 192.168.1.128~
192.168.1.2541F. fws2ZfERAL TEEZTSHESOHTT, )

1. VewObjectsTree® [Networks]BZ YU w2 L. [New Network] Z:&R UL
TO2DDRY NI—0FTI U M EERLET,

XY RNIT=OFTITOBMI
F7I U M network_1

IP7 KL 1192.168.1.0
Xy kYR :255.255.255.128
HideNAT : groupOICEFR U e RABIP7 KL R

*y ND—=0FTIxI K2

7Y RE : network 2

IP7 RLUR :192.168.1.128

v hbvRU 1 255.255.255.128

HideNAT t group 1 [CEFRUIREBIPT KU R

2. 192.168.1.1~192.168.1.127DAMK R k&, groupOICEER U IIRIEIP
7 RURICHIdeNATENX T,
192.168.1.128~192.168.1.2540A& KR hME. group1CEER U kiR
IP7 RURICHIdeNATENE T,
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—E(LHRESIR

" EMbAEA BRI B oOICE. RESIEEL T, (Policy] - (Global Properties) - [NAT -
Network address translation] X—/ T[ Automatic ARP configurationJMF = v 2 %49
MENBDYET,

El
Firewall-1 NAT - Network Address Translation
*HAT - Network Address 1
i Authentication Automatic NAT rules
YPN-1 Fro
v et ¥ Allow bidiectional NAT ffar more detaik ses help) — FIvOEHNT
Remote Access ¥ Translate d
- LDAP Account Manageme o m——
- SmartMap [=perteh:
:Management High Availab
- GonhectContral Marual NAT rules
f O5E - Open Securty Exte [ Translate destination on olient side
- Stateful Ingy p :
¥ and IP Fool NAT

ard customiz
I~ Enable IP ool NAT far SecuRemote/SecureGlient and sateway to sateway cannections

Address exhaustion track: € None: & Log € Alert
Address allocation and release track: (& Mone £ loe
Mor-unique address ranges

All addresses that are not in the list will be considered as unigue addresses,

First IP [ Last 1P |
10000 10,256 265,055
1721600 17231 265.265
182168.00 192168256268
g B | [ Rem |

. 0K Carcel Help.

TtFAVFTARUIY—DA VA =)

tF2UT AR Y —DEEDTY LIcD. RUY—% AV A=V TS0, 28D
FirewallC1 >R b=b=NF T,

EFaUFT 4 IRUY—DINyIT7 v T

“EBDBE. R Y —1BRGFreWal- BB Y —NICRBESNEITH. 1BHROY X
PORRICIE, BEY—NEFrewal&EDTADNY O PV T TF—RBNBERUET, &
BH—/)N& L TExpressb800/FW300 & 72ldFW500%BAL TOWBIBE(ICIE. 3BDM4. &
F2UTFARYUY—DONVOPYT]ITY RICEBNVOPYTH#BRL TIES0,
FireWal-1EY 2=V O P v I HEERL T,

MDY —NEFERL TOBBEICIE. ZBITD 77 TVDNYOFPVIHFRRBREGY F
To UTFDZ71IE. WindowsY > > ABRLICBED—HTI, 1V R b—IUT 1L
ORVICE>TEBUFTOTEREL TIES 0. )

1. MFOTALORUBRTOIRNTDT 71V

C:¥WINNT¥FW 1¥NG¥conf

C:¥WINNT¥FW 1¥NG¥database

C:¥WINNT*¥FW 1¥NG#lib

C:¥Program Files¥CheckPoint¥CPShared¥NG¥conf¥sic_cert.p 12

2. HKEY_LOCAL_MACHINE¥SOFTWARE¥CheckPoint¥SIC

LIYRMIIF2EREE, EROUIR IV =27 )UICEEBL. NvOPvI%EL
T<iZsbe

wO EF2UF—RUY—ODREOHAICBVLTERAULTVDIERA X—IJF.
FireWall-1DFeaturePack|C &> TEEDIESHHDHET,
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—HE{bikaE DR

TEMREDRETEERBL LT REFEAREY —IHHTOWET @Frewal T2
<BULREZT>TIEES 0,
“EEDORERED LFOCNYENDOFIRFIBEIUTOESYTT,

® /\— hE— MEEER
N—hFE—FDOxEBR®) 218EL T,
® /\—hE— KA LT7D MEFE

N—FE—rD&’L TEFFrewall DDV LI EERBT S E TOBB(R) ZI8EL &
Fo N—hE—FEEBRIYREOMEZIEEL TIIZES W,

® FirewallfCE)F 55

eEICBFFirewal DRCEEZ 56O T DEE ) 2I8EL 9, N—hE—F&
1 LFELVRENVEZEBEL TS,

o AEREEATCPIR— &S
BOFirewallE TCBEATOICODTCPOR— FESHIBEL T,
o AEREEAUDPIR— &S
BOFirewallE T:BEZTTDICODUDPOAR— FESEIEEL T,
® Firewall1DY—/\{$#
AR FBIFFQDNFER T <. FAAVB%BROICRBEIZIBEL TIZE 0,
® Firewall2Dt—/\#
AR FBEFFADNERX TE B <, FXAYVREBROCBRAIZEEL TIZE L,
® FirewalllDAV5XRXI 7 RLR
BFFirewal BRI B1ODP FLRERY Y ROEANDLE T,
® Firewall2@A 57 I L7 RUX
BFFirewall BRI B1ODP FLRERY Y ROZANLET,
o RIEIP7 RLZA

“S{tipez BRI BHBE . Frewal\OF Ot X FRAURIBIP P FL X Z AT LE
NdYET,

Y- NEEREA VAT I —RER<EANVETT—RIREBIPP FUR%ZEFREL T
<tEELo

® ERMRI FLA

ERARELTRESNICIPT FUREDOBENRBRL ITBE . FiERFrewallC” =
WA=NDITONE T, AREBDREFBE IS N TEET,

® JOFYARP7 RLUZR

StaticNATHEEZERTBHE . HEBREP FLURELTERIS 7 FLUR%ZBEL T
<tEELo
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® EMR*Firewall
BAZRDFirewallzisEL 79,
e BF T AILINvY

B8z ANV OZTODEDNRELET. BET 21\ U %ZautolcL1ZH
G BRRIDOVE, GHERICEBDSISHINTODIRET., ERRHER(E8) T
&, BENICERRICERZRLET,

Ry B VINA DE

BEARTEYV—IVTOREFIEEZRL T UTORABE, REDMtY Py T JTRLULC
RV RDO—OBREICE > THALET,

T — @
Firewall Server configuration tool Ver.2.1

CEBD e e .®
use cluster system? (y/n) [M] 1y seerressr e ®
use load share? (Y/N) [MN] : D e s s ..C)

D BBOSA TV bHSFirewal DEARSRTEY — IV Thdfwsetup IY Y FAEEENT D,

@ Tluse cluster systemJDIBEB & Tld. <ENTER>F—%1BL TEH . ZTERNBDEHERT
Do

@ “EtHEREZEARTS. <Y>F—%HT,

@ O—FYz7OB (use load share?) (C[YITERA S ED— FY z PDORENBEB SN
Do
CITR. KY FREVNADREETO>OT, <N>F—%BLET,

---- START CLUSTERPRO configuration ----------------

CLUSTERPRO Configuration Tool Ver 1.0-4

---- cluster configuration -------------------------

Input HB interval (0 - 999) [0] : icirrccrrsssrssirssiimsiiie s s snans NO)
Input HB timeout (1 - 999) [1] :  sereesssssssssssmssmmmmi @
L T T TN e I ———————— .®
Input API TCP pOTt NUMDET [2800L] : rreerescrssrescsssresssssresssssessssssesssssresssssseassssresssssesasses L. @
Input HB UDP port number [28002] : .iiiccrerrsssssrrssssmrsnssimmmssmmmmssmmnsrrsnsrnssmmnssnnss . ®
Input serverl hOSt Name : EWSL rrrrrrrrrssrrrrsi .()
Input server2 host name : fWS2 e @

@ N—hrE—FXEER#E) ZANT5,
@ N—=hrE—FRALPDREE ) ZANT D,
@ EEFICBFFrewalDicE =F/E5EH T H6HE W) 2 ANTS,
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@ NEBEADTCPR—FBESZANT S,
B ABRBEAOUDPR— +FESEZANTD,
® FirewalllOY—NZRR FR)%#FH/ET D,

R FBIFFQDNFER TR <. FXAAVB%ROCBRIZIBEL TZE b,

@ Firewal2OHY—NZBRR FR) ZR/ET D,

AR BBEFFADNFEXTRE <, FXAVBZBRVICBRIZE/EL TS0,

---- server configuration ------------------"---~-~-~-~-~-~—-

TNPUE FWSL INtEercOnnect address w
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0
address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Input fws2 interconnect addreSs sssssrrrrrrss ]
address (1) : 192.168.2.2
netmask (1) : 255.255.255.0
address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

@ BAXFirewallDFrewalE&ERA? FLUR (VA IRO R P RFLR)ERY bY RO %

)\jja—éo

AVRIRO LT FURE6BE THRETRETT .
BRERIC—BERRL I T,

—BHNSREATDEN. HXVELE. HEf. —BOBRTEF-—ANHDSBIETEZX

Jo

<A>F— + <Enter>t—: AVRIAROSTP RLRAEBNOLF

Io

<M>F+—+[EIETE—BOES J+<Enter>+—: EBELICBESOHREXEIELFT,.
<D>F—+[HIFR T B —BDOBES J+<Enter>F—: EBELICBFSOHRTEXHIBRL £,

< >F—+<Enter>F—: —BxHExXFRLET,
<Enter>=+—: ROBEENRFVILFT,

@ FHeZFirewal DFirewalEBEBEE P FL R (A VARSI B P RUR)ERY R RO %

ANT B,
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---- group configuration

No. name
1 group0

---- group fip configuration ---------------"---"-~---------

Input FIP address

address (1
netmask (1
address (2
netmask (2
address (3
netmask (3
address (4) :
No. address
1 202.247
2 172.168
3 192.168

)
)
)
)
)
)

("a"=add | "m

: 202
: 255.
: 172
: 255.
: 192
: 255.

.247.5.3
255.255.
.16.1.3
255.255.
.168.1.3
255.255.

.5.3/255.255.255.0
.1.3/255.255.255.0
.1.3/255.255.255.0

num"=modify | "d num"=delete | "l"=list | Enter=next):

O REBIPP FLRXZEANT B,

RIBIPP FL 2($8{B% CRETAETT .
RERIC—BERRLEIITDOT. #R. FlE. BBL T<Enter>F—TEHE T,

.

“E{EEEFER T 3158, Y—NADT7 7t X, BEREIPT KL X 2 {EAT 3 LEH
HVET,
Y—NEERERA 271 —XUNDOEA > 27 1 —XIRBIPT7 KL X %5%

L,

ELTLE
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---- groupO ipw configuration ----------------------~-~-~--~-~-~---

Input IPW address ---------------------------------------------------------------------------------------------------------------------------- ®
address (1) : 202.247.5.xxx |202.247.5.xxx
address (2) :
No. address

1 202.247.5.xxx |202.247.5.xxx

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

@® BRIBIPP RLRZEANT S,

[UTRED> TEREODIP? FURZANT B ENTEE T, XOBEEE. BELICZIP
PRUVREDBEDNEBLICHEICUY -—REBERUE T,

BERTDIPF FLURIEBEE CHRETRET T, 121ZL . [IITRE>/2IPP FL RG22
TIDDIPP RLURELTHD Y RLETD,

RERIC—BEZRRLEITOT., #8. k. BEEL T<Enter>F—TEHAE T,

!5 B R e LTURESNAIPT RLAEDRENRELIEES. BRI —NICT AL
FT—NFIFhbhET,
<EZTEHI>
® 202.2475.2542192.168.1.2540 B 5 B ENRRLICEESICT T 1MIVA—
NEITOTZOBE,

No. address

1 202.247.5.254
2 192.168.1.254

® 202.2475.254£192.168.1.2540R A3 EBENERL ISHEICT T A—N%
TOIEWBEE.

No. address
1 202.247.5.254 1 192.168.1.254

® 20224755&20224752540R 75 EBEHNEBLICHED . 192.168.1.254&
BEDFRLICBEICT TNV A—NETOICOEE

No. address

1 202.247.5.51202.247.5.254
2 192.168.1.254
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---- group0 proxy arp configuration --------------------~-~-~-~-~-~-~-~-~-~--

Input proxy Addres g srerrererrsrasranntirr s s n s n s s s s s s s anaann s nnnnnshasannaans @
address (1) : 202.247.5.4
address (2) :

No. address
1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BETBSTOFY TP FLURZEBET B,

TJOFVARPP RUZRAEANDLE T, 7OFVARPT R R(E256@B% CREIRET
P

RERIC—BERRLEITOT., #3. . BEBEL T<Enter>F—THEAE T,

7O% YARP7 KL X TlE. SEARY — /NI TStaticNAT £ 7 S A DABBIP7 KL X &
BV ET, StaticNATTABTBIP7 RL R ETARTERLTEEL,

---- groupO resource configuration ----------------—~—-—~-—-~-~-~-~--
Input primary server hostname (fwsl, fws2) [EWS1] : wcirciirsirsirmsiesfre @
Input failback policy(l:auto, 2:manual) [manual] : seesrssrssrscrcraa e, ®

---- END CLUSTERPRO configuration -----------------

B

O BRRY—NZANTS,
BEIZ T ANV OEFTODEDINANT B,

@

O LREomEEFfws]. fws2TRUEREICL T &L,

LEDRERE . AMEeBEBASEILENDYE T, UTOIVY FEZANDL TICE
Lo

# shutdown -r now

DRy FO— I EERDER

AV ESRY FEDMZICERET DR Y bDO—O#BICDOOTIE. T2+ b— FDRE
ELTH—NERELIENENDORY EDO—DDREBIPZ FLR(AY FS Y B
192.168.1.3. DMZMI: 172.16.1.3) ZIBET D L 2IlcL TS L
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[&Z] NATOfcODIV—F 425 5—T )b

Firewall D —B/EEBRRICHWN T, DMZEPO—HIURY FROY—NDOFP FL R A&EHI(C
NAT (P RLURZEBIL., 12—V R EICRBTBEES. VL—Fa V97— &

ProxyARPT =7 )UDRE=BIETOVLEDHY E T,

BlEL T, UTFORY bDO—0BRDBE . RERWWW/FTPY —NZZBIT DRI &
& UTFOKDBIN—T 4 0T =TIV EProxyARPT — 7 JUDERE ZFirewal N7 2 &

BHHYET,
) 202.247.5.127
" 7|7 Z INATRBDIPP FLR)
RABIPP FL R
202.247.5.126
Firewall Q Q
S e
5 ol | |
(e =

RIBIP7 RL X
172.161.126

NEAWWW/FTPH—/\
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

Tk DOP KL R &destination, RO FL X #gatewaylCIEEL T IZ= 0,
fwsetup®dstatic routingDIBE THRET D ENTEET,
ProxyARPDREICDWVTIE., BiDl ZE/EDOFREIEBSRBRL TS 0o

117

NS U TS | .



O— R T 7058

ATFDRY FO—01EpeflICL TRBLE T,
FTE. Ay FREAVYNADREZESRL . [FirewalDty b PvFJE[EF2 U T4 RY
V—OREETH>TIZE 0o

Firewall 1
AR 2

AVR—3Y MAIEIPP FLXR:

DMZRIEIPT FL &:

1V ESxRY MIEIPP FLR:

Firewal E@ERIPP FL X:
Firewall2
R k2

AR —3Y MAIEIPP FLXR:

DMZBIZEIPP FL X:

AV RS2SRy MAIERIPP FLXR:

Firewal E@ERIPP FL X:
{RZBIP7 KL A (groupOfil)

AR —xv M
DMZA:
2= SYANE R

{RFBIP77 RL A (group 118l)

AR —xv M
DMZA:
2= SYAN:

J0O+ Y ARP7 KL A (groupOfl)

AV B—Ry M

JO+YARP7 KLU A (group 1)

AR —3Y M
EEAY-—N

RR 3
P77 RLXR:

GUIZS 147~ ~APC
IP7 L X:

fws 1
202.247.5.1/255.255.255.0
172.16.1.1/255.2565.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.2565.255.0

fws2
202.2475.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

202.247.5.3
172.16.1.3
192.168.1.3

202.247.5.4
172.16.1.4
192.168.1.4

202.247.5.5

202.2475.6

firewall_mar
192.168.1.4/255.255.255.0

192.168.1.6/2565.255.255.0
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A2 R—xv FMILAN

‘(.‘\

>
.--‘ . _______
‘M' W—%
S~
202.247.5.0/255.255.255.0

1Y F>2R Y FALAN

20024751 192168.1.1 192.168.1.0/265.255.255.0
9016813
: M’ s B\
202207578> ey
‘]gg?ggé:] 192.168.15
19216821 oo 1611 [/ CT72.16.14> Q
5 B U %EE%‘]’
—N\&H8 -
gﬁﬁLAN ENEL
192.168.2.0/ s
2552552550 | 0755 -
EBHSATV
192.1682.2 192.168.1.6
172168«2 9216813
JU216810>  —
172.16.1.2 <472.16.1.4> *iVC_lLAN/\
DMZ LAN
172.16.1.0/256.256.256.0
ABERAWWW/FTPREA
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RIC, [TEEDOREIZTVET,

T, O— Ry T POEEABIZL TagroupO0&Egroup IR EZITOE T,

( \
B EWSE@UEUD tuviereenirrrensierenssirrnnssresmsssteenssrenssssrenssssesnssssensssssnnsssssnnsssssnsssssnnsssssnnsssssnnsssennssssnnnssssnnns
Firewall Server configuration tool Ver.2.1

CHE
use Cl{lster SyStem? (y/n) [n]: Y .................................................................................
use load share? (Y/N) [N] 1 ¥ iccicerrmserseesssssssss s s s sssss s sssssssssssssssssssnsas
CB8>
---- g;oup configuration --------------------~-~-~-~-~--~-~--
No. name
1 group0
2 groupl
---- groupO fip configuration -------------------------
(m‘g) .........................................................................................................
---- g;oupo property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl]
Input failback policy(l:auto, 2:manual) [manuall]
CB8>
--—- g;oupl fip configuration -------------------------
2 S
--—- g;oupl property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl] : £WS2 .ecvrrcirriirsimsi.
Input failback policy(l:auto, 2:manual) [manuall]
CBB>
Please.reboot the system.
H SNULGAOWIL —T TLOW  rresssssssssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssensnsnssssssssesnnnnnns
\ J

D BBOSA TV D BFrewal DEARERTEY — IV ThDfwsetupIY Y FZicgh T2,

@ [use cluster system?JORE X Tl&. <Enter>F—%3BL TEHE T,
CCTER, B E AT D T<Y>F—%BL T,

@ O—FRYzFPETFTOOT, <Y>F—%BT,

@ groupOICEBB T BR/EET Do
REBBICDOVTIE. [HY FREVNADEREIHZBRL TIZS0,
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® group1lCBBIBREZTT Do

BREBBEICDVTIE, [V FRAVNADREIZERL TIZE W,

® grouplliCHRHF3T5143 U AZANT B,
CC Tl group0D TS 1 < UHE & F P DFirewal =8 E
@ Firewal &&= B8 T,

LT<iEE0

O ® JOFVARPT RUZDRECHLITeroupO&group1 Tl E—IP7 RLZDER

FTEFLA. BEDIP7 RURERELTIREL.
e LEOHERfws1. fws2THUREBICL T ZE L,

fthp=y FDO—OEIRDER

AV ESRY MIBETDIRY FDO—0B0OT 20+ U ~U—k
REF/ELTIZS 0,

([ZIE ATOREPP L

® FIROATI L bnetwork_TCEELIZRY FDO—SIZEBL TOB#E3(CIEgroup0lc

BHRLICIY ESRY MIOREIP? FL X,

® FIRDOATI L bnetwork 2ICEELTZRY FDO—2IZEBL TOB#ES(CIEgroup 11C

BRLICTIY SRy MIOREIP? FL X,
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E H

“E{bEAROBRICDOVWTRBL £,

SRRSO

BRART-NCBVOTEEZRELISHEICE. 7T AVA—NDREL ., FHERT—/IN
EBENMIVEBDYE T, YORICEARREY —IVTIEELICEBEDE-mail? KL R5BIC
A—VHDEEENE T,

® FUULREEDAYyE—Y

Subject: WARNING: [groupO] is downed

! IWARNING! !
[group0] is not active on Firewall (fwsl.nec.co.jpl[202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jpl[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JIAIA—INLIc&EDXAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

'INOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jpl[202.247.5.2]).
Urgently check another failed firewall.

wO IIVULEEREDRY NI—SDEEREELDBE, IV UREEDX Y E—Ihib—
NNAHISHEBL. EEEIRRICREETNZTENBDET, Xy E—IEZHELLSUTZED
RSB ERRTDLSICLTIREL,

A— )b ESMEL 12 BExpressb800/FWE00DRREZTESZEL . Y R T L DY (syslog)hrb5 7 =
AWFA—NDRELICBRZERL . DB ZT>TLIZS Ve XV E—IRE, 40
TFREZ(FIMM13C ZBEEEED DT X v —I A BRL TS0,

0 ERNRIPP RLREDBERE. WL, FireWal- 17O CEBOFREL . FHR
FirewallZE3AS|=HOTISIBE . B, YDV —NETOEBOERENIBTSND LD
ICBUET, ¥DFirewal| EFEORESKREN EDNE. [clpstat -s]D
[STARTING] CHERT=E 9,
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o EBRXFrewal BN IESIRRED & FFHHERFirewal TEHE# X TTL TOBIBE . FHR
Firewal CEERARIPP FL X EDBEFEME. 5 WO (EFireWal-17 0t ZEmAREL
TH. BFHXRFirewallh 5BARFirewalIN[FEBEHNSIEHMHANT . SISHEFHR
Firewal CEBEAIETSNE T BL . EROFHICEOTEREDM VA —IRO LD
BENFRLICBEICAVTIIIDRY TIELL . EBESHKETH> TLERR
Firewal CEBIEITINE T, LEHESRER. ROFIBIC I UMBBRSNE T,

[EBEAAMIRIPT RLU X & DEEEENERDIES]
- ERENZRIPT RLREDBEER
- Clogrpdv Yy RICk > TEBA#2ED
- Firewal&i2&h

[FireWall-1 70Ot ZERHDFEE UIEE]

- Clogrpdv Y RICk > TR ABH
- Firewal&i#2&h

123

NS U TS | .



AV RUI7LVR
REXR, BRR. GHRODEFEIVY F2ERAL TITOETD,
BEEHRT
BEODRE. REABEZER IS ICEUATOIVY FERTLET,
clpstat -s [-h host_name]
-n

-i [-h host name]

RE, REBRORRZTOET,

CwrEV)

SsFECFSIEBL .. SEREARRLET,

o AVRIARO IV THERRLET,

o BEREEFRRLET,

-h host_name ......... BIEERR Y —NR, BERBLDHRE., IV FETT—N\DIERER
Uzxd,

# clpstat -s

* gerver0 : fwsl 1.0-1.4 sesesssresencfarsnsniacasneranansniaiesasranannn. ()
serveTr]l : FWS2 sesssssssssssiiiiiiiisiissiisiississsssssnssnssnsstsssassssssassanssnssssh sttt a e R s R @
server(0 serverl

SERVER STATUS ................... ONLINE ONLINE ==+
GROUPO STATUS .........iiiiinn. ONLINE OFFLINE ---

POLICY 1st 2N seeeneees

STARTING .o vvveiee e, ALLOW  DENY rweeee

<A> groupO0-ipw0 ONLINE ONLINE ==
1921681254 ..................................................................... annn

<U> group0-fip0
202.247.5.3/255.255.255.0
<U> group0-parp0 .
202 .247 .5 .5 teeeeensssssesrereesnnsssssssesseesnnnnssssesseesnnnnsnssesseesennnnnnsn e
<U> group0-execO
S: /opt/necfws/bin/ckcstat
E: /opt/necfws/bin/ckcstat
<U> group0O-execl ONLINE OFFLINE
W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k

w-O O—RFYI7EICIE. GROUPODIERICS|EH#EGROUP 1 DEHRIFRREINE T,
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clpstat -sOFIERICDLT

O —=NB(168) ® IPWUY—REHEP RL R

@ ¥—NB(E8) © FIPUY—2DIREE

@ H—NORRE ¥ IPWU Y —X &
ONLINE : N—FE—FRARESNTHS M FIPYUYV—RBEP RLR/%Y hwR5
OFFLINE : N\— hE—FARESNTULRN M PARPY Y — X MDIREE

@ ZI—T DIREE % IPWU Y —2 EE#
ONLINE IER @ PARPYUY—XHBET KL X
OFFLINE R @ EXECY Y — X DIREE
ERROR  RE % IPWY Y —REEH
UNKNOWN R85 1) EXECY YV —R2ENFRTT/IR

® 2TAIF—=NKRIY S - EEaL

® ZI—T BN/ & W - 25484 Y
ALLOW Y @® EXECY YV —RBLEBEEFT/NR
DENY %31
UNKNOWN K88

@ IPWD Y —XDicEnfER] & IRRE
<A> Y —/\igE)
<U> c 8By — )\
ONLINE L ER
OFFLINE B
ERROR RE

UNKNOWN =

NS U TS | .
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# clpstat -i

SERVER fwsl

CLUSTER
STARTUP
WAIT timeout
HB port
HB interval
HB timeout
API port
API timeout
LOG port
ping timeout
RECOVER
RETRY count

SERVERO fwsl

INTERCONNECTO 192.168.1.1/255.255.255,0 "

INTERCONNECT1 192.168.2.1/255.255.255.0 sreresnrrnnnnns
SERVER1 fws2

INTERCONNECTO 192.168.1.2/255.255.255,0 e

INTERCONNECT1 192.168.2.2/255.255.255.,0 sereeeaesnsas
GROUPO group0

START

FATILBACK

ENVIRONMENT ACT_NORMAL

RECOVER IGNORE

RETRY count 0/0

FAILOVER policy 0:fwsl 1:fws2

IPWO GrOUPO-1PWO swerersrsssmsmsmssssstnssss sttt

TYPE AGR seesseerressssssnneesisasssnnnennaasnnaeeaaa——

POLLING address 192.168.1.254

RECOVER FATLOVER **reersessrssnmssnmsssnssssnsssnssanansas

RETRY count 2/2 ....................................................

FIPO
TYPE
ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

group0-£fip0

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

groupO-parp0

<RN=I < >

USR

202.247.5.5 srressrsssrsssnrnsninninannnn
00:A0:34:1A:4C:D3
eth(Q ===
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EXECO : gTOUPO-©XECO rressrrrsssssssssssssssmssstsmssnsnsssnsssssnnesssannans
TYPE . UGQR  eeeeeereeresesssesseesessssseses

ACT path : /opt/necfws/bin/ckcstat

DEACT path : /opt/necfws/bin/ckcstat
POLLING PR (o
PID 21623 ereernnnnsssererreennnnsssseserernnnnnnnsenneens
RECOVER STOP cesecsscnsasuscsunsanssasnnssnnsnnnsanannnnananas
RETRY count [0
EXEC1 : groupO-execl

TYPE : USR

ACT path : /opt/necfws/bin/ckfwalive
DEACT path : /opt/necfws/bin/ckfwalive -k
POLLING : YES

PID : 21625

RECOVER : FAILOVER

RETRY count : 2/2

w0 O—RYI7EICIZ. GROUPODEIRICS|EHEGROUP T DEROIRREINET,

clpstat -IDRIERICDWVT

O CLUSTERPRO AE Mi2@&h%

O JI—TkeEsE

YES . BE)CE) AUTO =E)
NO C FE)CED MANUAL S FH)
® EFEELEEBHR) UNKNOWN N
® N—hrE—FRER UDP A— FES 21NV OHEE
@ N—FrE— X EBRE) AUTO =E)
® N—rE—FRALPDHF) MANUAL CFE
® APIFR TCP iRh— +EBES UNKNOWN . B8
@ APIRA LT F) ® BIETH
OO R— &S ACT_NORMAL L BBIEH
® pingdYY REALTP D RE) ACT_FAILOVER 2z A =N
YNV FE DEACT_NORMAL CBBELE
RESTART : CLUSTERPRO AEE#2E) DEACT ILLEGAL S REEE
STOP : CLUSTERPRO AEf&1E Bl—T U HN B
HALT 0SSy vw RADY IGNORE - 48
REBOOT :0SU7—hk RETRY . FFicED
UNKNOWN NG STOP SR
O Y r>1O0% FAILOVER 2T AIWA =N
® —NB(188) UNKNOWN . B8
® A>AEIROFPFUR @ Y rsS1O%
T—NB2E8) @ BRERY—N\Z FERT—NZ
® AVRIRODEPRUR @ IPWYY—2X
II—T78 @ weEr-1T
ASR CEcE) V—X
USR c8RE Y —X

@ IPWUY—RESEBH/RT FL R
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@ IPWUY—=XURNYTTE

IGNORE ;A8

RETRY C Fic#

STOP ELE
FAILOVER 2T A =N

UNKNOWN - 83
@ o108
FIPUY—2%2
@ weEXTT

® IPWY Y —XEEH
FIPP? FL R
@ FIPA/>A—21—2R
@ ping@#
@ arp@#
FIPUY—XYANY %

¥ IPWD Y —XEB
® Y r>1O%
PARPUY—2%
@ feEs1T

¥ IPWD Y —XEB

PARP? RV R

MAC? FL R

PARPA>A7 1—2R
ping@#

arp@#

PARPU Y —X U AN HE
x IPWYY—XE@EH%

U k>0

EXECY V—2R3Z

weE a1

x IPWYY—XE@EH%
EXECY V—RiEEBFEIT/\R
EXECU Y —R{BIEBFRIT/NR
EXECY VYV —REBH/E

x IPWYY—XE@EH%
EXECYU Y —XRTJOEXID
EXECY YV —XRYUANYFE
¥ IPWU Y —X &EHk

® Y r>1O%

0686

® 6 ®

®®®

@O

# clpstat -n

address server0
192.168.1.1 OK
192.168.2.1 OK
address server0
192.168.1.2 OK
192.168.2.2 OK

===========  INTERCONNECT INFORMATION
Server() : TWS1 seerseessressssrssssansssnsmsasssanssnnssnnssansssnsssanssnnsansssnnsnsnshonnssanssnsssnnsnsnnssansannsansrnnnanans
SeYVETY]l : FWS2 srrrsessssmsnsunrsanssns s ssarss s anaaa s ar s naa s ranr s AR r A AR R R r
[on server( : ONLINE] =srrrerrerresretmtmmnananaieieieiasasaiaisisesasf ettt

[on serverl : ONLINE] srorrrrrrmmmmnnanananatesasananasa ettt

clpstat -nOFIERICDLT

D H—N8(188)
@ H—NLEese8)
@ v¥—N1BB)RT—RR

@ TS5ARVAVARIRO P RUR/RTF—AR
® THAYARIAVAIRO P RUR/RATF—AR

® v—NECBEBE)RT—ARR
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ERR/FRRDIIDEZR - EHEDIE)/FIE

BRR/SHEROUE Y, XBORE/BILEZTOHE. MTFTOIVY FZERTLET,

clpgrp -s [-h host name] [-g group name]
-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FIFEOECE)/RIEBEREZITTOE T,

FTvav)

T EBOREBZTOE T, ITICEESNTORY . OT—/NTiE)
LTOWBBEICIFEHL &I,

L ST FHEORLEZTOET, ITICRILESNTOLICY., OY—NTics)
SNTOBHBEICIFERL T,

11 [FSTT EBORTI—N2PUBA I T, EBEHEEBL TOET—NRITRE

TIBLENDYET,

-h host_name........... BERRY —NRTT, BEGLDBE., IX¥Y FETT-—N\DER
ERUET, -mATYIVIEERICIE. EEBaTy—/ \OR%KEF

5& 7,

-g group_name ....... BRI I —T%IERIL T, BEELRLDRSE.

ERUET,

O IW—THHR
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—sS{kigRogaty hPvJ

“HIBROBEDE LY b PV TICDOVTHRALE T,
ROFIRICE> THAV R E=)LLE T,

o EEH—/)N
Express5800/FW300& 7idFW500%=EE 4 —/NICL TO S BE DFireWall- 18124 —
NOBAYVRAE—=JVIZDVWTEHRAL T,

1. 3BOMBAYR =] -BtY b Py T JOFIEIE T=Z1T D0

2. 3BDM2. YRFLDtY F PV 7] [FreWal-188BEY 12— )bV I 45— 3V ]%T
/\DO
3. 3BOBAVR =] -THBEY F PV T JOFIE11A2T0, 8BY—N\NvoPvTAE
P TB,
® FirewallZ~{F

Firewal KIEDB AV R = IVAEICDOWTRBAL £,
1. BBO[BAYVR =] -TBtY b PVvT IOFIEIZ TEITD,

2. 3BOM2. YRT LY FPYT ] [FreWal-18BEY 21— )OIV I 40— 3V %17
/\DO

3. 3BEDBAVRM=)V]-TBEY b PVvTIOFIE11A7T0), BBY—NANvOHPVvTAEY
P TB,
® tFxaUF«sRUY—ZALVA =L
tF2 T R)Y—DBA VA R=VICDWTHRBL £,

1. SmartDashboardh 5&EBH—/\\#E#HL . Firewal&X{ENEF 212U T4 RUY—A AV R b—
VT3,

2. EA%Firewall, FRFrewal DB THEEN TS,
O— Ry P#EE2HEAL TO2IB5(I. BREIBDIBEEBERDY FTA.
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A= - HIPRRIA

FirewalZ&E A2 B U EMETT, Fio. 7 EVRIEEL / — REOEDAEENEND
FIPP FURTBHEITZILEN DY ET,

BTNV OB, RSN TOIcty YU AkenNgBEN DY T,
DTAIWF—NDEELICHEE, KERVY 3V EEDNETREMED DY F T,

BT I ANV ODRESNTOVDHE. EBRRYT—/\BiKEER. BBNICERR
P—NTEEDBWBSNET. BT TAUNYIODRESNTORVEER . HHR
P—NTEBEIRESNICEXICRY . BRRAT—NOAHDHHEREICSY T EFR
R GHEROYER) . BRRT-—NIIEKFZNUBASHBEE IV B (clpgrp-m ICXY
P—NDPVBAZRTIDLEN DY T,

FHRTERARIP? FLREDRERBHIFELEL TLDHE. ERRTYV—RES
DREL THHERT—NICEBESIsMOINIEA. 1IZL. COBETHIVV R
(Clogrp-m ICKUEBET Y —NZPUEBRADCEIFTRETT
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