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~
# cpconfig
Wel come to Check Point Configuration Program
Pl ease read the followi ng |icense agreenent.
Hit 'ENTER to continue... O
Do you accept all the terns of this |icense agreen’ent (y/ n) ? y ............................................ L O
Sel ect installation type:
(1) Stand Alone - install VPN-1 / FireWall-1 Internet Cateway.
(2) Distributed - select conponents of the Enterprise Product.
Enter your selection (1-2/a-abort) [1]: 1 O
Woul d you like to enable SecureXL acceleration feature? (y/n) [y] ? N ) L O
| P forwardi ng di sabl ed
Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter
Default Filter installed
Hardening OS Security: Default Filter will be applied during boot.
This programwi || guide you through several steps where you
will define your VPN-1 & FireWal |l -1 configuration.
At any later time, you can reconfigure these paraneters by
runni ng cpconfig
J
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Confi guring Licenses...

Host Expiration Features

Not e: The reconmended way of managing |icenses is using Smart Update.

cpconfig can be used to manage | ocal licenses only on this machine.
Do you want to add licenses (y/n) [n] ? vy O
Do you want to add licenses [Manually or [Fletch fromfile: m O

| P Address: 202.247.5.126
Expiration Date:

Si gnat ure Key: O
SKU/ Feat ur es:

Li cense was added successfully

Li cense will be put into kernel after cpstart

Configuring Adm nistrators...

No VPN-1 & FireWall-1 Administrators are currently
defined for this SmartCenter Server.

Do you want to add administrators (y/n) [y] ? Yy O
Adm ni strator nanme: fws-adnin

Passwor d: :| 0
Verify Password:

Perm ssions for all products (Read/[Write All, [Read Only Al,
[Clustoni zed) w
Perm ssion to Manage Administrators ([Y]es, [NJo) y

Admi ni strator fws-adm n was added successfully and has
Read/ Wite Perm ssion for all products with Perm ssion to Manage
Admi ni strators

Add anot her one (y/n) [n] ? n O
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Configuring GU dients...

QU Cdients are trusted hosts from which
Admi nistrators are allowed to log on to this SnartCenter Server
usi ng W ndows/ X-Mtif GU .

No GU dients defined
Do you want to add a GU dient (y/n) [y] ?vVy O

You can add GUI Cients using any of the follow ng formats:

1. | P address.

2. Machi ne nane.

3. "Any" - Any IP without restriction.

4. A range of addresses, for exanple 1.2.3.4-1.2.3.40

5. WIld cards - for exanple 1.2.3.* or *.checkpoint.com
Pl ease enter the list of hosts that will be GU dients.

Enter GU dient one per line, termnating with CTRL-D or your EOF
character.

192.168. 1. 99 0
Is this correct (y/n) [y] ? vy O

Confi guri ng Random Pool . ..

You are now asked to performa short random keystroke session.
The random data collected in this session will be used in
various cryptographi c operations.

Pl ease enter randomtext containing at |east six different
characters. You will see the '*' synmbol after keystrokes that
are too fast or too sinilar to preceding keystrokes. These
keystrokes will be ignored.

Pl ease keep typing until you hear the beep and the bar is full.

Thank you.
- J
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4 )
Configuring Certificate Authority...

The Internal CAwll now be initialized
with the follow ng nane: fws.nec.co.jp

Initializing the Internal CA ..(may take several m nutes)
Internal Certificate Authority created successfully
Certificate was created successfully

Certificate Authority initialization ended successfully

Check Point product Trial Period will expire in 15 days.

Until then, you will be able to use the conplete Check Point Product
Suite.

Trying to contact Certificate Authority. It might take a while...
fws.nec.co.jp was successfully set to the Internal CA

Done

Configuring Certificate's Fingerprint...

The following text is the fingerprint of this SmartCenter Server:
ADD OX GAVK MJUM LONG RI SK CARD FERN LI LY KEY JOKE FLOC

Do you want to save it to a file? (y/n) [n] ? n 0
generating | NSPECT code for GU dients
initial_nmanagenent:

Conpi | ed K

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to conplete the installation
you nust reboot the machi ne.
Do you want to reboot? (y/n) [y] ? vy 0

- J
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* User Mame

= Certificate:
Passwaord:
SmartCenter Server:

[~ Read Only
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# fwestore -i

Pl ease insert backup floppy disk. (#1)
00000000000000000
<Enter>0 0000

Press enter key.

restore fws.ini

restore clp.conf ... goo0o0o0000ooooooo
oooooo

restore .http...

restore .ssh...

restore conpl et ed.

After turned off FDD access light, Press enter key.
# fwsetup -i /opt/necfws/etc/fws.ini \

: gboooooooooboooobooooobooooooboooon
# shutdown -r now <Enter>O000000000000O0O0O0O0COOOCOOO
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6. 00O 0ODOCD-ROMO OO O O Check Point Next Generation NG with Application Intelligencel O
CO-ROMO O OO COOFirewall-10000000O0D0OOCOOODOOOODO

mount /dev/cdrom

cd /mmt/ cdroml | i nux/

rpm-i ./ CPshared-50/ CPshrd-50-04.i386.rpm
rpm-i ./ CPFirewall | -50/ CPfwl-50-04.i386.rpm
cd /

urmount /dev/ cdrom

H O OHF R OB H

7. CO-ROMD OO DOODOC-ROMO DO ODOOODOOODOO

# shutdown -r now

8. cpconfigD OO OOFireWall-10 000000
cpeconfigU OO OOOODOO2. O0OO0OO0ODOOOOOOCO-CFireWall-1000000CO00O00ODOO

oboooooooo

# cpconfig

Do you want to reboot? (y/n) [y] ? vy

9. DOOobOOoOobOoOoobg
gbooobgoboobooboobooboboboobooobooos>
OO0O000O0COo0OoOoOO0OOdFRireWall-1000OO0O0O

# cpstop FireWall-1OOOOO
# fwestore -f goooooooooooooa
Pl ease insert backup floppy disk. (#1) OO<Enter>00000

Press enter key.

There is 1 floppy disk for restore.

restore fwconfig files...(1/1)

restore conpl et ed.

After turned off FDD access light, Press enter key.
# cpstart

J

AY
Firewall-1OOOOO goooooooooooobooooooooboooooo

<Enter>O0 000000000 O0O0OO0OOO0OO0OOOCOOOOO

<00000000O0ooooooog»>
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# cpconfig

Wel come to Check Point Configuration Program

Pl ease read the followi ng |icense agreenent.
Hit 'ENTER to continue... g

Do you accept all the terns of this |icense agreenﬁent (y/ n) ? Y s b O

Sel ect installation type:

(1) Stand Alone - install VPN-1/ FireWall-1 Internet Gateway.
(2) Distributed - select conponents of the Enterprise Product.

Enter your selection (1-2/a-abort) [1]: 2 a

Sel ect installation type:

(1) Enforcement Mbdul e.

(2) Enterprise SmartCenter.

(3) Enterprise SmartCenter and Enforcenent Modul e.
(4) Enterprise Log Server.

(5) Enforcement Mdule and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 2 0

O FireWall-1l0OOODOOOQOOODOOOODOOODOOOO
O O0O000O00bOOo0obOgx<y>0o00bogon
0 oboboobooobobboobooboon
oooobooooob20b0ooooooooboooooon
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Pl ease sel ect SmartCenter type:

(1) Enterprise Primary SnartCenter.
(2) Enterprise Secondary Smart Center.

Enter your selection (1-2/a-abort) [1]: 1
This programwi || guide you through several steps where you
wi || define your SVN Foundation configuration.

At any later time, you can reconfigure these paraneters by
runni ng cpconfig

(0)
*xxxxkxxxkxxx | nstallation conpleted successful ly ***xx*xxxxxxx

Do you Wish to start the install ed product(s) now? (y/n) [y] ? Y e A
cpstart: Power-Up self tests passed successfully

(4)

Firewal | -1: This is a Managenent Station. No security policy will be | oaded
Firewall-1 started

# shutdown -r now
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FireWwall- 1O OODOOODOOOOO (©5)
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# cpconfig

Wel come to Check Point Configuration Program

Pl ease read the followi ng |icense agreenent.
Hit 'ENTER to continue... a0

Do you accept all the terns of this |icense agreen’ent (y/ n) ? R L O

Sel ect installation type:

(1) Stand Alone - install VPN-1 / FireWall-1 Internet Gateway.
(2) Distributed - select conponents of the Enterprise Product.

Enter your selection (1-2/a-abort) [1]: 2 a

Sel ect installation type:

(1) Enforcement Mbdul e.

(2) Enterprise SnartCenter.

(3) Enterprise SmartCenter and Enforcenent Modul e.
(4) Enterprise Log Server.

(5) Enforcenment Mddule and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 1 0

O FireWall-10O0O00OOOOOOODOOOOOOODODOO
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Is this a Dynamically Assigned | P Address Mdule installation ? (y/n)

Would you like to install a Check Point clustering product (CPHA, CPLS or State

Synchroni zation)? (y/n) [n] ? vy

[ n] '7 ................... e [

Wuld you like to enabl e SecureXL accel eration feature? (y/n) [y] ? n
| P forwardi ng di sabl ed

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This programwi || guide you through several steps where you

will define your VPN-1 & FireWall-1 configuration.

At any later time, you can reconfigure these paraneters by

runni ng cpconfig

(0)

O Dynamically Assigned IP Address ModuleDO O DO OODOOOOOODOOOODOODOOO<Enter>O

goooooo

O

O SecureXLOODOODOOODOOODOOODO
SecureXLO O OO OOOO<«N>O00ODOOO

Check Point clustering product0 OO0 0000000000 O0OO0DOOODOOO<Y>000000

(0)

Configuring Secure |Internal Comunication. ..

The Secure Internal Conmunication is used for authentication between
Check Poi nt components

Trust State: Uninitialized
Enter Activation Key:
Agai n Activation Key:

The Secure Internal Conmunication was successfully initialized

initial_nodul e:
Conpi | ed K

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to conplete the installation
you nust reboot the machine.
Do you want to reboot? (y/n) [y] ? vy

O FireWall-10OOOODOFirewallDOOOCODOODOOOOODODOODOOOOODODO
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