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FireWall-1 B9 —/\Otvy 7 v T

“ETR280Y—NABBITBHICOOEBY —NELY b PV ILET, UTORGEA
SBICT OV E2—RICBBEY2—IAAVRAE=ILLTLIZES W, Expressb800/
FW300&72[FFW500%= £ 2 18A8L . BBY—NEL TEaMES 83 EBTRETT,

ARV =T 4 0V RFT A Windows NT 4.0 Server (SP6a).
Windows 2000 Server (SP1. SP2. SP3).
Windows 2000 Advanced Server (SP1. SP2).
Solaris/SPARC 8 (32-bit. 64-bit).
Solaris/SPARC 9 (64-bit),
RedHat Linux 7.0 (kernel version 2.2.16. 2.2.17. 2.2.19).
RedHat Linux 7.2 (kernel version 2.4.9-31)
RedHat Linux 7.3 (kernel version 2.4.18-5)
Windows or Linux
T4 ROBE: 40MBLAE

XE: 128MBIA_EH#EXE
Solaris
XE: 128MBIA_EH#EXSE

* FRIF2002F 1 AREDBHR CT. SBONYFU U —XICKVEBICRBDITREMD D
UEd,

LA I3Expressb800/FW300& 12 [dFWE00Z BB Y —NE L TEMES B BEDREHIT
Jo

FireWall-1&18Y—/\D%
LT OFIBICRE > TREE T > T<IE 0,

1. MEAEAT 4 ROICEBPIREET Do

SB[ B ARTERT « RUICLDRE ISR . WIHRELERL S A7V DR
ToTL<IEE L,

wOE=

[HABARTERT « A DIERL - [FANEBOREICBNT, U=\ 1 T]IF[EEY—
NICFTvIZULTLIEEL,

2. BEAREY—IICLEREEIT Do

wOE=

3EDR2. VAT LDEY N7 v 7] - [BRBEY—IVICKDREIZSRL., EBY—INEL
TERATIEHDEREETOTLREL, b=y TDERETIEX. [2. Management
Server |BBY—/\[CIE>TVB T EFERLTLREL,
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# fwsetup
Firewall Server configuration tool ver.2.1

server type
1. Firewall
2. Management Server

select number [2]
<E&>

# shutdown -r now

TR

3. WERT®R. BEHITD.

FireWal- 1€y a— IOV T4 -3y

BEBREY 21—V EBEBY—/INAVX =L ET, UTFOFIRTIV D4 I -3V %
ToTLIZE W, BPOE DHRETBEEICOVTIE, 3EEDM2. YRTLDEY FP v

Z1-TFirewWal-103> 274 L= 3> 28R T<IZE W,

B CDCONELG rrersersrssrrmrmr s

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit 'ENTER' to continue...

This End-user License Agreement (the "Agreement") is an agreement
between you (both the individual installing the Product and any legal
<E&

Do you accept all the terms of this license agreement (y/m) ? y =

Select installation type:

(1) Enforcement Module.

(2) Enterprise Management.

(3) Enterprise Management and Enforcement Module.
(4) Enterprise Log Server.

(5) Enforcement Module and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 2 rwrrwerrsrsssrss s

M FireWal-1B8BEY 2 —IbDOIV 740 —Y3V% T3,
@ BRAFTHICERLICHEEE<Y>F—%187T,
@ AVRF=IVTBDEY2—IEEIRTS,

[2)&=&RL . BBEY2—NVEAVRF=LLET,
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BB

BB

Please select Management type:

(1) Enterprise Primary Management.
(2) Enterprise Secondary Management.

kkkkkkkkkkkkk Tnstallation completed successfully **kkkkkkkkskkk

FireWall-1: This is a Management Station. No security policy will be loaded
FireWall-1 started

Enter your selection (1—2/a—abort) [1] P e e e e e e e O C e P e PR LRV ETTEY EETTETCETETET PR PETCIP LT er @
This program will guide you through several steps where you
will define your SVN Foundation configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

Do you wish to start the installed product (s) now? (y/n) [y] ? y s, ®

# SBHUCAOWIL —F TIOW  sonnssssasnsnsssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssisssssssssssassssssssssssassassssssssssssasnnnassanns ®

.

0))
&/

~

Firewall&{#Dtwy b7 v D

AVRE—VIBBERBEI2—VDAATHRRT B,
[MJ&FRL . PrimaryE L THERBL &I,
BBEY 21— ZikEhst s,

BicE I3,

FirewalOtw kPw FICDVWTHREBL £,

Z

2V DE

UTFOFIRICHE > TREZT>TIZES W,

. WERBAT 4 ROICELBMIREET Do

S3EDM. MEPBARERT 1 ROICKDRTEIEESRL . MHRTEEBOS 1PV FDOEFKE
To>T<IZE
BEABEYV—IICELDBEET D

SED2. YRT LD Y FPVT |- TERREY—VICLBREIZERL . FEZT> TSI
=0

wOE=H

LEEDREICHNTIF. —ELEEZERAUEVREE ULTLEE V. “EbBEEDRECD
EF LTI, RO —ELEEEDREITITVE T,

Use cluster system? (y/n) [n]: n
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FireWal-1Qad>vJ«J0b— 3y

“HBROBE. VT4V —Y 3 UFIRD SEELE—BRBY E T MPDEE D5
TIBEBICDOVTI, 3ED2. YRTLDEY h PV T |- [FireWal- 103> 21 G —
YarvlEERLTIZE L,

Please read the following license agreement.
Hit 'ENTER' to continue...

This End-user License Agreement (the "Agreement") is an agreement
between you (both the individual installing the Product and any legal

Select installation type:

T N ©)
Welcome to Check Point Configuration Program

B>

Do you accept all the terms of this license agreement (y/m) ? y oo, @

(1) Enforcement Module.

(2) Enterprise Management.

(3) Enterprise Management and Enforcement Module.

(4) Enterprise Log Server.

(5) Enforcement Module and Enterprise Log Server.

Enter your selection (1-5/a-abort) [1]: 1 secrsssrssmss s e @

(M cpconfig VY RAEETL ., FireWal-1D2Y D4 0L —> 3V %1BH5,

@ BARFHBICERLICBER<Y>F %8BT,

@ AVRA=VITBEI2—VERRT S,
“EBROBEEMNIEERL . AR E=LLET,
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Is this a Dynamically Assigned IP Address Module installation ? (y/n) [n] 2?2 ==
Would you like to install a Check Point clustering product (CPHA, CPLS or State
Synchronization)? (y/n) [n] ? y
Would you like to enable SecureXL acceleration feature? (y/n) [y] ? n
IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your VPN-1 & FireWall-1 configuration.

At any later time, you can reconfigure these parameters by

running cpconfig

B

(D Dynamically Assigned IP Address Modulex1> X k=)L HBWOEHLEHNDDD

T. <Enter>F+—%=FRT 3,

@ Check Point clustering productz-1 > X b=V B HBEVEDLELDBDDT
A7,

3 SecureXLx=BRICTBHDDREET Do
SecureXL&ERLEODT<N>ZZIRL £,

B

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key:
Again Activation Key:

The Secure Internal Communication was successfully initialized

initial module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboot? (y/n) [y] DY e

M FireWal-1&8 Y —N\EFirewal @ TOBEICERITD/NNRD— REBEIT D,
@ BEHTS,

. <Y>
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ETFaV5F 1+ RKUY—DEEE

FireWal-18BHY —NICCUIOSA Py b =ERL T, D%, tFa2VT 4 RYY—%
ERRL . BERZO28DFrewallC 1> R F—=)UL & T,

GUIZSA 7Y DAV A M=)

BBOSATPYRMICUIOSATPY AV R E=LLET, FL <&, 38D+
TaRIY—Dty bV T 1mBRBLTIZE 0,

Firewall# 7Y o FOERK

1. 260FrewalOA 7Y 0 ~%tElT B,

— ViewObjectTree® [CheckPoint] #&RL . BOU Vv HL £,
[New Check Point]—[Gateway] %= &ERL &£ J,

— FAT7IxH : Gateway

281 cfws 1, fws2
AR :IP Address (IZlEFireWal- 188 Y —NEFLRY FD—ODERIPP FL X
ZHRELTLIIEE0,

— FireWal- 188y —N\H SFirewal #8888 (2F+2 ) T4 R V—DHREPYOIERREE) T
B1cHICIE. FireWall- 18184 —/)\EFirewallE DR TBEZTOICODBEHNVETT,
General X— T [Communication..] &5 v oL ., FreWal- 13>V 274 5L —> 3 V6
[CEBRTELICNRD—RAEANDLTLIZS0,

A Check Point Gateway - General Properties
. Tapoloey
LNAT Hame: [t ol
Authentication
Logs and Masters IP Address: |20224751 (et address | [T Dynamic Address
Capacity Optimization
& Aefvanced Commert; [

ol —

Check Foint Froducts

Wersior: NG Feature Pack 3 - Get Version

Gommunication

The Activation Key that you specify must also be used in the module configuration

Secure Internal Gommunication

Commynication. Dh:

Activation Key. T

Confirm fictivation Key:  [imm]

Trust state: [Uninitialized

: hitilice | - Test SI Status | T

Cloze | Help |
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— TopologyX—ITeA VAT 1 —R%ZH/EL T, [Get Topology..]#oUwv oL TEE
BBL &,

Authentication

Logs and Masters

Gapacity Optimization
- Advanced

20224751 255 2562650 Extarnal
1721611 2552552650 This Network.
19216821 2652052600 This Network

2. UTDOSRAFZTITH LRI B,

— ViewObjectTree® [CheckPoint] #&RL . BLY U vHL T,
[New Check Point]—[Gateway Cluster] ##RL £ 9,

— #AT7Y x5k Gateway Cluster

NS U TS | .

28] : fws_cluster
R"E - IP AddressICid 1> & —=xw MIOREIPP FL RAEBEL TS0,

Cluster Members

ety Hode
Synchronization
20224753
— I

Logs and Masters
- Gapacity Optimization
- Advanced

NG Feature Pack 3
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3. Cluster MembersX—YT., FIB1TERLIZ2EDFirewall A 7Y =4 ~(fws1&fws2) &80T
%o

ynchronization

PN
mote fccess
#uthentication
oes and Masters
apacity Optimization

4. SynchronizationX—=YTtwv Y aVEATORY FD—0%ANTB,
ZORY FD=HCBVTEVOIROY IVIERAHBLF T,

General Properties
- Cluster Members
.. fvailability Mode

Topology

HAT

VPN

Remote Access
Huthentication
Logs and Masters

Gapacity Optimization
Advanced

oot
19216820
255.265.2650

—




tFa1UTF 4 IRKU—DER

RY ED=OBRICSECTEF2 U T 4R =% FRL TS0

@ XFTIRIW—W(H—NBENOFPHLRAEZEBETSI)IV—IU)ICEL TlEfws_cluster

(Gateway Cluster#7Y 10 MAERETSZEIFEL TIZE 0,

Source

Destination

Service
Action

-any
:fws_cluster
any

:drop

@ RV LD—HOATITHMITHdeTE— FONATAFERTSHS . [Add Automatic
Address Translation rulesJICF w4 L. [Translation methodJIC TIHide % #&4R

L. [Hiding IP Address JICIIRABIP? FL X =EL T

® StaticE— FONATAFERITSBE . [Add Automatic Address Translation rulesJiC
F w2, [Translation method]IC Tl Static J%#:3&iRL . [Translate to IP Address]
(CStaticNATZ#HEIPP FL X AIEEL £,

wO
<REW,
—E{EAIL—ILDENN

“EREERER TS ICHICE, T—/BOR

StaticNATZ{ER Y $155(F. FIEEXRREY—IU(fwsetup)IC T, IL—F 1T
DERE. TOFVARPODEFRENMEICEDE T, IL—F 1 VIDEREICDVTIF, K

ED[Firewalldty 87 v 7] - INATORSDIV—F 4« V57— ]ESRLT

DENBYET,

1. XZa—®m[Manage]—~[Services...] > [New] #ERL . UTFOY—EXRATETD, (BEIE—
BITT, HDBETEBOEE Ao )

F7IxH R TCP

28
A— bk

:Clp_tcp

:28001

REERABEEBIICODI—IVZRETS

General I

Mame: |c:|p_tc:p

Comment: |

Eo N N
B T

To specify a port range, add a hyphen between the
loweszt and the highest port numbers, for example 44-55

W Keep connections open after Policy has been installed

Advanced...

o |[ an ||[ &
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F7Y 14 H:UDP

2H] :clp_udp
R—k 28002
O

EEER— FESEEAREY —IVICHIT IBREEDOR— MESTY . —ELHEEEDRETIR—
FESZEEIIESREZOREICEDETY—ERADERZT> TS,

2. FEOTE(LRERDI—ILZEBINT S,

B8 RE®
Source fws 1, fws2
Destination  :fws2, fws
Service :Clp_tcp. clp_udp
Action :accept

3. Firewal&®r Y bDO—0%FRELBOHA Y R—RY M, 1V SRy MIEHEFTS)5HE
E ATFOI—I7%80T 5,

B8 REE
Source fws 1, fws2
Destination  :sync_fip
Service FWH1
Action :accept

[sync_fio JDYERLTSE

1. ViewObjectTree®[Nodes] #&ERL . BOYU VLTS,
[New Nodes]—[Host...] #&RL £ 7,

2. IP7 RFUXRIE. SynchronizationX—=ITSREL -V Y 3 VERAETORY FD—2RIC
BHEIBFIPEZIEET S,
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—E(LHRESIA

T EtHEEA BRI B ICHOICIE. BESEEL T, [Policy] - (Global Properties] - [NAT -
Network address translation]’X—/ T Automatic ARP configurationJ®DF v o %#45+9
WEBNBYET,

Gilobal Properties i E x|

MAT - Network Address Translation

Firelhiz[I-1
NAT - Network Address 1
- Authentication
WPN-1 Pro
S UPN-1 Net
Remote Access
LDAP Account Manageme
Starthap
Management High Availab
~ GonnectGantral

Automatic NAT rules

— FIvoEHT

¥ Allow bi-directional NAT {for mare details se= help)

lanual NAT rules

OSE - Open Security Exte ¥ Translate destination on client sids
Statetul Fspection .
Loe and Alert IP Pool NAT

- BmartDashboard customiz
I~ Enable IP Pool NAT far SecuRemote/SecursGlient and eateway {o eatenay connections

€ e 6 loe £ flert

Addrece allocation andirelesse frack: @ Nore £ log

Addrese exhaustion track:

Hon-unique address ranges

All addresses that are nat in the list will be considered as unique addresses.

First IF [ Last 1P 1
10000 10.256.255.255

1721600 172.31.255.255

19216800 192168256255

. Ok Cancel Help

tF2aVFARUY—DA VX =)

tE2UTFARYY—DERD=ET LIS,
FirewalllC1 >R b=b=NF T,

EFaAUTFARUY—DINy Iy T

“EEEBROBE. RY Y —1BRIEFreWal- 1B Y —NICRBSNEITH . 1BROY R +
PORRICIE, BEBY—NEFirewal &XEDOBADNY O P Y I F—RHBFRBERBRUE T, &
BH—/)N& L TExpressh800/FW300 =% 1-ldFW500%FAL TOSHBE(ICIE. 3BDM4. &
F2UTFARUY—ONVHPYT ATV RICEBE NV HOPVITEBRBL TS0,
FireWal-1EY 2 —=)LONY O P v T REBLC T,

MDY —NEFBAL TOBHBEITE., ZBITZ 77 TIVDODNY OV ITHBRBERY &
To CATDTZ2AIE. WindowsY > > BRALICBED—FTI, AV R =T 1L
ORVICE>TERYEITOTEEL TSIESWG )

RNUY—%A V=L TLIZEL, 260

1. UMFOTALHRUBERTOINTDT 7

C:¥WINNT¥FW 1¥NG¥conf

C:¥WINNT¥FW 1¥NG¥database

C:¥WINNT*FW 1¥NG*lib

C:¥Program Files¥CheckPoint¥CPShared¥NG¥conf¥sic_cert.p 12

2. HKEY_LOCAL_MACHINE¥SOF TWARE¥CheckPoint¥SIC

LIRMIIF 4 R%ERE, ER2OLIR NIV =D 7AICEELL ., NvOPVTHEL
T<riZEo

w0 EF1UFA—RUY—DREOHPICSVTERALTVIERA X— I,
FireWall-1DFeaturePack|C & > TEKDIBEHHDET,
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—E{bikaE DR

TEHEREDRETEERBL T REFEARREY —IUHBTWVWE T, @Frewal T2
<BULREZT>TIIZEW,
TEIEBEORTEEES FOCNENOFRRERIIUATOESYTY,

® /\— hE— MEEER
N—FE—FDOxEER®) 21 8EL 7,
® /\—hE— K51 LT7D MEE

N—FkE— &L TBEFFrewall " E DV LICERBT 5 E TOBBH) ZI8EL &
Fo N—hE—FEEBRIYREVBEZIBEL TIIZES W,

® FirewallfCEN{F5IF™M

eEFICBFFirewal DREREZ 56O T OEE W) 2I8EL 9, N—hFE—FX&
1 LBBIYREWEBEZEBEL TIIZS W,

o AEBEEATCPIR— &S
BOFirewallE TBEATOICODTCPOAR— FESHEEL T,
o AEREEAUDPIR— &S
BOFirewalE TREZTOIZODUDPDAR— FESEEEL &7,
® Firewall1DY—/\$#
AR FBEF>FQONERX TIEE <. FXAVZAEBROCBRIZIBEL TIZS W,
® Firewall2Dt—/\#
AR BBFFADNEX TIFB <, FAAMYBEBROICBRIZE/EL TIZS 0,
® FirewalllDA V5 I 7 RLR
BFFirewallZ BRI B/ODFP FLRERY Y ROZANDLET,
® Firewall2@ 57T 7 RUX
BFFirewallz BRI B1ODP FLRERY Y RO%ZANDLE T,
o (RIEIP7 RL A

“Etipez BRI BHBE . Frewal\OFP Ot RFRANRIEIP? FL X Z AT LE
NoYUFET,

Y- NEERERA VAT I —REBR<E2AI VAT T —RIRBIP? FLUR%EREL T
<trEELo

® ERMRI FLA

ERARELTRESNICIPP FUREDOBENFBRLITBE . FHRFrewallCZ 1
WA=NDTONE T, AREBDRESBE IS N TEET,

e JOFYARP7 RUZR

StaticNATHREZEARTHHE . HEBREP FLRELTERTIS 7 FLRZE/EL T
<trEELo
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® EMF*Firewall
BARRZROFrewal #EEL £J,
e HEIZxAILINVY

B8NV OZETODEDDRELE T, BBT TNV D zautolcL1ZH
6. BRARIOVE, FHERICEBEDSISHOINTOIRET., ERRHER ()T
&, BENICERRICEBZRLE I,

BEAREYV—IVTOREFIREZRL &, UTORABE, XEDtY PV T JTRUIC
Ry ED—OBREAICE > THRBLET,

e — @
Firewall Server configuration tool Ver.2.1
<m§> ................................................................................................................................. . @
use ciuster system? (y/n) [N] 1 ¥ e s ".C)
O BRBOSAFPY LD SFirewal DFREY — I ThBfwsetup IV Y R 2ENT B,
@ [luse cluster systemJDBB & Tld. <ENTER>F—4ABL THEH . REANDAHERT
Do
---- START CLUSTERPRO configuration ----------------
CLUSTERPRO Configuration Tool Ver 1.0-4
---- cluster configuration -------------------~-~-~----
Input HB iNterval (0 - 999) [0] : sereeeresssesssssseseresesessssssssssssssssssssessssssssssssssssssssressensasaes .D
TNPUE HB EAMEOUE (1 - 999) [1] i cereeseeseeserseessesesssssessessesseuseusesssusesstuseuseusessessessessessessesns .®
TNPUE WAIT TAiMEOUE (1 - 999) [5] &  sereessessessesessesseuseussuseusessessessessessessesssssessssssssssssssnsnes .®
Input API TCP port NUMbEr [28001] : srerrrrsrrrssrssmimimiiinitss s .C)
Input HB UDP port number [28002] : wssscicesssesisuncesinassisunnsisaseesinssississsisssassisessnasesasnnsssans . ®
TNPUE SErverl HOSE NAME : EWSL sessssssessssssesssssssssssssssssssssssesssssssssssssassesssssssssssssasasess .®
TIDUE SETVEr2 hOSE NAME : EWS2 rrrrrttsssssssssssssiisssssssessssssssssss s . @D

@ “E T ERT 5. <Y>F—%HT,

® N—hrE—FXEBR#E) 2 ANT5,

@ N=rE=rBALT7DBEM) ZANTD,

@ EEFICABFFrewalDEE =HE5EHESRE M) 2 ANTD,
@ NEBEARDTCPAR— FESZANT S,
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® RBBERDUDPAR—FESEZANT S,
® Firewall1OH—NEOURR bR) ZANT B,

KRR FBIEFFADNER TER <, FXA YB3 2RRO 2T #I8EL T<IEE 0,
@ Firewall2DH—NEOURR bR) ZANT B,

AR FBIFFADNER TG <. RAAVZEBROICBRIZIBEL TIZE 0,

---- server configuration --------------------~-~-~-~-~-~-~—-

TN R ®
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Input fws2 interconnect address srerrssssssssrr sk @
address (1) : 192.168.2.2

netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=1list | Enter=next):

D BRARFrewalDFrewal BERR T FL R (1> 20%5 FP RLR) ERY FYRO%
ANT B,

€AY 2%RS R P RURIE 1665 TRETAETT .
ﬂ@%-—%%ﬁruﬁvo

BHSRENBOBIN. BLOEE. 4k, —BOBEREF—AND DIRETEE
ﬁo

<A>F— + <Enter>F—: AVRIRO P FUREBIOL %
S

<M>F—+[EEET B —EBDES [+<Enter>F—: BELICESOREZEELET,
<D>F—+HPBFT 2 —BOES J+<Enter>F+—:  BELICESDOREZHIBRL £T,

<L>F—+<Enter>F—: —BrHEERLET,
<Enter>#+—: ROBEANRFYILET,

@ FHEZFrewallDFirewallBERAT7 FLUR (A VYA TDRI FP RUR)ERY RV RO %
)\jja—éo
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---- group configuration ---------------------~-~-~-~-~-~-~-~-~--

No. name
1 group0

---- group fip configuration -------------"---"---"---------

INPUt FIP addr eSS seesssrssrssrssmmmrmmmiiiitsssss sttt s sassassansansassanskosassannns ®

address (1
netmask (1
address (2
netmask (2
address (3
netmask (3
address (4)

)
)
)
)
)
)

No. address
1 202.247.5.3/255.255.255.0
2 172.168.1.3/255.255.255.0
3 192.168.1.3/255.255.255.0

("a"=add |

: 202.247.5.3

: 255.255.255.0
0 172.16.1.3

: 255.255.255.0
: 192.168.1.3

: 255.255.255.0

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REBIPP FLRXZANT B,

78

IP7 FLRIBBE THREIRETT

RERIC—BERRLITOT, #R%. Tl BREL T<Enter>F—TEHAE T,

!-—

evb

“E{LEEEEFERT 315, Y —NADT 7t XE, REMREIPT KL X 2 EAT 3 LED
HYNET,

Y- N\EERERAS 27— ZALNOLA > 27 1 —XRBIP7 KLAEHELTLE
Uy,
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---- groupO ipw configuration --------------------~-—~-~—-~-~—-~-~—-~-~—-

S S ®
address (1) : 202.247.5.xxx [202.247.5.xxx
address (2) :

No. address
1 202.247.5.xxx |202.247.5.XXX

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D ERIBIPP FLRZEANT Do

[TRD>TEREDIPP FURZANT B ENTEX T, CDBEEIE. BELICZIP
PRUREDBEDNEBLICHEICUY —REBERVUE T,

ERTBIPF FLURIEBBE TRETEET T, 12/CL. [ITRES1ZIPP FL RIG2ME
TIDDIPP RFLRELTHDY RLETD,

RERIC—BERRLEITOT., #3. k. BEREL T<Enter>F—TEAE T,

!E BERMRE L THRESNAEIPT RLIEDRBENERIBLABE. BEIRY—NICT oML
T—NHIFbhET,

<EZTEHI>
® 202.2475254£192.168.1.254MEB 5N EBENRRLICBSICO 1A —
NEFTOZOFEE.

No. address

1 202.247.5.254
2 192.168.1.264

® 2022475.254£192.168.1.254DR 5 EBENFRLIBEICT MV A—N%
TOICWEE.

No. address
1 202.247.5.254 1 192.168.1.254

® 202.24755&202.2475.2540N B EBENERLICIZED . 192.168.1.254&
BEI ARBLICBSIC T MIVA—NETOIZVBE
No. address

1 202.247.5.51202.247.5.254
2 192.168.1.254
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address (1)

---- group0 proxy arp configuration --------------------~-—~-~—-~-~—-~-~—~-~—-

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Input proxy AAAT @SS rerrerrerranranrir e e a s a s ara s aararaanaannannannannnnannannnnnnnfunnannans @
: 202.247.5.4
address (2) :
No. address

1 202.247.5.4

D BETBSTOFV TP FURZEBET B,
TOFYARPP FURZANLE T, TOFVARPFP FL R(F256{8& THRETRET

To

RERIC—BZRRLIIDOT, #R. F1Cd. BERELU T<ENTER>F—TEAE T,

7O%ARP7 KL X TIE, BHRY —/NIZTStaticNATZ 1T I5EDAREAIP7 KL X &
HY)ET, StaticNATCARTAIP7 KL AELTEHRLTLEEL,

---- group0 resource configuration -------------------~-------

---- END CLUSTERPRO configuration -----------------

B>

Input primary server hostname (fwsl, fws2) [fwsl] : s, C)

Input failback policy(1:auto, 2:manual) [MANUAL] : s ®

U

O,

\&

O

O BRRXY—N%ZANTS,
@ BB 7T ANV OZETODEDNANT S,

FERDEREFfws 1. fws2TRIUEREICLTLEELY,

LEDRERE ., AMEEBEBSEILENDYI T, UTOIVY FZANOLTICS

0o

#

shutdown -r now

fthp=y FDO—OEIRDER

AV ESRY FEDMZICBERTBDRY FDO—OHSBICDOTIE. 774 MU— FDRE
ELTH-NECRELIENENORY FDO—ODREBIPZ FLR (Y FS Ry B
192.168.1.3. DMZI: 172.16.1.3) T T L 2IcL T1EE L,
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[&Z] NATOcDDIV—F 42T 5—T )b

Firewall DZ"EALEBRKICHSWOHT . DMZEYO—RRY FARADY—NDT KL R ZEIC
NAT(P FLRE L. AR —3Y b EICREISHBE. V—T 4 IT7—T)ETOF
YARPT =T DREZBIETOLENBYE T,

AL T, UTFORY bDO—0BROBE . RERAWWW/FTPY—NZZBTEIRR ~E
TBE. UTFDOEOBIV—T 4 VI T7 =TIV ETOFIARPT —TVDBRE ZFirewall\17
DHBHBYE T,

T 202.247.5.127
' (INATEDIP? L R)

‘ RIBIP7 R X

202.247.5.126
Firewall

172.161.126

‘ RI8IP7 FL X

REAWWW/FTPH—N
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

Eim D7 R X &destination, =D FL X% gateway(CIEEL TIZS 0,
fwsetup®static routingDIBE CHRET D ENTEEF T,
TOFVARPOERTEICDONTIE. aHROI —E(EHEEDHRT 2 ERL TIZS W,
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E H

“EBRDOEBRICOVTHAL T,

RS FEROX

BRERT-NCHOWTEEZRELICHEICIE, 72V A—NHFEEL .,
FHER YT =) N\EBEDMDVEBDY T CORICEARFREY — IV TEEL ICEEEDE-mall
P EURBICA— DX BENE T,

® FUULREEDAYyE—Y

Subject: WARNING: [groupO] is downed

I 'WARNING!!
[group0] is not active on Firewall (fwsl.nec.co.jp([202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JxA)A—IN\LIEEDAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

INOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

NS UFSTm | .

O YIIUUULEERERLRY NO—JDBERSEEEDBE. FU Y LIEEDXY E—IhY—
NAICHBL, BEERGICEEENDITENBDFET, Xy E—IERELRSHTED
RASHEZIZERERT DLSICLTLREL,

X—)L7EB{5L 1= 5Expressh800/FWI00MDRRE=H#ESRL . ¥ X T A0 (syslog)ihrB57 =
AWFA—=NDRELICBRZHERL . BN ZT > TLIZT 0 AV E—IRE., 34
FFEZEGMM983C Bt EED OO X v —Y A BRL T ZS 0,

& EENZRIPTY FUREDBESFR. HBVE. FreWal- 17O EROFEL . FHHR
Firewall[C3¥ &S| SHOITHE . ME. YOI —NLETOEBEORBIBE NS LD
CBUE T, XDFirewall B EHBOREESREHDNED N, [clpstat -s]D
[STARTING] CHERTE=ETo

o BERXFrewal BN IESIRED & FFHHERFirewal TEHEZ X TTL TOBIBE . FHR
Firewal CEERRRIPZ U R EDBERR. 5 W(dFireWal- 170 R ERHIFREL
TH. BFHXFirewallh 5BAFRFirewalIN[FEBEHNSIEHMHANT . SISHEFHR
Firewal TEEMZETSNE T, BL . EEDRHFICHOTEBEDA VY A—IRO D
BENFRLICBEICAVTIIIDRY TELL ., EBESHKETH> TLERR
Firewall CEBHIEITINE T, LEIETKER. ROFIBIC I UBEBRSNE T,
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[BERMRIPY FL A LDBERIEDREDEHS]

- EBEERZRIPT RLREDBEER
- Clpgrp OV Y RICk > TEB#icE
- Firewall&i2#h

[FireWall-1 7Ot AEHEOFEE LEBES]
- Clpgrp OV Y RICK > TEBA2BH
- Firewall&i&)
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AV RUIT7PLIVR

LR, ERR. FHRAODEFRIIVY FZ2EAL TITOE T,
BRI
RBEORRE, REANBEZHERITBICIEATOIVY FERTLET,
clpstat -s [-h host name]

-n

-i [-h host name]

RE, REBBOXTRZTVE T,

(FTvaw)

SECESIFEBL .. BBREARRLET,

o AVRIARO IV TARRLET,

o BT Z2HRzRLET,

-h host_name........... BIERRY —NZ, BEBLDHE, IV FETY-—NAIRRELS
Ukd,

* server0

serverl :
server0 serverl

SERVER STATUS ........ciiiuueenn.. ONLINE ONLINE
GROUPO STATUS .t ittt ie et eeeeeeee ONLINE OFFLINE -

POLICY 1st

STARTING . ...ttt ALLOW

<A> groupOfipWO ONLINE ONLINE ‘seerfrereresrnsnnnnnnnnanns

1921681254 .....................................................................

<U> group0-£fip0
202.247.5.3/255.255.255.0

<U> groupO-parp0 .
202 .247 .5 .5 xeeeeesnssssssarerreennsssssasasrernnsnsssaintennnnsnn——..

<U> groupO-execO

S: /opt/necfws/bin/cKCSLat ...
E: /opt/necfws/Din/CKCSLAt rrrrrrrmssssmsrrrmrsnssssssssssseqrasssssssssmsnnnsnsss
<U> groupO-execl ONLINE OFFLINE

W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k

®QEOO®

8@
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clpstat -sDFIERICDL\T

O H—NL2(188)
@ H—NzE@2s8)
@) H—/N\DOIREE
ONLINE : N\—hrE—FPRESNTHS

OFFLINE : N—FE—=FPZENTOHRBL
@ F)—T DIRRE
ONLINE D IER
OFFLINE R
ERROR I RSP

UNKNOWN N

® ZzA)A—=NRYY

® JI—TeEDETa/ AL
ALLOW el
DENY s
UNKNOWN N

@ IPWU Y —XDicghfERl & kR

<A> 2T —N\EH
<U> D BY—N\icE)
ONLINE CIER
OFFLINE RIE
ERROR (BB

UNKNOWN N

IPWU Y —RERF7 FL R
® FIPYU Y —XDiREE
X IPWY Y —XR &EH%
FIPUY—XF|EP FLR/RY bYRD
) PARPU Y —XXMIRRE
¥ IPWYY—XEEH
1 PARPY YV —XREZEF FL R
19 EXECY Y —RMIKRE
¥ IPWYY—XEEH
EXECY YV —RiEBFRTT/IR
S ER/LGL
W : E8aU
(5 EXECY V—R{BIEEFERTT/VR
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# clpstat -i

SERVER fwsl

CLUSTER
STARTUP
WAIT timeout
HB port
HB interval
HB timeout
API port
API timeout
LOG port
ping timeout
RECOVER
RETRY count

SERVERO fwsl

INTERCONNECTO 192.168.1.1/255.255
INTERCONNECT1 192.168.2.1/255.255
SERVER1 fws2

INTERCONNECTO 192.168.1.2/255.255
INTERCONNECT1 192.168.2.2/255.255
GROUPO group0

START

FAILBACK

ENVIRONMENT ACT_NORMAL resermeesses
RECOVER IGNORE ===+

RETRY count 0/0

FAILOVER policy

IPWO
TYPE
POLLING address
RECOVER
RETRY count

group0-1ipw0

FIPO
TYPE
ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

group0-£fip0

PARPO
TYPE
IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

SRR=IITHHL >

groupO-parp0

192.168.1.254 -

FAILOVER
2/2

202.247.5.5

00:A0:34:1A:4C:D3
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EXECO : groupO-execO
. I R
ACT path . /Opt/neCfWS/bin/CkCStat -------------------------------------------------- @
DEACT path . /opt/necfws/bin/ckcstat ..................................................
POLLING : NO ---------------------------------------------------------------------------------------------
PID . 21623 ererarsssarassssssassssssassssssassssssassssasanshrssarnansraraanararasnasaraanssarannns @
RECOVER B L 1 ) = @
RETRY count FE 03 PRSPPI RPN 6@
EXEC1l : groupO-execl
TYPE : USR
ACT path : /opt/necfws/bin/ckfwalive
DEACT path : /opt/necfws/bin/ckfwalive -k
POLLING : YES
PID : 21625
RECOVER : FAILOVER
RETRY count : 2/2
clpstat -iDFIEBICDWVT
D CLUSTERPRO AE Mic&h A% O RBEH
YES . BE)CED ACT_NORMAL D BBIRE)
NO D FENCH) ACT_FAILOVER 24N A =N
@ EBFEEHLEEBR) DEACT_NORMAL CBRELE
® N—FrE—FRER UDP A— FES DEACT_ILLEGAL EBREIE
@® N—FrE— = EBRE) @ ZW—TUANYBE
® N—bE—FEALTD M) IGNORE : EAS
® APIFB TCP R— FBES RETRY - BicsH
@ APIRA LT ~E) STOP SRk
O R— &S FAILOVER 2T ANWA =N
@ pingdYY RRALFP D) UNKNOWN NG
UANYTFE @ Jr>1O%
RESTART : CLUSTERPRO AEFH#2E) @ BRERY—NS FHERT—NZ
STOP : CLUSTERPRO AEfZ L @ IPWYY—2%
HALT 0SYvw hADY @ w17
REBOOT :0SYUT7—Fhk ASR 2RV —R
UNKNOWN : K65 USR c8EH Y —X
O Y r>1O% @ IPWUY—REERRP FL R

® H—N8(188)
® VA2 IRHEFFPRUR
Y—NL(2EB)
® AVEIROFPRUR

® PI—T5

O DIv—Tighs%k
AUTO =L
MANUAL S FH)
UNKNOWN - 83

ke O VAN ESYspri
AUTO =L
MANUAL S FH)
UNKNOWN - 83

@ IPWUY—2YUHNYAE

IGNORE DR
RETRY . FicED
STOP R
FAILOVER 2 ANWA=N
UNKNOWN : B

@ Jbrz>10%

@ FIPYY—2%

@ a7

¥ IPWY Y —X &E#k
FIP?Z FL R
@ FIPA>YA2—21—2
@ ping@%
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@ arpO
® FIPYUY—XYANYFE
x IPWDY—XEEH
® Ur>1O%
PARPJYV—2Z
@) g7
x IPWDY—XEEH
@ PARPP FL X
MACP? FL R
PARP1AV AT 1 —2X
piNng@#
@ arpO#
PARPY Y —2 U Hh)NY 3k
% IPWY Y —X &k

U r>1O%
@ EXECYUYV—2RZ
wesa 17
¥ IPWD Y —XEBH
@ EXECY Y —RiEEBFET/IR
EXECY YV —R B IEBFRIT/NR
EXECY YV —RERH/BE
¥ IPWD Y —XEB#
@ EXECYVY—XRTOEXID
6) EXECYUY—XRUANYUFE
x IPWY Y —XEB#H
® U r>1O%

# clpstat -n

=========== INTERCONNECT INFORMATION =============

SETVETO : FWSL reseeeeseessssessessssssssssssesssssssasssssesssssssssssesssssssesssssssbussassesssssssessssnsasssssssassesanes )
SETVET L : FWSD sesssrresnssrmanssrennssresssssmessssmmessssmesssssmessssstsssssenssssessfossmmessssmmesssmmmnssimmensssresnssirees C)
[on server(Q : ONLINE] ....................................................................................................... C)
address server0 serverl

192.168.1.1 OK OK
192.168.2.1 OK OK

[on serverl ONLINE] ............................................
address serverO serverl
192.168.1.2 OK OK

192.168.2.2 OK OK

NS U TS | .

clpstat -nOFRIERICDLT

D —NB(168)

@ P—NB02s8)

@ v—N1BB)RT—RR

@ T2AVAVRIRO P RUR S/ RT—RR
® LHhYBIAVRIRO P RUR RT—ARR
® H—NECBEB)IRT—AR
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ERR/IFHEROIDEZ - FFHEOEH)/(FLE
BRAR/HERDUB Y, EHOR/ BIEZTOHE. MUTFDIYY FZzEITLET,
clpgrp -s [-h host name] [-g group name]

-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FHDICE)/ R IEEEREZITTOE T,

FTvarv)

=S e FBOREBZTOI T, ITICEESNTORY . O —/\NTcs)
LTOBBEICIFERL &I,

LR FHEORLEZTOET, ITICRILESNTOICY., OY—N\Ticd)
SNTOLBHBBICIFERLE T,

LI FBORTI—N2PUBA I T, FHEHEREL TLE T —NRITE
TI2RBENDYET,

-h host_name.......... BIERARY—NBTT, EEGLDHBE, IV FRITT—N\DHER
ERYUET, -m ATV IVISERICIE. EEBEITY -/ \DEKEFF
5%,

-g group_name ....... BERSRIIN—T%EBL T, BEBLDHE. 2T —THHER
ERUET,




—S{kigRoaty hPvJ

“EBRAOBEOBEY b PV TICDVTHRBL T,
ROFIRICHE > THA VR E—=JLLE T,

o EEY—/)\
Expressb800/FW300 & 7-(dFWH00%A BB H—/NICL TODIBEDFireWall- 18318 H—
NOBAYVR=UVICDVWTHALFT,

1. BBBOMBAYR =)V -TBEY b Py T IOFIEIE TZ1T D0

2. 3BO2. YRTLDOEY b PV ] -[FreWal-18BEY 21— )bV 245 L—> 3V ]%T
50
3. 3BOIBAVR =] -THBEY F PV T JOFIE11A2T0, 8BY—N\NvoPvTAEY
AT TB.
® Firewall#A{&

Firewal&EDEB A >V X b—VAEICDVTHRBL £,
1. BBOMBAYR =] -TBEY b Py T IOFIRIE TZ1T D0

2. 3BDM2. YRTLDEY F PV T -[FireWal- 18BEY 1 —)bDIV D4 -y 3V %7
/\DO

3. 3BOIBAVRA =] -TB2Y b PV IOFIE11%7T0), BBY—N\NvHFPvT%EY
P TB,

® tFXalUFARUY—ZAVA M=)V
TFLUTARIY—DBAV R E—=)UICDVTEHBLE T,

1. SmartDashboardh 5EBY —/\N\#EHL . Firewal XENEF 12U F 4 RUY—% AV R b—
VT3,

2. ER%AFirewall, F#&FrewalDIETHIRCENT S,
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A= - HIPRSIR

Frrewall & AREUERE T, Ffo. AV RIFEAL / — FROBD%EENEND
RIPP FURTHFEIDLEN DY T,

BB MUY OB, RN TOIcEY Y sV DS NEBEH DY E T,
JTAIWF—NDEELICHEE, KERVY 3V EBEDONETREMED DY F T,

BEIV ANV ODRESNTOSHE . ERRT—/N\BE#%. 838 ERR
P—NTEEDBBSNET. BT TAUNYIDRESNTORVEER . HHR
P—NTEBEIRESNICEXICRY . BRRAT-NOAHFHHREICSY T EFR
R HEROYE) . BRR T -NIIEKHEZ2NUBASHEE IV F(clpgrp-m IC&Y
P—NDPVBAZRTIDLEN DY T,

FHRTERARIP? FLREDBERBHIFELEL TODHE. ERRTYV—IXRE

DREL THHER T —NIIEBRSIsMHINI EA. IICL. COBETHIVV R
(Clpgrp-m IC K UEBETY —NEDUBRA D EIETARETT
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