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(&1000T9,

NTP (B5ZIEHA) U —/\DIP7 FL R GXEER)

NTP (BZIBHED) ¥ —N\DIPP FLRZE/EL T, ARBIIREZBEIDEHTE
9. BRFRERE1000TY,

FireWall-1 THS& N2 O DIREBGEENAE)
1~90BD&EEHTHRENTEE T,
“E{LHREDRE GREIER)

“EEE R ITSBEICHRTEL & T, FLIFTEERICDOOTIAEBRLTL
2=,

root1—HY—0D/\AT— REEGREER)

BETEEZID, tFaUT1 L BEIBEZ2DEDOLET,

REDRZIRE GREER)

BETEET,

Y—EZADIEE & FLE GREHA)

RENIC WBRY—ER%ZRE). BIOARBBY —EREZBIESEBIODORENTE
FT. BTIEEFERTLTIZES 0,

wO LRoRE®iE. AMEBERIETIEEN,
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HEY—IVICKDEFEETE

LUIFDORY FDO—OBM7EfICL TEARREY — VOBV EHAL T, REIFroot1—

F—THLET,

127
NATRRET R R

DMZ 172.16.1.0

2
DNS/ yNES)]
Mail WWW/FTP
192.168.1.0 ‘
l
| 254 S 2
———
= NTPH—/{  PISDN
}b_§ H—IJU  PIEBDNS
192.168.2.0 ESMPRO/
ServerManager dge  COBITERHEELET,
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# /opt/necfws/bin/fwsetup ...................................................................................................................... ()
Firewall Server configuration tool Ver.1l.4
hOStNAME : FWS.MEC.CO.JP rrrrssrerrsssrisssmiiintiiti e sn s e C)

interface address(1l): 192.168.1.126
netmask (1) : 255.255.255.0

interface address(2): 202.247.5.126 | e ——— ®
netmask (2) : 255.255.255.0

interface address(3): 172.16.1.126
netmask(3): 255.255.255.0

interface address(4): —

No. IF address netmask
1 202.247.5.126  255.255.255.0 | e @
2 192.168.1.126 255.255.255.0
3 172.16.1.126 255.255.255.0 __|

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Nnameserver (1) : 192 .168 .1 .2 icieirarrarrasrasrasrassasanrasrasmssssssassssssssasrsssssmsssssssssssmsssssssssssssssssssauassassassssnasrasnnns ()

nameserver (2) :
No. nameserver address
1 192.168.1.2

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):
administrator e-mail addresSsS: XYZ@NEC.CO.JP rerrsrcsrmrmmaimsirssrssisrsssississrssrsssssssssssnsfs. C)
use mail gateway? (V/n) [N]: ¥ s e @

mail gateway: 192.168.1.2

O BEY—IZEET Do
@ RRAGBZF/ET S,
AR FBIFFOANTAAL T ZE 0
@ LANR—FBICIPP FLRERY Y RO ZRET Do

(DA (2)A (AR (3)A
A\ T
Sy <C°AgRERY © EEEBE N |
[ [
[m] o o
® ® Eo ininininisininininininininini] H X

CCICRITRY bD—OBEAITIEAR— B D) EMBHEIBOTAEANETIIC
<Enter>F—FBL TRFVILTVOETD,

@ BELICABZY R FTHKTo
BRIBEZF/TELIHEIE. [BERIC—BXEZRZRLETT, —BHSHREABTDBI0.
PKLOEE. HfR, —BXOBRTREFT—ANDBIRETEET,
<A>F— + <Enter>F—: R—FDREEBNT B,
<M>F— + [EFETBHR—EES] + <Enter>F— BELICAR—FDBREELER TS,
<D>F— + [BIBgT B HR— FES ] + <Enter>F—: EFELTCAR— FOHREXHIERT D,

<L>F— + <Enter>F—: R bZ2BERRT S,
<Enter>=+—: ROBENRFvYV T T B,

® R—LY—NDIPP FURZHRET Do
©® BEBEBEOX—)VP FURZERET Do
D XA=WT—=bDIADPP FLURZFRET Do
<Y>F—%BL TEZANLET. BBISBEE<N>F—2BL TIIZS W,
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(uau:add ‘

(uau:add ‘
trap sink
trap sink

No. trap

("a"=add |

("a"=add |

netmask (1) :
gateway (1) :
destination(2): 202.247.5.127
netmask (2) : :I
gateway (2) :
destination(3) :
No. destination netmask gateway
1 192.168.2.0 255.255.255.0 192.168.1.254
2 202.247.5.127 255.255.255.255 172.16.1.2

1 192.168.1.10

default gateway IP address: 202.247.5.254 s s @

static routing ............................................................................................................................................. @
destination(1l): 192.168.2.0 ]

255.255.255.0
192.168.1.254

255.255.255.255
172.16.1.2

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

PLOXYATrP (1) : 202.247 .5.127 wevecessssrerererereresssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssns|eressssssssssnansnens ®

proxyarp(2) :

No. proxyarp IP address
1 202.247.5.127

"m num"=modify | "d num"=delete | "l"=list | Enter=next):
ROSE (1) 1 192.168.1.10 cevreeuerreeueeresesseressssssesssessssssssesssssssssssssssssssssasssssssssessssdhesssssssssssssssssans ®
host (2) :

sink host

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

NTP server address (1): 192.168.1.3 ...cecvcssisssssssssssssssssssssssssssssssssssssssssssssssssssssshusssssssssssssssssens @

NTP server address(2):

No. NTP server address
1 192.168.1.3

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

D TIAWET—bDIADIPP FUREZHRET Do
@ W—=FT4VIT7—TNVaRET S (ER),

BRDI 7 FURBEBDICODIV—FT 4 5T =T ). ARPT—=TIDREILEML T
<fEE0e

@ WEOIPPRLUR, 2V EYRD, BRO¥ORY FD—HADF— DA 7 RUXR
HRTET Do

@ destinationlCNAT#EDIP? FL R(RBE7 FLR)% . gatewaylCNATHIDIPP FL R (%=
P RUR)EHZETD,
NATDTIZOD)V—TF 1« >0 DFHE TldnetmasklZld 2565.255.255.255 #FEEL £ T,

NATORZARR bARIRY EDO—OICBEETBIHS . gatewaylllFEDRY FD—ON
DT—h D47 FURERELE T,

® ARPT—=T W 7aRET D (NATERRIEILE) -
NATEDIPP FLUR(RBE7P FLR) #R/EL TIZE W,
® trapxfEEIPP FLUR%ZRET S HER) .

ESMPRO/ServerManager 1> X b—=JLsNTWB YV DIPP FL R &EF/EL TL
2=

@ NTP BB 4 —N\DIP7 FLURZH/ET S (IER) .
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log file rotation(days): Q) revamrasramranran s ra A E AR AR R EE AR AR AR REAREREA R AR REAREaranrannanranrnranfanra R nananranrnas ®

Use cluster system? (y/n) [N]: s s b s @

once again input? (V/N) [N] e ®

change root password? (y/n)[n]l: y
Changing password for user root
New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

Mon May 21 16:48:44 JST 2001

set date and time? (Y/N) [N]: ¥ s ssssssssssssssssssssssssssssssssssssss oassssssssssssssssnas ®

date and time (MMDDhhmm[[CC]YY]): 05191653
Mon May 21 16:53:01 JST 2001
set date and time? (y/n) [n]:

replace startup-scripts? (V/N) [N]: ¥ ccccccrciserissesiesseessssessssseesssssessssssssssssssssssesss|eeesssssesssssssssnns ®

Please reboot the system.

E =0 5 RURoTa T o T i < Y R @

FireWal-1 TEISSN3 0 DREEBRAEHET D,

CC TR EIHREORTEFTOE EA. —ELEMREBRTIDBESTEL. JITREL
T <N>F—%BLTIZE W

CCETCORTFEBICDVWTEREAEBLICVWESEE, <Y>F—4%F, RIETHESE
(&, <N>F—%3B7,

PEESCRESNTOS /SR — RETB TS (FR),

WO ©® LFIUFORBICH. HERONZT— KNSEETHTEEBHOLET.
EEd o (20— REEAZNCCCERPTVBOERELTIREL,
BUDREAZETS (TH).
PEBY—E2ADRHE LORBRY —EROBLEETS (WE) .
CCTRBT<Y>F—ABLTILE O,

BEABWCTBID. YRFLAEBRSH TS,
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FireWall-1 €Y a1—)VOEHR

BRIV E 1 —ADSROFIETFreWal-1DOEY 2 — )V EEBRL T,

# Cd /opt/neCfWS/RPMS ....................
# rpm -i CPshrd-50-00.i386.rpm ...:
# rpm -i CPEfwl-50-00.1i386.TPM . .. iicccerrsseerrssnresssnressssnnssssnnsssssnessssnessssnsesssnsesssnnnns

ER R

Important - DON'T FORGET TO:
Log in again and run cpconfig in order to register the
license and configure Check Point VPN-1/FireWall-1 NGFeature Pack 1.

# ShUtAOWIL ~T IOW seersastrastmantusasmsnsmsnsmsastnsssssssssssssssssssssssssssssassssssssssssssssssssasssasssnnssnnnnnn

L

O TALoORIEEETB,

@ SVN Foundation(CPshared)/Nw o —Y % ER TS, & FFreWal-1D/vw o —I kU
HEICERL T,

@ FireWal-1X\wAHr—Y%REET D,
@ BRY®., Bied#hdd.
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FireWal-1Qad>272« 00— 3y

RICEEB IV E 21 —&D BFireWal- 148 Dcpconfig V¥ Y F&=E1TL &,

LA OF

BTV D40 —Y 307> T<IEE 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the follwing license agreement.

which Module would you like to install?

(2) VPN-1 & FireWall-1 Enforcement Module

(3) VPN-1 & FireWall-1 Enterprise Primary Management
(4) VPN-1 & FireWall-1 Enterprise Secondary Management
(1) VPN-1 & FireWall-1 Enterprise Log Server

IP forwarding disabled

Generating default filter

Default Filter installed

will define your VPN-1 & FireWall-1 configuration.

running cpconfig

Do you accept all the terms of this license agreement? (y/n) [y] ? vy

(1) VPN-1 & FireWall-1 Enterprise Primary Management and Enforcement Module

Enter your selection (1-5/a) [1]: 1 seeesssrmmsssmmmessimmmeimmem.

Hardening OS security: IP forwarding will be disabled during boot.

Hardening OS Security: default filter will be applied during boot.
This program will guide you through several steps where you

At any later time, you can reconfigure these parameters by

Hit '"ENTER' £O CONECINUE. .. sersssssarsssssarsssssassssssasssssssssssssasssssssssssssssssssssssssassssssasnssnsasns

D <Enter>F—%#\7,
BRFFHEENRRSNET IO TETZAIZS L,

@ ERFHBICERLISGEE<Y>F—%187,

@ AYVRb=VIBEI2—IERIRT B,
BREENZZERL . —FEBR TR E—LLET,

FireWal-188EY 21—V ERIXYI VAV R = VLTERT D . DEEUMER TR
b=V T BHBEIF2EFRL TSV ZEIEDIEDICHBEMER TV R =TS

B8 . MBEOREARICOVTIEI ZELBERICOVTIZERL T<IZE b,
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<
Configuring Licenses...
Host Expiration Features
Do you want to add Licenses (y/a) [a] 3 y et ettt e ®
Do you want to add licenses [M]anually or [Fletch from file: m srersvscrsrssssrsbersss. @
IP Address:202.247.5.126
Expiration Date: ()
Signature Key: | s
SKU/Features: J—
License was added successfully
License will be put into kernel after cpstart
Configuring Administrators...
No VPN-1 & FireWall-1 Administrators are currently
defined for this Management Station.
Administrator name: fws-admin
S St KOO S @
Verify Password:
Permissions for all Management Clients (Read/[W]rite All, [R]ead Only
All, [Clustomized) W
Administrator fws-admin was added successfully and has
Read/Write permissions to all management clients
Add another one (y/mn) [N] 2 N scerrersrsrorsmssrersmmsmersmsmerssrerssss s rarasssrasshasrarssssrasssnsrasssnsrasssssrasnns @
Configuring GUI clients...
GUI clients are trusted hosts from which
Administrators are allowed to log on to this Management Station
using Windows/X-Motif GUI.
Do you want to [Clreate a new list, [A]ldd or [D]lelete One?: € seresressersersarsfuassersarsarsnranieranransansasnnsans @
Please enter the list hosts that will be GUI clients.
Enter hostname or IP address, one per line, terminating with CTRL-D
or your EOF character.
192.168.1.99
Is this correct (Y/n) [Y] 2 ¥ ceceersssssssssrssmssmemmsssmsmsmsmssasmamasmsmssrssssssssmssss s ()
J

®

©

Q@ e o

®

<Y>F—ZANLT, SA BV R%ZBNT D,
<M>F—ZANL T, S4BV RZ2ZBEHIS(XN=2PIVT)EEIT S,
FRIICWMEBLICS At REHRZANT D,

StV R(&. FirewallServerD> A Y REBITHRASNTOD[ 1V RBFEEZ | %
NS-SoINFAXL TEBL T2 e AERINB100-845)ICIEZ 1V REBFEE IS
FNTOFHEA(FrewallServer OB RIAER A BRBRL T IZES W),

FirewallServer (FireWall-1) D&BES ., SLO/NRD—F, BHEZRET S,
BREZBNIBEHEEEF. <Y>F—% ., BRERTIBDHER>N>F—%18T,
<C>F—HANLT, HZAPYRIIVDY R SEFHRIERT S,
TF2AUTARYY—DREETOOSATY IV VDIPP RURARET B,

BHOIPP FLURZH/ETDHEERITL TERITANDLET, ANERYITBHEEE
<Ctrl>-<D>F—%#L &7,

ANUIE? FURDEL FNUE<Y>F—%#BT,
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Configuring Groups...

Usually, a VPN-1 & FireWall-1 module is given group permission

for access and execution.

You may now name such a group or instruct the installation

procedure to give no group permissions to the VPN-1 & FireWall-1 module.
In the latter case, only the Super-User will

be able to access and execute the VPN-1 & FireWall-1 module.

Please specify group name [<RET> for no group permissions]:  .ecesssserssssses
No group permissions will be granted. Is this ok (y/n) [y] ? vy

Setting Group Permissions... Done.

Configuring Random Pool...

You are now asked to perform a short random keystroke session.
The random data collected in this session will be used in
various cryptographic operations.

Please enter random text containing at least six different
characters. You will see the '*' symbol after keystrokes that
are too fast or too similar to preceding keystrokes. These
keystrokes will be ignored.

Please keep typing until you hear the beep and the bar is full.

Thank you.

Configuring Certificate Authority...

The system uses an internal Certificate Authority
to provide Secured Internal Communication (SIC) Certificateies
for the components in your System.

Note that your components won't be able to communicate
with each other until the certificate Authority is initialized
and they have their SIC Certificate.

Press 'Enter' to initialize the certificate Authority... s,
Internal Certificate Authority created successfully

Certificate was created successfully
Certificate Authority initialization ended successfully

JeN7erlr .

@ FirewallServer Cl&@®B T IV —T7 %#4E L 73 W\ D T<Enter>+—

@ <Y>F—%BL THiTS,

@ N=DDWICBBETIVHLF—EANT B,

® - >%&—7)UCA (Certificate Authority) DERE =TT Do
<Enter>F—%BL TIIZE0,

WL TIRIT Do
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Configuring Certificate's Fingerprint...

Do you want to save it to a file? (y/n) [n] ? n
generating GUI-clients INSPECT code
initial_management:

compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation of module
you must reboot the machine.
Do you want to reboot? (y/n) [n] ? ¥ scrmmmnomimnsnsmansssesssesshen, ®

@ GUILZAPY bafEmlicl s, #EmLIcFireWal- 1A EL WE D THB D %R T D
12D FFNRRS NS0

CDNFHN%ET 4 RO EICRBEIBHEE. <YV>F—% . RELBVBEF. <N>F—
EANDLET,

@ &Y%, BEkBHITD,

LA TFirewallServer OEASEZENME Y L FLTc. CD%E. GUIOSAPY EHBRY Y—D
HEETOET,
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NATDRSDIV—F 142 JF—T )b « ARPTF—TJILDERE [BE]

DMZ E¥O—RxY FROY—NRDOP FURZEBRICNAT (P FURBIL ., V52—
Y b ECRRIBEHEE. V—T 1 VI T—TIVEARPT—TIVDREZRES B ONE
NHYET,

BAIDBE . DNS/Mailt—NE . RBAWWW/FTPY —N\AZBITERR MY K
To

IUITFOLDICHREL ETo

]
' __12022475.127
1 (NATEDIPT KLX)

‘ 202.247.5.126
(MAC7 RLR 00:90:27:F4:4D:F6)

u

172.16.1.2

FirewallServer

S
| 172.16.1.126

W=F42057=TIb
BIROBDESIC, 172.16.1.207 FL R % 202.247.5. 1271224 . NU PEI XY+

FORRABERITEHBE ., UTDEKOBN—FT 4 VI T =TV BNT2HEN DY K
To

destination 202.247.5.127
(netmask 255.255.255.255)
gateway 172.16.1.2

Zik D7 FL 2 %Zdestination, D7 FL R %&gatewaylcIEEL TIZS 0,
fwsetup®static routingDIBEB CHRET D ENTEE T,

NATOXRFARR EARIRY ED—SDICFETSHBE . gatewaylllEFXDRY FD—OAD
T—hOIAPFURERELE T,

ARPF—TJILDEEE

AVE—RY EEDRRFETP FUREBBSNICRR FEDBEZTEHE. OICERIRE
7 RURIZHITBDMACT L R B FirewallServer MM >4 7 T — R/ FSENTLS
MACP? RLU R T&HDENWDRIG DT HRETT,

fwsetupDproxyarplc BMEDF FURZEEITDCETEMNICRET D ENTES
EP

w—O LinuxkRFireWall-1 Next GenerationTl&. Ver.4.1 £EEHRICIL—F « 5 EARPF—
TIVDEEZ(TISUENSHDET,
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TFa2UFosRKVI—-DEY N7V TELCIA M=V

X2 UT oY P W T IB[Policy Editor ]2 0S54 PV bRIVICAV R b—)U
L. mELICRY—% AV b—=)LL&ET,

ROZF7%GICT I E 2 —AR(ICPolicy Editor ¥ DDy — )b~V R =)L T, ©5
APV IV ELTEARLET,

@ INL—FT VOV RFT LA Windows XP Home/professional,
Windows 98/Me.,
Windows NT 4.0 Workstation(SP6a).
Windows NT 4.0 Server(SP6a).
Windows 2000 Professional(SP 1, SP2),
Windows 2000 Server(SP1. SP2),
Windows 2000 Advanced Server(SP1. SP2)
0 T ROLERSE: 40MBLAE
® XEU: 128VBLAE

* FRIF2002F3RREDBIRCI . SBONYF U —RICXVEBIIZDTREMD DY
9,

DSATIRIIINDA VA M=)

OS54V Y VICPolicy EditorE1 VR b—=)UL & T, T Tk, Policy Editor&E >
L &£ ICO8%BFTT BTz —)UlLog Viewer |& Y R T LADIREERF T v 2 T B[ System
StatusJE AV A —ILLE T,

1. 3YE2—42DOCD-ROM K S+ Z(ZCheck Point Next Generation CD-ROM%E+ v + 95,

BENICA VR =T OIS LD REL . BEISRRSNE T,
AR =)V T OIS LDREBLEVIBEEE¥wrappers¥windows 2 # LA IZHD
[demo32.exel]zR1TL T2,

2. [NextlzoUvod2, o
RAFFEERINEN R RSNE T,

NEXTGENERATION
3. WBzL<HH. BEITDHEE[Yes]
=OUvOT B,

IEJ% L/ 7(-:; L \i’%étg [NO] % b U W b L/ ’C%‘g We recommend that you close all other applications

while running this installation program.
T L/ § @F ) This product is protected by copyright law and all
N _ \ _ unauthorized reproduction is forbidden.
jD&b }\X—l_@@@b f/‘ﬂ‘c\fﬂé\t Import information:
@' » About €

o
¥ About the contents of this CD

4. [SERVER/GATEWAY COMPONENTS] . e
ZRL. [Nex) 5 v 5T5, s _—_—

TO8Y FEROBENERRSNE T,

products
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5.

[Management Clients]O&%EF v o
LT [Next]&2UwHTB,

v =2

YOOIV R—RY FDF T VO
HLET.

BROABTHERSNTNS & ZHER
L. [Next]lzoUwo95,

AVRAE=VEDT # VR EIEET 58
BHERRSNE T,

DB T A %ZZEEL . [Next]
=OUVOTH,

AR =)V B IVR—RY FAEER
TEBENERTSNET,

[Policy Editor]l&[Log Viewer],
[System Status]#F v L. [Next]
HEOUVHOTB,

AV R = UH'BIEENE T,

AVRAR=VTT Ay t=IHRRSN
1eBOK]Zo ) wHLTHTY IT5,

To select the product for installation, click on its name.

& FireWall-1®
B VPN-1 Acceleration

e 1®

Management Clients

i Server/Gateway Components

| To read mare about a product, move your mouse over its name.

Integrated management clients with scalable deployment,
ease-of-use and dashboard view.

Include the following components:
- Visual Policy Editor
- Log Viewer

W UA Web Plug-in  [EENSTORHIN

i - YPN-1 SecureClient Packaging Toal
M Reporting Module - Traffic Monitoring
I - Securclipdate

M Real-time Monitor ~ Reporting Madule

Information
Pleaze read the following text.

Select Components

. lenit Packaging Tool
foritating

Fieperting Tal

65

t
\y
bk

7
\y
7



tFa1UF 4 IRUI—DETE

Policy Editor =L . FirewalServer & ##EL TRY ¥ —%ERL T XY FD—D4E
BRICIGUToRY Y —I— )b Epk L T2 Wo

Policy Editor@EWAIC DN TIEFireWal-1ICRBDY Z 2 P AESRBL TIIES 0,
PAFICARY Y= —)bDAI%EZRBEL £TH. T THRBEITBDN—IVE—PTHYUETDRE
[CERTESHEOTREDYEBA. Tlc. CCTRBIZN—NVIEBMELRILETDEDTIE
bYUFHA. POITTYEILESO,

Policy EditorcapOd 1 >

Policy Editorx#&glL . cpconfig TERLICI—YV—RENRD—F, KO
FirewallServerORBIEBR O 1 7Y FMIDP FLR%ZADLE T,

Welcome to Check Point
Policy Editor

Identification Method i
* |Jzer Mame

i Certificate: j __j

R T i e T R S R R I

NEXTOENERATION

[fwz—admin

Pazzword: ;***m****

Fead
Managetment Server:  [192.1661.126 Only [
Mare Cptiohs >
oK | it |

Ry ND—=0FTI 10 bOERK

AN Y= V= ERICRBRRY hD—OAXTITH b ZERL & T,
SAR=IDRY FD—=OBABITIEIATORY bD—0F TV 25 R %tesiL £

e v hJ—o
localnet 1 RY D=0 FLR: 192.168.1.0
Rv EYRY: 255.255.255.0
NAT
Translation method: Hide
Hiding IP Address: 202.247.5.126
localnet? RY D=0 FLR: 192.168.2.0
R Y RO: 255.255.255.0
NAT
Translation method: Hide

Hiding IP Address:

202.247.5.126
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DMZnet XY ED=OF FLXR: 172.16.1.0
W EYRD: 2565.255.255.0

AR Y FD—OH BNATEIRZTT> THBRICT O ERTBIHEEE. [NATIRTTIAA
Automatic Address Translation rules: JICF v 2% L . [Translation method:J%
Hide. Hiding IP AddressJiICZ 74 7o x—JVDMIDA >R T —RDFP FLU R %
ANL&E T,

XDMICABRY FD—ODBNRPSBICATI =0 bRl 9.

D—0AF—oay

WebFtpServer P77 KL X: 172.16.1.2
NAT
Translation method: Static
Network valid address: 202.247.5.127

DnsMailServer P77 FL X: 172.16.1.3
NAT
Translation method: Static
Network valid address: 202.247.5.128

LocalDnsServer IP7 FL X: 192.168.1.2
ESMPROMgr PP FL X: 192.168.1.10

KRR B AESIBBICABITBDHEE. [NATIA T TIAdD Automatic Address Translation
rulesJiCF v o %L . [Translation method:]% Static. [Network valid address:JIC
NEBOIEY LU R ZEADLFT,

OISR == )UERRICRBRD—ORT =Y 3 VDI BET B HEIESBICAT
V1o hEERLET,

gI—7
LocalNet-G In Group: localnet 1. localnet2
REBDRY bD—0%1DDT)—TICEEDTERLFT,

EDMISRY ¥ — = )UERRICRBR I —THHBHZE S BICATI 0 b &1ER
L&ET,
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& Y—ERI)—T

InternetServices In Group: ftp. http. https
SilentServices In Group: NBT(nbdatagram. nbname. nbsession).
bootp

RN Y= )= MER TI1IDIN—VICEBE DY —ER%ZRHR T BHER L. Y—EXD
IN—T%ZEREIBD T EEFRICTRT B ENTEET,

FREF ABH A VA —3Y BMIPOERZFHFATE Y —ERDT)V—T &, RES
XY ED=OICT70—FF ¥R FTRNTOB Y —EXTOYICRHETDLEDR
Y—ERDTIV—T =L & T,

T7AT7 0 x—IATI1U NDEE

DA PO+—)VDATI T4 M. BRICPolicy Editor Tl 1o & EICBEEMSNE T,
BEMERSNIC O 7A PO+ — VA TSI 25 MEIEDZF F TIEIP Spoofing(7? KL RFEFR)
DHILHENTWE WD, Anti-SpoofingDEREATNE T, ¥ DIZHICIF, 1V A
1 —RADFEICEDRY FD—ODBETBH AEIK(Topology#/E) T2 NBHHY F T,

D2PAPOx—)bATITH OTONT 4 Dl Topology IN—I A=, SR TT—
REERL CEAt. )2 vHOL &,

Topoloey
Gt Interfaces

Hame [ IF Address .. | Metwork Mask. [IF Addresses behind.. |
ethl 192168126 2652662560  Undefined

sthl  O022475126 0553560650  Undefined

sth? 172161126 2552559550 Lindefined

Add Edit Femove
PN Domain

@ Al 1P Addresses behind Gateway based on Topolasy information
" Marually Defined ]“""“""‘E HEn

/‘. No VPN domain i defined Either adit the interface topology, o define the
TN v I

domain manual

™ Exportable for SecuRemots/SecureGlisnt

ok Ganeel | Help
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[nterface Properties]™o « > ROBRRSNSD DT, [Topology |® 7T TEUVRFHREETT)
%7,

RRDA > 57 2 —2ADHBEEInternal JZE&RL . ABHB—Y FDO—DODBEF
[Network defined by the interface IP and Net MaskJ% ., B xv tD—2DBEE
[SpecificJ&#REIRL & T, [Specific]ZBIRLICBEIE. RFBRY FD—ODINV—T (L&
THERL L 1-LocalNet-G) & I8EL & 95

F7-. [Perform Anti-Spoofing based on interface topology JICF T v oA L & T,

t
\y
~
7
\y
7

Gomeo &

SMBIDA > 5 7 T —RDGBEEExternal JZEIRL £ J,
F 7z, [Perform Anti-Spoofing based on interface topology JICF T v oA L & T,

Interface Properties

69



DMZDA >R 7 1 —ZADBE(E  Internal Ja K OTNetwork defined by the interface IP and
Net Mask )& #RL & T o

F 72, [Perform Anti-Spoofing based on interface topology JICF v o %=L & T,
HLOMZAER DR Y D=0 THEMSNTOEBEE. BIOARRIOA > 27 T —ID
REEBHICOMZRY FD—HDT —T%ABEL . [Specific]ZEIRL TOMZDR Y ~
D=L )V—THIBELF T,

Interface Properties

RYUY—IL—ILDIERK

ATITH DD SIZERY ¥ — =V ZERRL £ T o
LARIEARY =)= )VDBITT,

SOURCE DESTINATION SERYICE ACTION INSTALL ON
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BV—VORHEFUTDESYTI,

1.

9.

10.

1.
12.

ESMPRO/ServerManagertf >R k=i TLa v >H 5., SNMPT
FirewallServerDEERHA TED £ DICHFA TS,

¢ DOHhDFirewallServerBENDFP O R (EETHRB T,

AERY ED—=0DOSA T2 EHBDMZ EDX—)VH—=NITHL TAXA—=)VDEZED
TEBDLDICHTT D,

AVB—=2Y F EDRR D EDNSERZRTEND LDIC, Flo. X—)VeBRETE
BELDOICHIT TS,

A& (YT, DNSERAZ BB LDIZ, Flo. A—IOBREHNTEDLDICHFIATD,
CMEZE, DnsMailServerH 5ARBRY bD—ONETF O CIPNTERBROED .,
LocalNet-GLUSMN D P o+ X %L £,

AREDNSH—NH 542 —2 v b EODNSH—NITHL TONSBRA' P E D K DIZEF
ElCESH

AVE—2Y FBLOARBORY FD—HH BWeb/FTPH—NITHL THTTP, FTP
DFPOEIADNTEDLDICHTT B,

DMZAH 5ARERY ED—IONGEFP O R %2HE TS,
(LR TRELICV—IVISTIREERY b D—ODEDMZNREP O X% HEET D,

RBERY FD—oh b1V A2—xY FIFL TinternetServiceslc BN —EX
DPHOER%ZFTTT D,

SilentServicesICEFSNI- Y —ERIEIF7 oA HBESL . OTEFFRRLEG L,
FERUSOTHEREETHEE TS,

tF2aVFARUY—DA VX =)

RS —1Epk# . [PolicyJ—lInstall.. JZ#27LTEFa VT4 RYY—%2A VR =)ULT
2=,
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RRY—N\Z_E{tTHEE5DEE

AER Y FD—=0XIBOMZR Y D —=OICRESNTOWBSRBY — N _E(LTBDHE .
FireWall- 1R Y ¥ —R/EISFRAMVEE R Y E T,

CZTIRAIABRDORY Y —FBFICAEOVWT. DMZRY FD—O FED A=) —N

(DnsMailServer) A*CLUSTERPRO Litel for Linuxlc &Y ZE{b=n1 T D MailWebServer

ERELT. RYY—DBIREOABAHREBEL £,

e FER

— AR —RY FHOBERBRY—NICBESEIHBEDTE

CLUSTERPRO Litel TId28 DB —NDOEIPP R R EGFINCREIPP KL R
HRELF T, FireWall- 1 TERNATOSREATORR., NATORIPP FLRELT
[FCLUSTERPRO Litel THRELTRIBIPP? FLURAIEET DB DY £T, (NE

Y—NOATI o k& CLUSTERPRO Litel THE L IRIBIPZ L R THERLL
F9.)

— RET—NDOREERY FD—0BBVEAMYA—RY  EORX IRESES
BEDER
CLUSTERPRO Litel CZ&{t=nfcy —N\D BMDRR FMIHL TEBZ1T>%
G, BRTDIPPZ FLREEY—NDEIPP FLRIZBYE T, XDIcD,
FireWal-1DRY > =TS —N\DEIPP FLAD SOBEZTI TS ODI—
WHRBICRYE T, (BY—NOERIPP FURDATI O bl COAT
VIO RDBEDFPHER%EFFALE T, )

w0 Y NOTEHICOVTRRRBICK > TEDHENREDET . SEAO_ELRBOBH
B LY. BEOBEZEREL L LTFireWall-1DRY Y—8EZTO>TIREL,

o &l
a"‘"‘n
W,
— 172.16.1.3
| URRIPP KL ) (RIBAR
' e MailWebServer +
FirewallServer 172.16.1. 11 CLUSTERPRO Lite!
] MailWebServer +
172.16.1.13 £« CLUSTERPRO Lite!
DMZ=w kD —%5

Ry kDO—5
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® REAE

BRI TMailWebServerx —E1L T 5 BEDHREGATICBRYU E T,

BORDIEF2 VT 4R Y—DREIDRY S —FEG TIFEATONIREF A DT,
2EBDR/EZTVE T,

1. BDBEROA—=WHT—NDOATI o (DnsMailServer)#®REBIPP FL X
(172.16.1.3) TEZEL . NATOHREZTT Do

2. MalWebServer# 7Y 15 ¥ NENE Y —NDERIPF RURTEET S,

DnsMailServer-master 172.16.1.11
DnsMailServer-slave 172.16.1.12

3. BRI A—IVT—NERDBEASETEHE(E. SourcezZDnsMailServer-
master. DnsMailServer-slave& L TARY ¥ —J)U—)U%HZET D,

Bk CORY V—(CH L TEBENADHBEIE. JU—IUNo.5DSourceZLATD K
DICEBLET,

g DnshlailServer-master
g DnshdailServer-slave

ELUC&INE’[-G

L st

i ‘@ accept ‘ Log ‘
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ETF2AVFs RUI—-DIN\YwITvD

A—OERBICEDB/BA VA S—VICHEA T, RELICEF2UTARIY—ONYOP YT
BB L £ T

fwsetup VY FICKUBELICY R T LAOEREEDPOSA P YV TiRELTICRY
V—HENVOTPYVTITBICDITIEATOI »AIWENYOTFY TITERBHAHYE T,

/opt/necfws/etc/fws.ini
/usr/clusterpro/ae/etc/caeconf.ini(Z 21L& E A
/etc/fw/conf/ B~

/etc/fw/database/ i

/etc/fw/lib/ BT (*.s0%BR<)

NBOT77AIEBSHNVICDOST7+—< v FLIZZ7OvVvE—ICN\VHPYTITBHIcH
/opt/necfws/bin/ICfwbackup 3¥ Y FA2BAEL TWE T,

CDIARYV RADIVY—=JUHBRERITTDEIOVE—T 4 RODEY FEET XV E—IhH
KRSNFd,

Xy =IO OVE—T 4 RO% LY bL T<Enter>+—%4B9 & . REBHFNICT
OVvE—FT 4 RONNVOPYITLFT,

Ny OPYvT ARV RERGE. NvoPvITIIhER 7OV E—DREHFRRSNEDT.
NWEBRODDOVvE—T 1 R0%HBHHLCOLARL TIIEE W,

BRBE70VE—T 1 RO TNYLOPVITETITH . R Y—D— VP 1—H—
EREAIBMICZOSEREFIRICRBE TS0 EPDYET, Z71IUAT70vE—
T4 RO IKICRBTERWVESICE., BEKO70vE—T 14 ROICHEIL TNV O Y
TIE—%7T0FET, AVvE—IH>TIO0VE—T 4 ROZANIBR TIIZS 0o

.—O Ny I7yvIF 4 AUICIE. hFDOST+—< v (1.44MB)BHDITSVIT 1 A%
ERLTLEEL,
J0vE—F4 RO%
FEIZEY R
//,<&wo¢—%ﬁﬁ

# /opt/necfws/bin/fwbac
1 floppy disk is need&d for back up. (#1)
. Please insert DOS rmatted(1.44MB) floppy disk. (#1)
7;%'&?;&?’5??;3 ][P)ress enter }Ice;/.
\\\\ ack up fws.ini ...
N back up caeconf.ini ...
back up completed.
After turned off FDD access light, Press enter key.

: |
L

ZIT70vE—F 4 7Sv5—fj§<ﬁ?f?
ROERUYLT DFPHERASVTHEATCS
<Enter>+—%#87

URFPICBELTIE, TYRTLAOBAVR F=)U1ESRL TS0,
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ESMPRO/ServerAgent®ty b7 v 7D

ESMPRO/ServerAgentld B @ARFICA YV A = IUSEHTIH. BBEOBEN N TOEE
Ao 6BEBBL TV FPVTLTLIZE 0,

AT LIBHRDINYITP v

YRTLDEY FPVITHET LR, ANOMRT - BBY—)VCO-ROMIICHD AT 5
VRFI—TAVTAZEST, YRTLBERENVOPYVITEE=BAHLET,
YRTLBBRONYOFPVIHBOE . ERRICOSHROLEBEBEDBERPREZEIB (Y
REP)TERLRYUET o ROFIRICHE S TNV OP YT %L TIZEW,

wO (75 - BEY—ILCD-ROMDS5YRF LEEBUTRIELET. (25 - E2Y—ILCD-
ROMO 5281 € 37 IClE. BRIty N7y THUBTY, SEESRL TERELT
<REEW,

1. 354 VFO0VE—TA ROERETD,

2. EBITMIONMRT - BBY—)UCO-ROMIDSI AT SAVRTFLI—T+4 T4 JEEHNT D,
[RF - Y — )UCD-ROMIDBEWAIC DV TIESEZERL T2,

3. [V RTLEROEE]H S B #RIRT D,
LB EEBEICRRSND AV E—I(Ci)E> TRUBAEED T IZS 0,

HOTBRIVEL—RICARBZER BRIZFTUr—yYavelY =L &
Fo RXN=I%BRL TIEE 0
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EavEEa—-90ty NP YD

AEBZRY FDO—OLEDOVE2—AHDSEBR - &R ITDCODF,FTUs—>3>EL T, [ESMPRO/
ServerManager J& [ Management Workstation Application (MWA) JARE=NTWWE T,
INBOPTVr—ya BB IVE 1 —RICAVRF—VTBEZEICLIYUYRTLOEBEIBRICR
BT TR, YRATLERDEREZALTECENTEFT,

ESMPRO/ServerManager®-f > X b —JUICDWTIFEEZEBRL Ty FPvTL TIIZE 0,

MWADA > R F—=)UICDWOWTIFEEE., FIZFRT - BBY—JUCD-ROMAD AV S A RFa X b %as
BLTLIZT 0
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Bty bhvD

Bty hPvTEE YRTLORBRBENRABTY RT ANRE TER <R S IIHER LIS, TMD
[Ny & PwTCO-ROMIERE > TN—FT 4 ROZBFEROREICRL TYRT LZRETEDLOICT
B3HDTT, UTFOFIETEEY FPvT %L TIZE 0,

(RFRIN—7T 1 23 2V DIERR

MRTFAN—T 1 V3av]Eld. ZEBOMHTS  BBATOICOOI—T 4T 4 %8I D1C
ODN—=T 4> 32T, 16MBRREDMESZRNE/N\— FT 1 RO ENERLET,
FirewallServerDEEM A0 LT -OICERTFBN—T 14 V3V A=ERTDCEEPED

LET,
RTFAN—T 1 V3V, FNOMRT - 8Y—VCD-ROMI7%&E> THERL £T, 5L <
FoEZEERL TIEES Vo

RFAN—T 4 Y 3VAERNTDTO LR TRTFAN—T 4 Y aABHNICAI VR =
SNBDI—TAVTAE [YRTLEMI—FTAVTAJEFAT7SAVRTFI—T Y
T4 1T,

gty b7y IJTE— DEE

FEEB . YRTLAOEBHERICTONICHEDHBICERZL . RECEMLISHER
Y RT LOBREEHSPSHEENBD O TOET BV Rb—PE. Y RT LR
BT ENCTHDLBN DY E T,

THEREDBXM, EMIE. FNOMRT - EBY—)UCD-ROMJzfE>TEEREL 7, 5#L.<
&, 6EZEZRL TIZE L,

7,

|u<3 Bty NPy IDRTULRES, YRTLEBEGEEEEHCRLTIREE L,

DATLDBAYX =)

CITR YRTLADBAYV R = )VOFIRICOOWTRBL & T,

“HENEBRL TOBEBER. BIYRAF—VOFIEDNRBVET. BIVAF—LD
FIE10E ToIT> ICRIF —EBRIC DOV TIO_E{tBROB Y b Pv T Z22RL T<
[SSIAL

wO BEAVRANEFS & Y—/\NORF—FHEESN, HEROREICRDET. HE
EEd B7F—5hY—/\RCESTVBIEA. F—5E/ v o7y TUTHSEA VR h—ILER
FLTLREL,
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BA VA M=)LOER (T Y —)ViESD)

ERZTOIEOICE IV Y —IDRETT . AMEOBRHOFFORET, HFHHD/VV I
V(BEIVE1—R) ZRERIEOY ) PIJUAR— 2 (COM2) ICHHL T IZE W,
FirewallServer & D ICHELEHD

& VPIAVAET T —RRS22C)=F-IcIVE1—&

® BEMAYVI D@ Windows98 NAN—&—=F)b)

e VYP)r—T)(HDOR)

K210-84(05)(9pin-9pin). F721&K208-12(03) (9pin-25pin)D>5 ., HFHHDH IV
Eax—RIIE>1r—TFERL T1ZE b,

=IO

FEFBICHSD IRV U PIIr—T I (H0R) Z#H#HEL T IEES O,
Y—ZFIIZaL—5DEE
R=IFIWIZalU—RONSAXA=RIEFUATDOLDICHREL TZS W,

A—L— bk 19,200bps
NYF 1 7L
FrSoOhK:  8bit
v TEWY b 1bit

BA VA M=IVICHERFT 1 RD
BEDLCDIUTOT 4 ROEREL TIIZS W,
® (OS CD-ROM

NwHPw T CD-ROM

Check Point Next Generation

BAYRM—=IVBT 1 RD
tF2UTARYY—DONYHPY TTF 4 250 (FR)

BA VA M=IVOFIE

ROFIRICHE > TH AR E—=LLE T,

1. REFIBICHD 20VE—FT A RORSATICBAI VR N—=IUBT A R0%EE2Y FL
FirewallServer = Bic#) 75,

BRIOVE1—2DT 1 AT UAZ[boot] DFRRHNED & TR TIZS L,

2. [boot)DERRATIZH T IZCD-ROM K S+ T(Z0S CO-ROMZE LY F 95,

BEMICT OIS LACD-ROMASDA VR b—)UABEUE T, VR F—UIEHI108TEY L
g_gl—o

AVRE=VERTTBDE, TARTUVACAVRM—)VDEY BT B AV E—IHRRS
Nn&do
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3. <Ctrl> - <D>*+—%487,

BENICHBRENBILSNE T, BRI ZEBLICS, By FLIETIDVYE—T 4 X5 ECD-
ROMZAAFASERYBL TIIZE 0,

>> install finish. press Ctrl+D
bash#

AN

N

CZT<Ctrl> - <D>F—#%487

4. BicEEeh SM3NEERBLICS. 8BIYE1—AD<Enter>F—%# 7,

5. lognZ 0V ~7 kHAFRRSNICS. Troot)JE ANL . PasswordlRERDIMroot/NRD— R JICE
HPNTOBNRD—REANTS,

OTAVICEHRINT B EHIDT OV T MARRESNE T,

JeN7erlr .

6. CO-ROMRZA 7Ny &P v TCO-ROMEEY L. LATOFIBTESMPRO/ServerAgent’a:
EDBNNY T —I%RET .

mount /dev/cdrom
/mnt/cdrom/nec/Linux/necsetup
cd /

umount /dev/cdrom

#H H H HF

7. CO-ROM RS A T7h BNy -7 v TCO-ROMERY BT,

8. <BLHLONYOPYITLTBVIEREZY X F7PTB56>

AFDOIVY FERTLTEAREZT Do
FEERNYOPVILICZO0VE—T 4 ROEREIZEY FLTLIZE W,

# /opt/necfws/bin/fwrestore -i

Please insert backup floppy disk. (#1)

Press enter key. NVOFPYITF4RO%E€Y LT
restore fws.ini ... <Enter>F—7%#7

restore caeconf.ini ...

restore completed.

—EHER A BEAL T After turned off FDD access.light, Press enter key.l
WELBAEEREN # /opt/necfws/bin/fwsetup -i /opt/necfws/etc/fws.ini

ZN

# shutdown -r now

POLCRSVITHEAIS
<Enter>F—%#BL . ¥DERT
DVvE—TAROERUET

\
\ JO0VE—TARORSATD

RY®R. Bil2EID

<NvOPYvTDY R T HELBVZE>
[SBTEY—IICKBDEARE BAX=) |%#BRBL TERBEET D,
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9.

10.

11.

12.

13.

CD-ROM K=« Z(CCheck Point Next Generation®CD-ROM#%t v kL . FireWall-1D%E
V2= VEMNTOFIBETERIT S,

mount /dev/cdrom

cd /mnt/cdrom/linux/CPshared-50
rpm -i CPshared-50-00.1386.rpm
cd /mnt/cdrom/linux/CPFirewall-50
rpm -i CPfwl-50-00.i386.rpm

cd /

umount /dev/cdrom

FH o H H A

CD-ROMFZ A 7H5CO-ROMEZRUBL . Bitdd 5,

# shoutdown -r now

TELEMEEEL TOBRHBE . CORBRDEEGIZEBRICOVWTIOZE ERDB LY
FvT 4B ICRE->TLIZE 0,
cpconfigx£17L CFireWall-1DREA T3 o

cpconfiglC DO\ TIEIFireWal- 13y 7 4 L —o 3> J(BIR=I) #BRL TIZE 0,
cpconfigDRE THEH ZERITLF T,

# cpconfig

Do you want to reboot? (y/n) [n] ?y

<BBHPLONYOPVvILTHEVICHREEZY X P TBHE>
IFRO3YY FaETL TRireWal- 1DFREZT B,

# cpstop FireWall- 1% {2193
# /opt/necfws/bin/fwrestore -f

Please insert backup floppy disk. (#1)

Press enter key.

There is 1 floppy disk for restore.

restore fw config files ... (1/1)

restore completed.

After turned off FDD access light, Press enter key.

# cpstart
JOVE—F 425 RSATOPHER
SYTHEA - B<Enter>F—%38L |
FireWall- 1% &9 % EDHIOVE—T A ROERUHBT

NVOPYTDYRETFELBVIZE>
Policy Editorz AL TRY ¥ —%1ERRT Do

Policy Editor TRY ¥ —% A2V R b= )UT D,




ESMPRO/ServerAgent®ty b7 v 7D

[YRT LDEA YR —)VJTESMPRO/ServerAgentidBEICA > X b— L& T
B BROREN SN TOEEA. 6BZERL Ty b7y TLTIZE L,

AT LIBHRDINYITP v

YRTLDBEY FPYITDMET UL, RNOMRT - BBY—)UCO-ROMIICHE AT S
AVRTFI—TAUT 4 %B>T, YRTLERENVOPVITBEZ2HEOLET,
BIRDI Y R T LERONY O P VT | $FOEEZSRL TIIZE 0,
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