FirewallServer=2&HAL Ic —ELHEBEDBRAEIC DN THBL £,

B B (132N =) s TE DB ERIZEIC DV THAL T,

— BB COREFIR (> 136N—) i ENENDY —NTEHREDERZ T D1k
g E L TER IS HBEDREFIRICDONOTER
BBLTOET,

DEEER TOREFIR (> 146N—) i BEAY—NZzARLICOBE ZEEm (VPN

BEDTE(ELTEIT) ZBRISBSDRE
FIRICDOOWTHRBL TOLET,

B (160N =) i “EEBRTOBRITEICDOVTHAL £,
DEBEBRDOBA VR E—)U (> 170X=2) v BAYRE—VOFIED —FEDPERD

FirewallServer@ EHB5RBFUE T, BIVUR
F—VDBOEDPFIBICONTHBL £,

FE - HIBRBIE (> 171N =) s - _EERTER T OBRDIRBEVHREIRIC
DOTHALE T,

131



“SEEARICDOTERBAL £,

I ERIR

FirewallServerz —E{tT35 & TC—EDBERECLUBLELTH., £5—8B8D0OF—/1IN
BEFNICSI T EICLY . BEROEBBLEGEZR/IRICHMAD CENTEET,

Fic. BEXT FreWal-1 70tXRDOESABRBELICHES. RO, |BESNICIPP FLR
EDOBENERLICIBEICEH . FHRICEREZSIMSCENTETT,

“EIEOHHEAERIIRLE T,

o EEER

— BRZRAIOFrewallServer CBRICLICRIEIPY FLURAZFBAL TR —=RY b
B, 7Yty MIONAHLBEPLOELRLET,

— EBRXR/FHEZROFrewallServerl@EWCH —NDORREEEBEZL £,

1Y EZx v SELAN
A2 R—xv FMILAN

REPP LR o
BRR mmipr kL

Z | >
LD
(7 )

Lmeme) — [T

<—F—2L>
—— V=573 E

EBOSATPUE
(O >1AP2k
YY)
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o ERRY—NIO U
— SR DFirewallServer MERRDA DY #REL £ T,
— SRR OFirewallServer MRABIP? FL X = BMICL & T
— AVA—Y M AV ESRY MIORADSOFP L RFREBIP? L X %6
BLTOBDTH—NONUBDLUZZEH TS EEHY T A

1Y EZx v HMALAN
1> B—xv ~ALAN

EHOSATUE
(—o 51472k
2%

ODMZZBRTBHBELAY FSxRY b AV E2—3y FEKRICRIEIP? FL DS EA N
ECR
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FirewallServer Cld LA TOBR TC_EMLS BB ENTEET,
o —{KEUERL

FirewallServer2&8DH T _ELTREB B TT o ENENDY—NTEBAETOET,
FirewallServerlCld@—> 1€ RH2DMBICBFY FT, — KBS TIEMULA005-
1x1 Expressb800/FirewallServer nZ 1 > X JHMEABIJEET T,

—HREBATIIVPNBEDEETEIBA. o BEREFRICHEMKSNTOL
LAVDZE DAl k= N

o EENERL

FirewallServer2 80IENICBBAY —N\N1ELEBEREBRTT, BBAY—NIC
FreWal-1B8BEY 1 —)bEAV R b=Vl ., 28DFrewallServer#&8BL £,

FirewallServer(CIFE—Z2 1 Y RACDMRICBRY F T, DBEMER TE L1V
2DEBBHDERTIRET T,

— UL4005-1x5 Express5800/FirewallServer%&E{E nS 1> R

— UL4005-1x6 Expressb800/FirewallServer &1t (VPNEEER) N1V R
BEAY—/NIZFULL005-104 Expressb800/FirewallServerfi &5 &EY —)U JH B
T,

w0 —HRERESHEER CRUBES A Y ADBENREDET, S EYRAEBATS
IR TERL TV,
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WY Y—2X

“EARBIBICOICFirewalServer = 8K TEBRAT S & ESICENTHICRY V- A0
2T,
LY FPYTDRICYU Y —ZRDtEPREA L TIZE W0,

o REIP7 RLR(AV5—=w Mil): 1D
A B—2v MITS|IEHP FLURTI,

AVB—=2Y FMIORY D=5 FURRTHRBEABORRA P FUREZPH A2 LT
<f2E0

ZOP FURBY—NIRETILEREDY Ao
o RIEBIP7 RLRA(AV Sy Mi: 1D
1Y ESRY MITSIEH<? FLRTT,

AV ESRY FMIORY FD—0F RUZXRTREADOHRA P RUREPH A2 LT
<f2E0

COP FLREH—NIIRETBILEEHY EEA.
e {F8IP7 KLU A (DMZfil): 1D
DMZ TS| &M< P FLRTY,
DMZ %R 7B WOBEICIFARTT,
DMZDOxY bD—OP FURRTHRBADKRRA FP FURZPH A2 L TLIZE W0,
COP FLRET—NIIRETBILEEHY X EA.
o HY—/)\E&EESHA7” FUR: 1DBE
FirewallServerBDE&ERICEART S 7 FL R T,

AVR=—2v Ml AV SRy MICHRBICL TOBRARDY AN JETHN
[F. FROR—bZEAL TEE 0,

FAROA— AR TESHE. ¥—/\BEO0XTr—T )V THHKL TIZES W,
ENENDY —NICRIE—DIDREL TZS

NS UFSTm | .
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—{#8UHERL T DEETFIFE

UTFDORY FDO—0@m el > TREZTOE T,

o ERARY—N

KRR B&:

A=Y MIEPP FLR:
DMZRIZEIP? FL X:

AV SRy MIRPP FLUXR:
T—N\EBERIPY FL X:

o HFERU—/N

IR b

AVAE—v MIRIPP FLXR:
DMZRIZIPP? FL R:

AV bRy MIEPP FLUR:
Y—NBEBERIPP FLXR:

o {REIP7 RLZA

AVR—xv M
DMZl:
2= SYAN:

® EStRSEIP7 KL

AR —3v MAL—%:
AV EZxRY FML—4&:

A R—2v FMILAN

fws1
202.247.5.1/255.255.255.0
172.16.1.1/255.255.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws2
202.247.5.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

202.247.5.3
172.16.1.3
192.168.1.3

202.24"7.5.254
192.168.1.254

21813 v 1 sxy raLan

192.168.1.0/255.2565.255.0

EmRR ©
&< Gush) JEGA N
192.168.2.1
/ +—)\E518) GUILSAPY
AV HELAN
192.168.2.0/
Z [ >
e — o — 255.2665.255.0
NI
202.247.5.254 192.168.2.2
192.168.1.3
20224752 o | 192.168.1.2 —%
-1721612 v192.168.1.254
202.247.5.0/ EiEbElL — HEPRLANA
255.255.255.0
DMZ LAN
172.16.1.0/255.255.255.0
ABEWWW/FTPE EA
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Tty 7y J DN

PATICEY b PYTORNERLET, [BF2U T4 KU Y—OREIETOFIRIIE2E
Dy bPyv 7 1#28RLTIEE0. TR ZELRISOR ¥ —FE LBEDOFIE%
AL E T,

BEAIVE1—YDEY N7 v T EER —FE2EDSE5RN—Y

VAFLDEY NP YvT —FE2EDS56NR—I~BI9N—Y

~~
R e

tFa2UFT A RUY—DEY N7y TEASVA M=

(1. 9547V bRYYADA VR ML ~ERBED7ON—I~T71R— |
¥

2. GUIZSA7 Y  SPIDER ~$E2ED72X—Y |
) 4

3. EFaUFKUY—ORE ~ERBD73R—I~BIR— |
V¥

4. —EEmORY Y —8& ~+188~—Y~140~— |

<5

“E{tREEDERE —=141R—=I~145R—Y

fthdRy D —THERDE
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—E{EXRDRY o —E

Interface Properties x|

General I Security |

HAMICZELTB280FrewallServer(lCIEFE—DRY ¥ —AFBELF T, 12120 UTD
slEELTLIZE 0,

® BUFPAMT7 I EERTBRICIE. RPPFURTEERLE T,

® Hide®— FONATZERISHFSE. [Hiding IP Address JICIFRIBIP? FL X =18EL
ECI

. CTEEEA BRI B ICDICIE . MTD2DDI—)VAEBNTEHBHHY FT,

® FirewallServer@DIXRELRABEZ BRI ZHDI—

® FirewallServer & BafxdR & DBEIDBEEZBIICODIV—)U

fws TRITDRENZRL £ To fWs2BITHRFRDFEZL TS0

RV RD=OATITHRELTUTOIATI L F %80T B,

SEATRINR FBZBHELTRELTOETH . BTLEAR BICEHDEDLEIHY &
_t):/bo

x 7:JI 7 I\ ‘Workstation Properties

Workstation General | Tterfaces | SNMP | NAT | WPN | Authentication |
%Eﬁ Hame: w2

fs? IF Address: [20224752 Get address

Comment [EERT -7

P
= Golor: 15

W E73BED>—DFirewallServer & E - Tope

%jé ° O Internal & External " Host {* Gateway
. _ hlodules Inztallad

FVPN-1 &FlreV\/aH- HeFzy HLT, @ WPN-1 & EirsWall-1 Version: [41 v| L Get |

[LocationJid&External. [Typell& - =

GatewayZEiRI 5,

[Management StationJICIFFzvoL lpzccpsnitation
BOTLIEE 0,

[Management Station
CHF v LA aK | i) s

|ﬂte|’faces& 7“?%%3@’( Vs & J1—R ‘Workstation Properties x|
HHTELTLILEED, DA T IHRTET General Iterfaces | SNMP | NAT | WP | Authentication |
SNEBEHY E T A Nams [ Address [ Hetwors Mask_|

=thd 20224752 2656 265 2560

=thi 1721672 9565 755 2560

eth2 19216812 266 265 266,

eth3 19216822 2656, 265 2560

Mame: fethil
Net Address: [p022475.2
Net Mask: [255 256 256.0]

T it [ Benee | et |

MNate: See Help for Interface name restrictions

ok | meetn | sz | ok | wmemk | sz |
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FTIIObk ;
Workstation General | terfaces | SHMP | MAT | wPH |

i MName: ||mer7gw
LD
: IP Address: [2022475.254 Get address
inter_gw

Camment: [ & —FoFALL—A
nE Colar: I [ ] ,l
Y — A EE - N — noation: e
i ‘; '}\\15@}35‘1;!? e {ﬁ ﬁﬁ @- ® /r - & [L o ‘[nternal & External Ty(':_ Host " Gatepay

Modules Tnstalled

T~ WPMN-T & EireWisl-1 WErSih: |4.1 - Ged

7| FloedGate=] Yersiore |41 =

I~ Management Station

L e

AIVro b ‘ :
Workstation General |Imer1acas| SNMP | NAT | WPH |

AT Hame [local ew

local_gw IP Address: [T921681250 Gt deress |

Comment {5 HIIL— 3]
Wg‘ Calor I -
XY ED—OEBICHERAIBZAV S st T
*\\/ F,ﬁ”@}b_& |V | Internall  #% Extermial [ + Host  Gateway

Modules Installed

I~ WPN-1 & FEireWall-1 Wersiom |41 ¥ Giel
= FlecdGate=] Wersiom |41 e

I Manaeement Station

[ ok ] &t | sz |

UTFDOY—EXZEET Do
BRI TT . OB TERBOE Ao

wOEE

R—bBSET T4 rOR— MBS TY. ZELEEOEARZETHR— NESEEET 515
BlRZOFREICEDETH—ERDERZITOTLIEEL,

ATk TOP =
%E"J_: Caeiap| General | .
ZKQ_ ": 24001 Mame: [cas_spi

Comment |

Port: [24001 Get |
Source part range: to I
Protocal Type:  [hone vI

[~ East Mode

[ ok | #ot | a7 |
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ATITH R
B8
R— b

UDP
cae_hb
24002

General

Hame: |cae_hb

Comment: |

ol I |~

Port: |24002] Gt
Source port rangs: to

[ o 1]

el |

= |

“ERERAON—ILZBNIT B,

W=ty FO—FBLIC<BEDICBIL TIEEW UTFORY Z—DI—)U1, 2H%8105 T

To

4. EFaUTARIY—%AV =T B,
TFLIVTARIY—DERDTT LIS, RUY—ZA VR =L TEE W,

/,

m Source ‘Destinaﬁon ‘ Service Action Track Install On Time | Comment
1) cae_api n
- ] a2 ‘mlw.ﬂ B coor accept }m-l Gateways |3) Any
- il
g;nij‘:’ ‘E s 478 iomp-prota ‘ accept ‘ }m-l Gatewsays |3 Any ‘
Steaith the Firewsl ttack prot
n B Any |m st |§) Ry ‘O drop |fgx Alert }ml Gateways | B Any IR LS 3
5 Incainet | 5} maier £5) pop-3 ‘ accept | Lang }m-l Gateways |3 Any ‘E'Ma" BRI
Al to Mail
@ Any | g mailer @ smtp ‘ accept | Lomg |-m-| Gateways @ Any oy Reeess 1o el server
£57) by Ftp and vieh Server
n &) Any ‘E FipishServer gnpp ‘ accept ‘ Long |m| Gatewsys | @) Any "
S Protect locainet from the DMZ
25 dmz-net |§g\ncalnet |§) Any ‘c reject aga Alert }ml Gateways |2 Any roreet focainst frem fhe
Frotect DMZ from the localnst
n 5 localnet |% dimz-net |@ Ay ‘e reject |fgx Alert |-m-| Gateways |2 Any e e the facsin
et
Allow Outgoing raff
- 5 Iocainet |@ Any |@ Aty ‘ accept | Long |-m-| Gatewsays |3 Any B E RS
Silert drop for broadoast pack
n &) any |@ £ |@ S amiems @ dn | |-m-| Gateways |B) dny LM B T IR
Last rule
S) any S) any 5) any O drop a& Slert }m-l Geteways |B) Any
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—S({bHEDESER

“EHEREDEARTETEERBL T T REREAREY —IVHBTVET,

LABEDFEFws 1, fws2E HEIUFREICL TS W,

# /ODL/DECEWS/Din/EWSELUD «rrererrerersererssrsssssssessessessesssasessesseaseasessessessessessesseasesssssessessesssshessssssssessesseseens )
Firewall Server configuration tool Ver.1.3
<BEBELEF T, 28Oty FPv T JZBRBL TIIZS W, >

USe CLUSEET SYSLEM? (V/N) [Y] 1 ¥ errrrereesrsrssssssscsssssssssssssssssssssssssssssssssssssssssssssssssssssssssesdhessssssssssssssssssnns @
---- START CLUSTERPRO AE configuration ---------------
CLUSTERPRO AE Configuration Tool Ver 1.0
---- cluster configuration ------------=--———————————-
Input HB interval (1 = 999) [1] : reeesescecseserssssssessssssssssesssessssssssssssesssssssssssssesssssssssssesdhessesssssssssssasanes ®
INput HB timeouUt (L1 = 999) [5] i ..cececreesresserssessesssessesssessesssssesssssesssessesssessesasessesssessens |sssesssessesasesesans @
Input API TCP port nUMDET [2400L1] : .ieecseeeecsesseseseseesssesessssssessssssssssesssssssssnssessssssshessasssessasssssssnses ®
Input HB UDP port nUMDET [24002] : .ceeeceeeeecisseesessseesssssesssssesssssesssssssssssssessssssessssssesss raseasassesssasseseas ®
Input serverl hOSt NAME : EWSL .ccceecuecossscsscssrssssesssssssssssssssssssssssssssssssssssessssssssssesssshessesssssssessssseeas @
INPUL SETVer2 NOSE NAME : EWS2 «rerreressreresssseressssssiassssssssssssssssssusssssssssssssssssssssssssssssfussssssassssssssnees

O BEXHEY—I%ZkET D,

@ “EtHEEE BRI N EDNDEVICYITIICA S,

Q@ Y—NE&E/NT v bXEBRN— FE— FxERBR ) ZEANTS.

@ Y—NEOVERBITZETTCOREN—rE—FEALT7 D FEB @) ZANTS,

©® ABBEAR TCP R— F&ESZANT S,

® ABBEAR UDP R— bESZANT B,

@ BAZXY—NDKRR 2% ANTS,

AR EBIE FRDNFER TR <. FAAVBEN RO CBRIZIBEL TIZS 0,

2)

B R —NDOKRR FBZANT Do

L~

AR BBIE FQONFERX TR <, XA VBEDZROICRBETZIBEL TS0,

141

NS UFSTm | .



---- server configuration -------------"---------~--~--~—-

Input fwsl interconnect addreSs s ®

address (1)
netmask (1)
address (2)
netmask (2)
address (3)

No. address/netmask
1 192.168.2.1/255.255.255.0
2 192.168.1.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

0 192.168.2.1
: 255.255.255.0
0 192.168.1.1
: 255.255.255.0

Input fws2 interconnect address s @

address (1)
netmask (1)
address (2)
netmask (2)
address (3)

No. address/netmask
1 192.168.2.2/255.255.255.0
2 192.168.1.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

0 192.168.2.2
: 255.255.255.0
: 192.168.1.2
: 255.255.255.0

@

BRARY—NOY—NEER/B7 FLR(AYRXIRO P FLR)ERY EYRO%ZEXN
VAR

FHERIC—BERRLET,
—BNOREABTDBN. SLUEE. Hf. —BOBXRREF-—ANDSBIETEZX
Jo

<A>F— + <Enter> +—: AVAIROEP RLUR%ZB80T
Do

<M>F—+[BEIETE—EDHFS J+<Enter>F—: BELICBSORTEZELET D,
<D>F—+HBF T2 —BOES J+<Enter>F—: BELICBSORTEZHBRT Do

<L >F—+<Enter>F—: —8BZBEXRTD,
<Enter>+—: ROBEANRFVTTD,

FHRY—NOV—NBESRP RLR (VAR O TP RUR)ERY FYRO%E A
NIT3.

BRRY—N\DBELERIC—EDNORERNBTDBN. SLOEE. Hx. —BOBX
m%#—kﬁﬁbﬁd’ﬁ’(%iﬁo
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---- fip configuration

Input FIP
address (1

netmask (1
address (2
netmask (2
address (3
netmask (3
address (4)

)
)
)
)
)
)

AAAT eSS sestrenteiineniitiueniiereniinentreieieaaesaanisaann

: 202.247.5.3

: 255.255.255.0
: 172.16.1.3

: 255.255.255.0
: 192.168.1.3

: 255.255.255.0

No. address/netmask

1 202.
2 172
3 192
("a"=add |

247.5.3/255.255.255.0

.16.1.3/255.255.255.0
.168.1.3/255.255.255.0

"m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REBIPP FLRXZEANT B,
FERIC—EBZXRRLET,

—BHSRTEABTDEIN. BLOEE. BBk,
Jo

<A>F— + <Enter> +—:

<M>F—+[{EIET B —EBENDES J+<Enter>F—:
<D>F—+EIBr T 5 —BOES J+<Enter>F—:

<L>F—+<Enter>F—:
<Enter>F—:

—EBOBRREF-ANDSBETEZE

RI8IP 7 FL R %BNOL &9,
BELICESOREZEELE T,
BELICESOREZHRRL 9,
—BEBRRLET,
ROBEANRFVILET,

L _§ —E{biEEE 5 EAT 5354 . FirewallServer~®7 7 £ X 1. BEENEAEIPT KL X &#{EHT

ZPBEFHNET,

Y- NEERER 42— 71— ALHDEL > 2 —T7 1 —RRBIP7 KL ERKE L

<&V,
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---- ipw configuration --------------------"--~--~-~--~-~-~--

Input IPW address addresSs .anmanscsesesesioesinsemcaaseasiassssssssasssnssnmsssssssssassasssnsssfassnnnnsnnnnninnin C)
address (1) : 202.247.5.254
address(2) : 192.168.1.254

address (3) :

No. address
1 202.247.5.254
2 192.168.1.254

("a"=add | "m num"=modify | "d num"=delete | "l"=1list | Enter=next):

D &8 TS PP FLURZEANTBo

[TXY>TEHD PP RLUREANTBDCEHNTEEZT, CDBEF. BELIZE
P77 RLUREDBENERLICHBEICUYV—RESERBUET,

BERTS PP RLURIEBBETHREIAETT, 121ZL . NNITRE>1ZIPP FL RIFE
ETTIDDIPP RLRELTAHDY RLETD,
BERIC—EBEERZRLE T, —BHNORTABDEMN. BKIOEE. ER. —B8OHEXK
RNeF—ANDBBETEET,

<A>F— + <Enter> F—: BERITBIPP FLRAEBINLF T,
<M>F—+[EEET B —EBNES J+<Enter>F—: FBELICBSORELXEELFT,
<D>F—+HBr I B —BDES J+<Enter>F—:  EELICBSORELHRL FT,
<L>F—+<Enter>F—: —E=BXRRLET,
<Enter>¥—: ROEBANRFVILFT,

!E BB E LTHTINE P RLIEDBIENEIEL -5HE. BRI —/NIIT L
T—NHIFbhET,

<EXTEHI>
® 202.2475.2542192.168.1.2540EE5h EBENERLICBSIC D T 1IVA—
NEFTOZOIFEE.

No. address

1 202.247.5.254
2 192.168.1.254

® 202.2475254£192.168.1.2540DW A EBENERLICBEICT T AIA—N\%
TFOIZWBSE,

No. address
1 202.247.5.254 1 192.168.1.254

® 202.2475.5£202.247.5.254 OXRT3 EBENFBL I2BED . 192.168.1.254
EBENERLISGEICT T AV A—NETOCOSEE

No. address

1 202.247.5.5 | 202.247.5.254
2 192.168.1.254
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---- resource configuration --------------------------
Input primary server hostname (FWsl, Fws2) [EWSL] : reereorerrerrercsssscmsssessesmesssssssssssdoessnesnesssssssnssnes ©)
Input failback policy (l:auto, 2:manual) [MANUAL] : .eeeeecssesssssseesesssssssssssssssseforeesssssssnnns @
---- END CLUSTERPRO AE configuration ----------------— o ®
once again input? (y/n) [n]:
change root password? (y/n) [n]:
Thu May 17 20:21:50 JST 2001
set date and time? (y/n) [n]:
stop unnecessary services? (y/n) [n]:
Please reboot the system.
# SHULAOWI ~T TIOW ...ovevuresessssesssessessssessessssessssssseassssssessssnssesssssssessssesnesssesssssssessssssssessssnsessssafusssssssnesnssesssnnes @
O BRRXRY—NEANT S,
@ BB 7T AIWNYOZFTODNEDNANT B,
B8z MIUN\Y H%ZautolCLISHE . BRRAOVE, HFRRICEBDSISHHINT
WBRET. BERRNER(CE) I5L. BENICERARICEEZRL T,
@ “EHREDFEDEY -

@ BicHITS.

DRy bI—IERRDEEE

AV ESRY FEDMZICERT B RY FDO—OHBICDOTIE. T4 MU— FDRE

ELT X¥NENORY FDO—0DREIPT

FLUR (MY S 3w R 192.168.1.3. DMZ

B/ 172.16.1.3) ZIE TS LDICLTIZE Lo
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PR BHBER T DEREFIIR

LAITDRY hDO—OBM%EHICE > TREZTVET,
o ERARY-—N

AR L& fws 1
AR =W FMIEIPP FLX: 202.247.5.1/255.255.255.0
DMZEIEIPP? FL X: 172.16.1.1/255.255.255.0
A2 SRy MIEIPP FLXR: 192.168.1.1/255.255.255.0
Y—N\EBERPF FLX: 192.168.2.1/255.255.255.0
o FHERY—/N
KRR 33 fws?2
A R—xv MIEIPP FLR: 202.247.5.2/255.255.255.0
DMZBIZEIPP? FL X: 172.16.1.2/255.255.255.0
A2 2Ry FMAKIPP FLUXR: 192.168.1.2/255.255.255.0
Y—N\BEBEARPS FLX: 192.168.2.2/255.255.255.0
o RIEIP7 RLR
AR —zv 202.2475.3
DMZ I 172.16.1.3
A bSxRY MM 192.168.1.3
® EEfRFEIP7 RLR
AR —xv MAW—4: 202.247.5.254
AV oY MIL—24: 192.168.1.254
o EERY—/
RR k3 firewall_manager
P77 RLXR: 192.168.1.4/255.255.255.0

B218812) v b5y raan

A R=FY HALAN 192.168.1.0/255.255.255.0

/ F—NEHR EBAY—\
AOVESI  mELAN 192.168.1.4
AT 192.168.2.0/ GUILSAPY %
.ﬁ s | 2656.255.255.0 Oz
=
202.247.5.254 -@ 192.168.2.2
202.247.5.2 G —| -5 | —
4192.168.1.254
202.247.5.0/ ARLANA
255.255.255.0
DMZ LAN
172.16.1.0/256.256.265.0
AEFAWWW/FTPR EA
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Tty 7y J DN

URICEY hPYvTORNERLE T, CCTIEFZEILICBEATEIRERNBDH ZHHBL &
Fo XOMDFIRICONTIEE2ED Y F P v T 18R TIEE 0,

BEAIVE1—YDEY N7y TEER —H28D55~N—Y

FireWall- 18—ty 7 v T —148—IJ~162~R—YJ

FirewallServerdtzw 7w

1. BRY-LIc&2BFR —~$REDEBN—I~B1~R— |
V¥

]2. FireWall-1EY 21— LORE —~EOEDE2R—Y

3. F:WauJ SP3MEH ~g2R062~—Y |
V¥

’4. FireWall-1®3Y 7 4 JL—vay —~153R=I~156R—-Y ‘
¥

5. FireWall-1EsD®E ~156~—Y |

tFa1UF4IRUI—DEY N7y TEAVRA =)L

] 1. 9S54FYRIVIANDL YA R—IU S EDEDTON—J~T I NR—T
]2. GUIZS A 7> NSP3DER ~EDBED72R—Y \

’3. FirewallServer &FireWall- 1 EEY — /) \BOBERE — 157 X—I~159X—J

A4

]4. tFaUF AR Y—DBE ~160R—Y~164~—3 \

~~

“E(bHEEDERERTE

kDR w bI—THERDER
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FireWall-1EB8Y9—-/\Otvy 7 v T

PEEUER TA VR b— )b iz2B80FirewallServer #8189 3 1O DEBAY — /N &t v
FPYTILET, UTORGEEB-ITIVE 1 —%ICFireWal-1B8BEY 2 —)UEA VR
F—ILL TS0

ARXU—T 4 >0V RT A Windows NT 4.0 Server (SP4, SP5. SP6).
Solaris/SPARC 2.6. Solaris/SPARC 7 (32bitE— FDH) .
RedHat Linux 6.1(SMP kernel), 6.2 (SMP kernel)
- kernel version 2.2.x

TAROE=EEE: 40MBLLE

XEY: B64AMBIAE . #EE128MBLLE

AR EWindows NT 4.0 ServerlCA >V X =)L I BHBEDHITT .

FireWal-18BEJa1—-ILDO1 X =)L

1. JYE2—&20OCD-ROM KRS Z7(ZCheckPoint2000MDCD-ROMAE+ v kT 5,
BENICA VR M=)V T OIS LDEREL . BEHNERSNET, 1V =705 LD
L2 WIBE T ¥wrappers¥windowsZ + VA IZ D [demo32.exeJER1TL TSI W,

2. [NextlR&>EOYYHT B,
BAFFERNEN TR RSNE T,

Welcome to Version 4.1]_

Service Pack 2

CHECK Point

3. ABZL<FHH. BARTSHEE[Ves] . .
Enterprise Suite

NIV D)W OTB,

BRELBLBEE[INoIREYZSY v o
LTHRYLET, ORI RAZ2—D
BENEKRSNE T,

We recommend that you close all other applications
while running this installation program.

This product is protected by copyright law and all
thorized reproduction is forbidden.

Important information:
For evaluation

For purchased products

4.  SERVER/GATEWAY
COMPONENTSJ7%Z#RL . [Next]R& A
VOV T B, [contact mformation Tl EXIT»

TORO REROBEHERSNE T, S/

5. TVPN-1/FireWall-1JOHZ=F v oL
T, [NextIR&> %0 )wHTB,

YOMDIVR—RY EDF v HIE5h
l/i@—()

Server/Gateway @ _—
Components

To read more about a product,
Move your mouse over its name.

To select the product for installation,
click on its name

EXIT»
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6.

10.

11.

12.

A TERTIDISTRIBUTED
INSTALLATION]ZZ4RL . [Next]R&
VEOUYHT B,

JVR—xY F#EIRTIManagement
Server/EnforcementPoint Software] %
FRL . NextlmREa>zoUwoHTD,

1V R = VABZHTD T 2EEH' KRR
sh&Ed,

BROABHERSNTNSD C & 2R
L. [NextlhR&> %o UwoT B,

AVRE=)UTBOVR—RY FEZEIR
THREEBNERINE T,

[VPN-1/FireWall-1 Enterprise
Management JOHZF v oL T,
(Next]l R&R>%ZoOUwHT B,

BAN—Y3 2 OVPN-1/FireWall-1%
V1) %eBRIINEERIT5EEH
KRSNET,

lNnstall without backward
compatibilityJ#F v oL T. [Next]
KRRV HEDY DT B,

AVRAR=VEDT # VR EIEET 58
BHRRSNE T,

Setup Type

(| STAND ALONE INSTALLATION

EXIT»

[fou have selected “Manszement /Enforcement” Tnsti <]
for the following productis):

WPN-1/Firefal -1

VPM-1 / FireWall-1 Enterprise Product

Please specify the YPH-1 / FireWall-1 Product Twpe
. oot o install:

< Back I Mext > I Cance|

PEIIBUTI A WAZEEL ., Nt N &Y 20 v oI B,

AV R R=JUH' BB S, [CheckPoint VPN-1/FireWall-1 4.113 &K OTCheckPoint VPN-1/
FireWall-1 4.1 SP2 1>V R b—lsN&E T,

[Meta IPJHRZHET D DHESRA Y E—IDNRRSNE T,

[OWOWRIREYELSYVHT B,

glEmEFreWal- 10 IV D4 L —Y 3V %T0WET,
RNV RAODANBEHIRRSNE T,
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13. [AddIR&>Y %=L )W HT B,

14. BiSLICS 1tV R%EANL . [OKIARA
VEO)YOT B,

RELICSA Y REANTS

15. DRNIRAY %0 v 0TS,
EREORTEEEHNRRSNE T,

16. [AddIR&E>%ZDLIYVOTB,

EREOBREANTEBEHIERRSN
%@-O

- Gurrent Licenzes:

Rgmove All

- Mewr Licenses:

g0m the Chack Paint Licensing Center at
ittpe/ flicense checkpointcom

“fou can get new

Eew [[Eaws | gestn |

AL

Fetch From File. OR

FPaste License

Host |

Expiration Date:

Features: |

Key:

Get Validation Cods!

Th case of license problems, contact Check Foint Customer Service with:

* Validation Code in the license message you received from Check Point
* Validati—gmode displayed here

Garcel Glear Al Help

Administrator's Permissions:

[ Loe Viewer [ System Status |

Name Securit;

Editi Bemove

Speciny .trators who are permitted to use the GUI applications to log
it Management Server
“fou must define at least one administrator.

<EpE [ ratr> | st |

I
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17.

18.

19.

20.

21.

22.

23.

24.

25.

FireWal-1O&®BE, NXDO—F, &L
UBMAREIT S,

A Admistatcr

Administrator Name

Passnord:

Gontirm Passward

This iz the oWy permission that enables editing policy objects,
© Customiged:
[ | Edit Wsers datatiasels)

¥ Security Rules [Fesditiiie -]
I | Eandwidth Rules: |—;|
I | Gompression Rules T =
[¥ | Loz Wiewen: W

¥ | Sisiem Status
€ No permissions

- Reporting Clients Per

I | Reportine docl =

I= | Lue) Gonealidatar

oF | cancel | Hep |

RN &Y o Uw o T B,
JVE2—RDIP7 FURDNRRSNE T,

IVE2—BOIPT FUIDERRSNBWEE, FICRRRSNICIPP FLUIHEESTVS5
BIZBELOVIPP FLURZANT B,

CRNIRAY %01 ) w o T B,
GUIOSA7Y FOREBEDNRRSNE T,

KIERFHTREICUIOSA TPV =B
HY—NEF—DIVE21—RICAVR LU Clierts
%—)U@‘é@'@%’ﬁﬁ%%?ﬁtjé\tﬁ/w Remats hostname |
CUIOZAPY hEBIDVE2—&RICA [ aw-

YZE—=VIBBEICE. DY & Boroe |

If this management station is protected by a

e >R Ea = VPH-T & FireWiall-1 moduls, and the GUI
Ea2—2DIPP FLREFEL TS connections are accepted by the ‘Accept
WPN-1 & FireWall-1 Gonftrol Gonnections'

(S implied rule Gin Security Folicy tab of the

Properties windowd,

then you must re=install the policy before a
newly configured GUI client will be able to
connect,

RN R o Uw o T B,

SRR DOFirewallServer DB EBEEH
KRSNFT,

Specify remote clients from which an Administrator can log to this
Management Server.

< [ s | e | =

BEANRDFrewallServer JETHRET DT TCRMABANETICIRNIR AV ZH ) v o T
é o

SYBLAF—EANTHIEBENERRSNE T,
N=DDWICBBETANTB.

e AT — = \ o

REDTY LICHIVE 1 —R%BiREH
@—é o Setup has finished copving the files and setting
the components that are needed for installed
software operation on this computer. To activate
the installed software operation, you must restart
your computer.

wanl (o vestarl m conpuler now.:

g | will restart my computer later.

Remove any disks from their drives, and then
click Finish to conplete setup.

151

NS U TS | .



SP3D1 VA =L

2001 FE5ARBEORFH Y —EXNY HlE. SP3(FW_1_41814_1_WIN32_DES.TGZ)T
To

FireWall- 188 €Y 2 —)VDOSPIFEMRE T3 CHECKPOINT& S/ V' FDCD-ROMA 5
UTOFIBTAY R =LLE T,

1. FireWall-18BEY 21— )UACM YR b=)beNTOBEIVE2—&2DCD-ROM RS 1T
CHECKPOINT# G/ YW FDCD-ROMZ Y 35,

2. EYa2—)U[FW_1_41814_1_WIN32_DES.TGZJA# DIV E 21 —ED@EHER D # UANIE—T
éo
EYa2—ViE. CO-ROMDIFW 141127 # A —[SP3)7 # JUA—[WIN32)D + UXAICH Y &
@—O

3. WinZip?.03 EDY =) EBEOVEY 2 —VEBRRT D,

TV 2 —IEEBSNTOE T, BRSNS &[Disk_Images)Z + JuA—(disk 117 # U DR
=, (disk N7 A W ADPICEY 12— VA EBESNE T,

4. [disk1)7 # W EDPICHS Setup.exez X TIWO U v oT B,
AVRS=)VT OIS LHEEL . BEDIERICEO[Next] REV ALY vHLFT,
ERHFHENERRSNE T,

5. BESEONE [ Yeslha> o) voT B,

[Yes]Ra> %LU YWHTBHESPIDA VR E—)UABRBSNE TR TRYLE T,
INOIR&E>ZO Uy HLISHER. A VR E—VIEPHiENE T,
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FireWall-1®3d>27«49J0Lb—Y3Y

NEEBROGE . REBENED Y Py T IOREEF—BRBUYE T, UTOF

BTOY 40—y 3T 5 TS0,

# cpconfig

Welcome to Check Point Configuration Program

(1) VPN-1 & FireWall-1 Stand Alone Installation
(2) VPN-1 & FireWall-1 Distributed Installation

Option (1) will install VPN-1 & FireWall-1

Internet GateWay (Management Server and Enforcement Module)
on a single machine.

Option (2) will allow you to install specific

components of the VPN-1 & FireWall-1 Enterprise Products
on different machines.

Enter your selection (1-2/a) :2 s
Installing VPN-1 & FireWall-1 Distributed Installation.

Which Module would you like to install ?

(1) VPN-1 & FireWall-1 Enterprise Management and Gateway/Server Module
(2) VPN-1 & FireWall-1 Gateway/Server Module
(3) VPN-1 & FireWall-1 Enterprise Management

Enter your selection (1-3/a) [1]: 2 s,

Which Module would you like to install ?

(1) VPN-1 & FireWall-1 - Limited hosts (25, 50, 100, 250)
(2) VPN-1 & FireWall-1 - Unlimited hosts
(3) VPN-1 & FireWall-1 - SecureServer

Enter your selection (1-3/a) [2]: 1 s,

@ FireWal-114 >R b= AT %2 RIRT B,

27 ERL TIZE Lo
@ AYVRE=IVTBIVR—RY b EFERT B,
27 ERL TL<IZE W,

® /—F#NH'25,50,100,2500% GBS 1% . EHPROHEDF2ZFEIRT B,
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Would you like to install the High Availability product (y/n) [n] ? n

Do you wish to start VPN-1 & FireWall-1 automatically
from /etc/rc.d/rc3.d and /etc/rc.d/rc5.4 (y/n) [yl ? vy

VPN-1 & FireWall-1 startup code installed in /etc/rc.d/re3.d and
/etc/rc.d/rc5.4

Configuring Licenses...

The following licenses are installed on this host:

Do you want to add licenses (Y/N) [N] ? ¥ cccccrrrrrrrreessrerimmensssennsssssnn.
Host:202.247.5.1

Date:

String:

Features:

This is Check Point VPN-1(TM) & FireWall-1(R) Version 4.1 (16May2001
14:42:03)

Host Expiration Features
202.247.5.1 Never PO 05.5.5.5.6.6.6.6.00000000000006666666060.0.d

Configuring Masters...

Masters are trusted Management Stations which will
control this Check Point Module.

Do you want to add Management Stations (y/n) [y] ? 0 s,

Configuring External Interface...

The External Interface is one of the VPN-1 & FireWall-1 host's interfaces
that is connected to an external network. Hosts that are located

on the external side of the Module will not be counted as

protected hosts for the License Enforcement mechanism.

Please enter external interface name:ethO

D ALV RIBERAEANT B,
@ BTHRETDHDT. CZTlEF<N>F—%387,
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*hkkkkxkkkxkkk* Tnstallation completed successfully **kxkkxkkxkkx

Starting FireWall-1 and FloodGate-1
FireWall-1: Loading kernel module...
fwstart: Loading fw-1 kernel module
FireWall-1: Starting fwd

FireWall-1: Fetching Security Policy from 192.168.1.4 localhost
Trying to fetch Security Policy from 192.168.1.4:

Fetching Security Policy from 192.168.1.4 failed

Trying to fetch Security Policy from localhost:

Failed to Load Security Policy: No State Saved

Fetching Security Policy from localhost failed

Cannot fetch Security Policy from 192.168.1.4 localhost

FireWall-1 started

Do you wish to start VPN-1 & FireWall-1 now? (y/n) [y] ? D ..eeeeeeeens

To start VPN-1 & FireWall-1 at any later time, run 'fwstart'

# shutdown -r now

(D BTHEEIDDT., I Tld<N>F—%37,
@ BEEBIICTDI-DICFirewallServer = BR2EN T 5,
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FireWall-1BHADER

EQBIVE 21— TETLTOSBVPN-1/FireWal-1EY 2 —)Uid. BOOREZEHTS
CENTE, CNICKVIBRZHBL . BROREDNERSNBICOICEVERH I &
NTEETo

BHAETOYZEIC kY, BREXRFIrewallServer(fws M2 1EL . FH%ZFirewallServer
(fws2) MR H UICEREL ITIBEIC, fws2id, fws 1 TEFEOBHSNICIRERRITITB 1
O, EFEEHIZIBDENTEET,

MUTFOFIBETEBOFREAT>TIIZT 0,
fws 1, fws2& %[ secret keyJIFEALCEDZEFJ/EL TLIZSWo
fws 11|

1. FRED 1175 EG/ete/fw/conf/sync.conf? 71 JVAYERL T B,
192.168.2.2

2. fwstopd~YY FAEEFLT. VPN-1/FireWall-1%2{&17 5%,

3. fw putkey VY RAEFAL Tfws1H Sfws2 A\ DI/ XX #FEILT D,

# fw putkey -n 192.168.2.1 192.168.2.2
Enter secret key:
Again secret key:

4. fwstartIY Y FAESETL T, VPN-1/FireWall- 1288159 %0

fws21l
1. TN 117%2 8L /etc/fw/conf/sync.conf? 71 U A1ERRN T B o
192.168.2.1
2. fwstopdI¥Y Y FAEETL T, VPN-1/FireWall- 1Bl 5,

3. fw putkeydY Y RAEBAL Tfws2h 5fws I \NDHIE/ SR AL T Do

# fw putkey -n 192.168.2.2 192.168.2.1
Enter secret key:
Again secret key:

4. fwstartIYY FZETL T, VPN-1/FireWal-1%88189 5,
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FirewallServer &FireWall- 1 E18Y —/\ED:&B(S:8E

FireWal-1&88BH—N\H 5260FrewallServer#88B (L2 U F 4R Y—DHBEPOY
RNEE) H1TOZHICIE. FireWal- 18384 — /N &FirewallServer & DS T@EETOT-H
DEREHDMBETT, UTDFIBTHREZT>TIZT L,

fws 1{HI|DEEE

F2 <5 oo T3 o = U N @

Welcome to Check Point Configuration Program

This program will let you re-configure
your VPN-1 & FireWall-1 configuration.

Configuration Options:

) Licenses

) Masters

) External Interface

) SMTP Server

) SNMP Extension

)  Groups

) IP Forwarding

) Default Filter

) Enable High Availability
0) Exit

NS UFSTm | .

Enter your Choice (1-10) 2 ccciierrrsssssssssssssesmmssssssssssssmmmsssssssssssmmnsnsssssssssssssnsnsssssssssssnnnsfosssssnsnnnnnnnnssnnes @

Configuring Masters...

Masters are trusted Management Stations which will
control this Check Point Module.

Do you want to add Management Stations (y/n) [y] ? y

Please enter the list hosts that will be Management Stations.

Enter hostname or IP address, one per line, terminating with CTRL-D
or your EOF character.

o 7 0 3= e U S ©)
Is this correct (y/n) [y] ? vy

You will now be prompted to enter a secret key that will be used to
authenticate the communication between this Module and the
Management Stations that you have selected.

T N N @
Again secret key:

NOTE :
Do not forget to run 'fw putkey' with the same secret key on each of
the configured masters.

(D cpconfigd~¥ Y FARTT D,
@ 2%=FRT 3,
@ FireWal- 1885 —/NDIP7 FL X(192.168.1.4) 2 ANT 5,
@ Secret Keyx® ANT 3,
BTEBY - N\RIOHREZ T BEICEALUSecret Keyz AL TZE W,
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Configuration Options:
) Licenses

) Masters

) External Interface

) SMTP Server

) SNMP Extension

)  Groups

) IP Forwarding

) Default Filter

) Enable High Availability
0) Exit

Enter your choice (1-10) 110 .iiicccecseeereremsnsssseeseeremsnssssssssesmessnssssssssssessnsnsssssssssssnsnnssssssssuesnnnnsssssssnensnnns
Thank You...

You have changed VPN-1 & FireWall-1 Configuration.
Would you like to restart

VPN-1 & FireWall-1 now so your changes can take into action? (y/n) [YV] ? ¥ |

Unloading FireWall-1...

FireWall-1: Loading kernel module...

FireWall-1: Starting fwd

FireWall-1: Fetching Security Policy from 192.168.1.4 localhost
Trying to fetch Security Policy from 192.168.1.4:
Authentication for command fetch failed

Fetching Security Policy from 192.168.1.4 failed

Trying to fetch Security Policy from localhost:

Failed to Load Security Policy: No State Saved

Fetching Security Policy from localhost failed

Cannot fetch Security Policy from 192.168.1.4 localhost

FireWall-1 started
#

@ 10ZBRL TREZ’RT T D,
@ JEZBMCIBICHOVPN-1 & FireWal-1EY 2 — )=\ 35,

fws2{DEZXE
fws 1Bl EBROEEETT > TS W,
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FireWall- 1 &EBY—/\DEE

. BEBY-NIYYVDRE—RIAZ2—

H B Check Point Configuration #2&h
L. Remote Modules® 7 #B8<

. hostnamelCfws1DIP? FL R
(192.168.1. 1Y% AHL . [Add]KR&E>
ZOUvoT B,

Password A BB R RSNE T,

. Password(Z[Zfws 1RIDBE I THEL

f=Secret KeyDEAE AT S,

. fws2DIP7 FL X(192.168.1.2) L Bk

(28T Do

Password(Z(E[fws2BIDHE I THREL
f=Secret KeyDEAANDL TLIZE 0,

. fws 1, fws2@ADRELRT LIS

[OKIREVZLYYHTD,
HTEABMHICTBHLODVPN-1 &
FireWall-1 4+ —EX=BiEE T 5 H R
THREEBNERRSNET,

L EOIREYESY Y OLTY—ER%
Bk#H TS,

S= Check Point Gonfiguration Tool

Licenses | Administrators | IP Address | GUI Clients  Remate Mﬂdlﬂesl

Enforcement Modules:

hostname:

I

Specify remate Enforcement Modules that can be controlled by this
Management Server.

ok | [Febr ]

ERE| R

Add Module

Hostname: |1 9218811

Eassword:‘ | )

Confirm pazsword: I

[ o 1]

Cancel | Help |

== Check Point Gonfiguration Toal

Licenses | Administrators | IP Address | GUIGlients  Remots Madules

Enfarcement Madules:

hostname:

Specify remote Enforcement Modules that can be controlled by this
Management Server.

ak i EEE| T

=i recommended to restart the VPN-1 & Firelial -1 service.

You have chaneed the system confievr =2
Do you wish 10 restart now 7
IR ) A

O/

159

NS UFSTm | .



ETFaV5F 1+ RKUY—DEEE

DEELUERY TlEFireWal- 18 B Y —NEICEF a2 U TaRY V—%ERL . BEBRIRD2ED
FirewallServer[C—EICA YR F—UL & T, —RBUERD LD TN ENDFirewallServer
TEFaUTaRYY—%4ER - AV R E—=VTBDNBIEHY FH Ao

FireWall Gateway#z 73 o FO{ERX

DEBEUNERL TlaFireWall Gateway(FirewallServer) DA 7Y =5 FDYERLFEN R Y &

9o

1. Policy Editord X =2 —H 5 [Policy] —
[Properties]##iRL . Properties
Setupo 4 ¥ FozRE<

2. Properties Setup - FHMOHigh
Availability #~7 CEnable Gateway
ClustersicF v o%9 %,

3. RYRD=OATITHRELTHUTOD
FITITO bR T Do

FIB1OREETOHBOVEATI Ok
MFEFE CTGateway ClusterldERTE= &
B A,

FII9x0 b

Gateway Cluster

2l

fws_cluster

RE

IP Address (Zl&1 V& —=v FMIDRE
P77 RLR%ZIEETD,

Authentication | SYNDefender | LDAP | Encryption |  ConnectContral |
Security Policy | Services | Losand Alert | Security Servers
High Availability | 1P Pool NAT | Access Lists | Decktop Security

ieh AvailaNyty Options

I Ensbigfstenay Glusters

Trgfleature provides High fivailability with state-synchronization between
omays in & cluster

votes You must have an additional High Availability component installzd. and
set the synchronization manually.
See Help for instructions.

[ Enable Backup Gateway for SscuRemots connections
This feature provides High Availability for SecuRemote connections in a

multiple entry paint configuration.
Sez Help for details

W Tnstall Security Policy on Gateway Gluster only if it can bs sucsesstully
installed on All Gateway Gluster members

Hote: Unchecking this option will have na effect if the “Install Security
Folicy..” option in Security Policy tab is checke

|

|

QK Fplll AL

ter Properties

General WGIuster Mezmbers } Authentlcat\on] VPN ] Certificates I

Mame: [furs_cluster

Get address

[P Address: [20224753

Comment: |
Location:
& Internal (" External Golor -v

WPM-1 & FireWall-1 Ihstalled Version: 41 -

- —

o 1

Feubl A2
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4. 280FirewallServerA 7Y o &4E
KT B,

FIIxU b
Workstation

2al
fws1. fws2

AE
IP Address [ClE1Y FZxRwv MIDREIP
T RUREIEETD

[Member of Gateway ClusterJICF T v
LT, FOvIEZDIVYURRLS
[fws_cluster J&®&IRT S,

Interface X 7 T2 VR IT T—RAAEHBTE
I3,

5. FIE2THEML fcfws_clusterA 7Y 4o
%&BF= . Cluster Members& 71228
MFirewallServer(fws 1, fws2)# 7Y ¢
O EPBHFSNTODEAERTD,

General IInterfaces | SHMP | NAT |

Hame: |fws1
IP Address: [1921681.1 Get address
Comment: Iﬁ%ﬂ'—J b

c -]
Locatior e
I' i Internal @) External = Hoet @ Gateway.

Wadules Tnstalled

Version: [41 = izt

Yersion: |41 -

I\ VENE & el
™| BleedGate=1

[T Menasement Station

W Member of Gateway Gluster:

H fws_cluster Vl

Lo 1]

et | A |

Properties

Gereral IIntarfaces | SHMP | HAT |

Mame: |fws2
IP Address: [1921681.2
|f§1§-§,—?¢b‘ﬂ il

c -]
[location TpE:
@ Internal €)1 External IV =] Hast & Gateway,

Madules Installed

Get address

Comment:

¥ | SRS & Eireits]=] Wersion: |41 ¥ et

[7| Flead@ate=1 Wersiom |41 ¥

= Menasement Staticn

W Member of Gateway Gluster:

H fws_cluster 'l

Lo 1]

gt | A |

General [Tl Authanhcatiunl WEN | Oertificatesl

Gateway Cluster members List:

E fwsl .
=l “ou cannat modify this list of
Wl fws2 cluster members from this

windo

To add a eateway to this list, specify this cluster's name in the General
tab of the gateway's Workstation Properties window.

[ o ]

L I =
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tFaUFT 1 IRUY—DIERK

XY D=0 TEF 2 TR Y —A4ERRL T<IZS W
XTI RI)V—)U (FirewallServerBE\NOF O£ X A#HBE T B )U—)U) ICBEL TlE, fws1.
fws2Dm Y —NABEITDEITEFRBL TIES 0

Source |De5tination ‘ Service | Action Track Install On Time | Comment
[ ezt Ttealth the Firewall sttack protectic
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fthp=y FDO—OEIRDER

AV ESRY FEDMZICBERTEDRY FDO—OHSBICDOTIE. T4 MU— FDRE
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E H

“E{bEAROBRICDOVWTRBL £,

EEHFREULIZSICIE

BARART—NCHBOTEEABRBLICHEICE., 7TV A—NDEELSFERY —NNZE
BHUBDHLUE T, YORRICEARREY IV TEELICEBEDE-mal” FL RFBIC A —
JUHEESNE T,

X—=)L7aREL - SFirewallServer DREZHESRL . 7 1AMV A—N\DRELICBRZRE
LEDTLIZES 0,

EEREIPP RUREDBERR, 3 WIdFireWal-170eRICREHIREL SRS . /var/
log/messages ([CATDEHFENEHY & T o

o ESRSEIPY RURLDBENEELIHZS

CLUSTERPRO AE[XXX]: ipwX(group0) error. failover groupO.
® FireWall-1 7OtX [CEENRELIES

CLUSTERPRO AE[XXX]: exec 1(group0) error. failover groupO.

FEEEIRR, BRERXY—NEBERHL I BEIZ 2 AIUNYIOLHZESNTNDG
5. ERRBEREE%R. BFNCERRTCERDIBBSNE T, BEI 72 MIUNVIODRES
NTORWEEE. FHRATERD RIS SNICERICRY ., ERR Y —N\DEFHIREICAY
FTTEBAR. FHERDYEH)
® Uy LlcEEDAYE—Y

Subject: WARNING: Firewall is downed

IHWARNING!
Firewall(fws 1.nec.co.jp(202.247.5.1]) is not active.
Urgently check it.

If you recieved a previous message "NOTICE: Switch over to
the active firewall" from fws1.nec.co.jp(202.247.5.1),

both firewalls are downed.

Urgently check both firewalls!!

® JxA)F—=INULIcEEDAYE—Y
Subject: NOTICE: Switch over to the active firewall
IINOTICE!

Switch over to the active firewall(fws2.nec.co.jp(202.247.5.2)).
Urgently check another failed firewall.
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AV RUITFPLIRA
RERR, BAR. SERONSHIITY FEEAL TROET.

BRI

BEODRE, REABZHERIDICIEIUATOIVY FEERTLET,

caestat -s [-h host name]

-i [-h host name]

N, REBWMORTZTD
SEICFSIHGL ... BEREZRRL o
i BRBREERRLE T,
BIESRY— N8, BERBLDHRE. IVY FRTT—N\DHRES

UEd,

IRV ETY, ATY3VEUTOESYTT,

# caestat -s

SERVER: hostl

RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :

SERVER: host2

RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :
RESOURCE :

GROUP: groupO

fipo
fipl
ipw0
ipwl
execO
execl
exec2

GROUP: group0

fip0
fipl
ipw0
ipwl
execO
execl
exec2

ONLINE
ONLINE «ses
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE

ONLINE

OFFLINE
OFFLINE
OFFLINE
OFFLINE
OFFLINE
OFFLINE
OFFLINE
OFFLINE

O H—NDIRRE
@ RFHOIRRE

1=

@ & Y—ROIRRE
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# caestat -i

CLUSTER

STARTUP

HB interval

HB timeout :

WAIT timeout : 5

HB port 2 24002 sesscsscnsennnsnsnnnsnnannannsnsnanssansaassafesncenciennsenienisasnnnnnnnnannannnnns ()

API port PO Lo L TN N ®

API timeout : 30

ping timeout 1

RECOVER : RESTART

RETRY count : 5

SERVERO : hostl ............................................................................................................. @
INTERCONNECTO : 192.168.1.1/255.255.255.0 suredrrssrrmsnimsninimnimmnnnna ()
INTERCONNECT1 : 192.168.2.1/255.255.255.0

SERVER1 : host2
INTERCONNECTO : 192.168.1.2/255.255.255.0
INTERCONNECT1 : 192.168.2.2/255.255.255.0

GROUPO : group0

START . AUTO

FATLBACK : MANUATL, ssssssssnssssssnssssnsnsssnssssssnssassnnssduesssssnssnssnnsssssnsssssannsnnnnnnsnns
ENVIRONMENT : ACT NORMAL

RECOVER . IGNORE

RETRY count : 0

FAILOVER POLiCy : HOSEL HOSE2 ereeeeeeeeeseeeesseeeeessmeea)ereseesesssseesesssasesssssesnsseenes ©)

FIPO : fipo

ADDRESS 1 202.247.5.3/255.255.255.0 ..ofevcicsessensessnsseesessensensnnns
INTERFACE : eth0:0

PING count : 0

ARP count : 1

RECOVER : RETRY

RETRY count : 5

IPWO : ipwO

POLLING address : 202.247.5.3 | 172.16.1.3 oo, )
RECOVER : FAILOVER
RETRY count : 2

THEEDN BT > TOBHEDH
N— bE— bXERER#H)
N—bE—=br&ALTP D FEREFR)
WERBIERUDP KA— FES
WERBIEMRTCP KR— ~ES
KRR

AVRIARO P FUR

BEI T AIWNYOETOIHNEDD
BRARY =N FHERY—N
RIBIPP FL R

ERERT FLR

@6 e e oo
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BARSHEROUBY, EEORE, MRIEtZTo%6. MTOIYY FZETLET,
caegrp -s [-h host name]
-t [-h host name]

-m [-h host nam]

E¥ORE) MR LEEERIEEZTOINVY FTT, ATYIVREUTOEBYTT,

=S s FHEORE=TOE T, Bk TOicY ., DY —N\Ticgl
TWL35HE., KMLET,

s FBDRIEZET Do BICEBLESNTOIY . DY —N\Tkgsn T
WBHEE. XKML E T,

L LIRS EBORTI-—NZPUBAE T EBEHEBL TCOLET—/\AITR
TIBLENDYET,

-h host_name........... BERRY —NZ, BEBGLDHZE. IV FERITT—NADER, -m
FTTY a3 AEERICIE. EEBETY - N\DBKREIFD
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— [FireWal-103> 24 L —> 3> ](163X=Y)
— [FireWall-1@H80DERE (156 X—=)
— [FirewallServer & FireWall- &84 — N\ D@EFRTEI (1567 X—=3)
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FOolcAlicnE I,
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SEAEOBRRICEY . ERR. FHROITTEBIEEL CLEDHEDDYET. XDBEE. &
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EARIPP FUREDBESER. 50, FireWal-1 7O XERBARELBRE., 7 )bA—
NHFEL . FEROY—NIIEBDSISMINE T, CDEE. BEERRTERZRETSICIE,
BRADBEENVLETT,

BET 1INV ONRESNTODIHE . ERRBIRER. BEBICERRTEBIRLSNE T,
BE 7 M UNYODRESNTORVHEEIE, FERATEBIEESSNICIICEY . ERROA
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