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LANA > X 7 = — XADKTE

LANA > 27 x —2OKE (1X) |

GigaEthernetl.0

AAAAA

UNIVERGE

Router (config)# interface GigaEthernetl.O

Router (config-GigaEthernet2.0)# ip address 192.168.1.254/24
Router (config-GigaEthernet2.0)# no shutdown

Router (config-GigaEthernet2.0)# exit

Router (config) #

& LAN7 FL X, [192.168.1.254/24] THE,

TAGZRRAT 245H51F. LLTZ2E (GigaEthernetl.1~32%fEMH),
BIITAG=10%FEH, XFEERIZ. XERF +BEFH’VE,

Router (config) # interface GigaEthernetl.l

Router (config-GigaEthernetl.1l)# encapsulation dotlg 10 tpid 8100
Router (config-GigaEthernetl.l)# ip address 192.168.1.254/24

LANA >4 7 £ —ZDZTE(RTX)

# ip lanl address 192.168.0.254/24

BIXIIR—PFPA VR T REEE—RN)ICBEL THOEEINNE
BR—NIT 74V MEH (X2 T B)ICh->THEY, Bboa~xy FHABE(ho

Shutdown)
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PPPOE-f >%5 J T — AMDs%TE (IX)

Router (config) # ppp profile internet
Router (config-ppp-my-profile) # authentication myname test@test.com
config-ppp-my-profile)# authentication password test@test.com test-password

(
(
(c
Router (config-ppp-my-profile) # exit
Router (config) # interface GigaEthernet0.1

(

(

(

(

(

Router

Router (config-GigaEthernet0.1)# ppp binding internet
Router (config-GigaEthernet0.1)# ip address 10.10.10.1/32
Router (config-GigaEthernet0.1)# no shutdown

Router (config-GigaEthernet0.1)# exit

Router (config) #

® (1 vx—2v MEFRADID/PWNDOHREEARFIZY—ERICHDOETCER)
ID : test@test.com
PW : test-password

¢ WAN7Y PI/XL;t [10.10.10.1/32] TXTE,

BIRZNDOHEIE. IPCPZ AT,
ip address ipcp
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# pp
ppl#
ppl#
ppl#
ppl#
ppli
ppli
ppli
ppli

select 1

pp always-on on

pppoe use lan?

pp auth accept pap chap

pp auth myname test@test.com test-password
ppp lcp mru on 1454

ip pp mtu 1454

pp enable 1

ip lan2 address 10.10.10.100/32

¢
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WAN7 KL X%, [10.10.10.100/32] T%’E,

IXE DEWE L TIHULT,

B IXIgA >V 2—Fy FORIERBOERE=Z7H7 7A4IILE— FIZHBITL THEE,
TAT7 7 AILEKREIE, WANE—F(A &7 2 —)~DBEES T A NE,

m XU —XTlE, PPPGDMM\T77W N CHEREE Al [accept] TEIMEY B 7=
pp auth accepta~ > FHEYIIRENE,

m X —XTlE, I\/ITU)@I\/IRU%% yﬂ7:—x@%l "o BEIETET 5720
ip pp mtu, ppplecp mruad~> FAEYIIRENE(BETHRET ST t%‘J £)o
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ENAPT
Router
Router
Router
Router
HbNs
Router (config) # proxy-dns ip enable

Router (config) # proxy-dns ip max-sessions 1024
Router (config) # proxy-dns server 8.8.8.8

® DNST7 FLRIE, 7ANA XD BIBESNTZT FLRZANT ST &,
m [8.8.8.8] THTE,
7 RLZ%ZIPCPTEET 5EICIZ. DNSH—D7 KL X1 BFES
4yﬁ—ivr%ﬁ@&ﬁmno|

config)# interface GigaEthernetO.1

config-GigakEthernet0.1)# ip napt enable
config-GigaEthernet0.1)# ip napt static GigaEthernet0.1 udp 500
config-GigaEthernet0.1)# ip napt static GigaEthernet0.1 50

~ o~~~

ENAT

# ip lan2 nat descriptor 1

# nat descriptor type 1 masquerade

# nat descriptor address outer 1 10.10.10.100

# nat descriptor masquerade static 1 1 10.10.10.100 udp 500
# nat descriptor masquerade static 1 2 10.10.10.100 esp
BDNS

# dns sever 8.8.8.8

# dns private address spoof on
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Router (config) # ip ufs-cache enable

Router (config)# ip ufs-cache max-entries 40000
Router (config) # ip route 192.168.0.0/24 Tunnel0.0
Router (config) # ip route default GigaEthernetO.1

® UFST v v aBFWMEIX Y —XmBOEERLF v v 1)
® IL—TFT 4 VITDETFE
B RILDERLIIATNET IO DREZT 4y 7IL— b HERTE,
* GigaEthernet0.1 : HAELA VY R 7 2 —X (T 74/ bIb—})
B RIUEEBHDOLANICERT 27O DR X Ty 7I)L— FRTE
* Tunnnel0.0 : HAOA VX7 12 —R, ARG TIEXIMEITENNL92.168.0.0/24% KE

ZRF A — b DRERTX) |

# ip route default gateway pp 1
# ip route 192.168.1.0/24 gateway tunnel 1

® XEDEWELTIHIZEAER L,
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Router (config
Router (config
Router (config
Router (config
Router (config

( # ike proposal ike-prop encryption aes-256 hash sha lifetime 3600
( # ike policy ikel peer 10.10.10.100 key mykey ike-prop
( # no ike initial-contact payload
( # ip access-1list sec-list permit ip src any dest any
( # ipsec autokey-proposal ipsec-prop esp-aes-256 esp-sha lifetime time 3600
Router (config) # ipsec autokey-map ipsecl sec-list peer 10.10.10.100 ipsec-prop
Router ( # ipsec local-id ipsecl 192.168.1.0/24
Router (config) # ipsec remote-id ipsecl 192.168.0.0/24
Router (config)# interface Tunnel0.0
Router (config-Tunnel0.0)# tunnel mode ipsec
Router (config-Tunnel0.0)# ip unnumbered GigaEthernetl.O0
Router (config-Tunnel0.0)# ipsec policy tunnel ipsecl out
Router (config-Tunnel0.0)# ip tcp adjust-mss auto
Router (config-Tunnel0.0)# no shutdown

® |Psechi%TE
LUFIZDOWTlE, EFa2VT74 LEEDEICEET A &,
VPNIF@E45e 7 KL R @ 10.10.10.100(ZBHEED 7 KL XIZEH)
EFHAER  mykey(ZEETEZHEAIL. RTXEEDhEDZ T &, )

& INITIAL-CONTACT X vt —VEETE
IXDEEX v =Y ZRTXAI T TE AW O, XEAXZER
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# tunnel select 1

tunnell# ipsec tunnel 101

tunnell# ipsec sa policy 101 1 esp aes256-cbc sha-hmac
tunnell# ipsec ike duration ipsec-sa 1 3600
tunnell# ipsec ike duration ike-sa 1 3600
tunnell# ipsec ike encryption 1 aes256-cbc
tunnell# ipsec ike group 1 modp768

tunnell# ipsec ike hash 1 sha

tunnell# ipsec ike local id 1 192.168.0.0/24
tunnell# ipsec ike pre-shared-key 1 text mykey
tunnell# ipsec ike remote address 1 10.10.10.1
tunnell# ipsec ike remote id 1 192.168.1.0/24
tunnell# tunnel enable 1

® |Psechi%E
IXEDEWNE L TIHLLT,

B RTXDIKEODHZ )L—F1ET 7 4L+ [modpl024] (RTX830Di54)
IXlZ. IKEODDHZ IL—7 147 7 #/L F [modp768] (&ikfEE)

X IXAITEET 2551, UToa~vr N TEER G,
ike proposal ike-prop encryption aes-256 hash sha group 1024-bit
B ERIHAERE; mykey XEBET2HEIE. XAlEEDbE S L)

19 \Orchestrating a brighter world NE‘




7 4 IILRERTE

7 4L ZDEEIX) |

Router (config)# ip access-list f-1ist permit ip src 10.10.10.100/32 dest 10.10.10.1/32
Router (config)# interface GigaEthernet0.1

Router (config-GigaEthernet0.1)# ip filter f-1ist 1 in

Router (config-GigaEthernet0.1)# exit

® 1VE—2v MIHSET L/ Y b &, EETH b RIIVERLED /T Yy
MIBRTET S, BEHTIZZ/A—NILT7RLRAAEZZTET R &,
F(ETT(RTX) : 10.10.10.100, %85(1X) : 10.10.10.1

® ACLIZY Yy F LA =7y bIEZMSBDdeny)
® ipfitera~> FTA v &7 —XIZinFRATHEA

7 4 L ZDRERTX) |

# ip filter 1 pass 10.10.10.1/32 10.10.10.100/32
# pp select 1

ppl# ip pp secure filter in 1

® X2 —XEEXRNLEZIFIIEDY £E A,
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Router (config) # logging subsystem all warn
Router (config) # logging timestamp datetime
Router (config) # logging buffered

Router (config) # write memory

07 DBFHREREDONTL /NN Y 7 7 ICERE
show buffersa~> KNco 7 % &,

OJUREDFETE /FRTEDFRF(RTX) |

# syslog info on
# save

O X)) —XIIET2HNRZHON LHERET b,
XU —XlE. debug/info/notice/warn/error® 5 E& [ % 2% € A] BE
X2 ) — X3, HEEEAMA OO J7YNE S RIE Al 8L,
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IPsectzft DIEEE 7%

IPseciEfiREEDOTHER(IX) |

W SA (HEH)
Router (config) # show ipsec sa brief
IPsec SA - 1 configured, 2 created

Policy map Dir Type SPI Life (secs/bytes)
auto-map IN ESP 0xb65095¢c7 l66/-
auto-map OUT ESP 0x9b990800 166/~
mimRfping

Router (config)# ping 192.168.0.1 source 192.168.1.1

PING 192.168.1.1 > 192.168.0.1 56 data bytes

64 bytes from 192.168.0.1: icmp seqg=1 ttl=255 time=0.261 ms
64 bytes from 192.168.0.1: icmp seqg=2 ttl=255 time=0.203 ms
64 bytes from 192.168.0.1: icmp seq=3 ttl=255 time=0.172 ms
64 bytes from 192.168.0.1: icmp seq=4 ttl=255 time=0.165 ms

mEEIA (k)
Router (config) # sh interfaces Tunnel0.0 stats
Interface Tunnel0.0 is up
////FR&///
Encapsulation TUNNEL:
Tunnel mode is ipsec (4-over-4)
Tunnel is ready
Statistics:
10 packets input, 1320 bytes, 0 errors (kM)
10 packets output, 1520 bytes, 0 errors (kiX{S)
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Router (config) # nm
Router (config) # nm
Router (config) # nm
Router (config) # nm

ip enable

account semi-nm password plain neclZ23
sitename site-name

ddns hostname host-name

® ZENRTA—RDEAHE

27

B nm ip enable
B nm account

B nm sitename

M nm ddns

: NetMeister~DZFE Nt

. NetMeister ECESx L 7=/ )L—7ID/ 7L — T /%X
7 — KDERTE
7' )L—7ID/semi-nm
/INA ] — K /nec123

. NetMeiter CHL DB D EFKZ 1T O BRICHEL KT
#W=ID/site-name

: NetMeister DDNS®D K X A4 > ZDEGRICHE
NAA YRR M&/host-name

MAEREIMND K XA [host-name]l.[semi-nm].nmddns.jp
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NetMeisterDDNS % F|

IPsec®E&%7E (IX) |

1l D |Psec

X

TR E R

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config
config
config

config
config
config

o~ o~ o~ o~~~ o~~~ o~~~ o~ —~

Tunnel0.0

tunnel mode ipsec

ip unnumbered GigaEthernetl.O
ipsec policy tunnel ipsecl out
ip tcp adjust-mss auto

no shutdown

) # ike proposal ike-prop encryption aes-256 hash sha lifetime 3600

)# ike policy ikel peer-fgdn-ipv4 host-name.semi-nm.nmddns.jp key mykey ike-prop
)# no ike initial-contact payload
config)# ip access-1list sec-list permit ip src any dest any
)# ipsec autokey-proposal ipsec-prop esp-aes-256 esp-sha lifetime time 3600

)# ipsec autokey-map ipsecl sec-list peer-fgdn-ipv4 host-name.semi-nm.nmddns.jp ipsec-prop
)# ipsec local-id ipsecl 192.168.1.0/24
config)# ipsec remote-id ipsecl 192.168.0.0/24
config)# interface
config-TunnelO.
config-TunnelO.
config-TunnelO.
config-TunnelO.
config-TunnelO.

® FTEZERITUT,
R 7 F L 2(10.10.10.100) 2 (host-name . semi-nm.nmddns . jp)
avw > FH(peern)h H(peer-fadn-ipva) ICEBINTWAED TEET H I &,

28

‘\Orcheslrating a brighter world NE‘




\Orchestrating a brighter world

NECIZ, RE - R - RF - R ELEVWSHAMEZREL.
HLAAREZTICRECEZIRRARLAHEOREZBELEX T,



\Orchestrating a brighter world

NEC



