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Notes:

(1) No part of this manual may be reproduced in any form without the prior written permission of
NEC Corporation.

(2) The contents of this use's guide may be revised without prior notice.

(3) The contents of this User's Guide shall not be copied or altered without the prior written
permission of NEC Corporation.

(4) All efforts have been made to ensure the accuracy of all information in this User's Guide. If you
notice any part unclear, incorrect, or omitted in this User's Guide, contact the sales agent where
you purchased this product.

If you find any missing pages or pages out of order in this manual, please contact your dealer for
a replacement.

(5) NEC assumes no liability arising from the use of this product, nor any liability for incidental or

consequential damages arising from the use of this User's Guide regardless of Item (4).
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About This User' s Guide

This User's Guide is intended to help the user install and use the N8115-02 Advanced Remote
Management Card properly. When encountering any questions and troubles in controlling/monitoring
H/W and Remote Management with this product, use this guide and also refer to safety precautions in
it.

Keep this User's Guide at hand for quick reference at anytime necessary.

This User's Guide is written in both Japanese and English. For Japanese, refer to pages i to 60. For
English, refer to pages i to xvii and 61 to 118.
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Read this "Safety Precautions” and separately provided User's Guide thoroughly before getting started

to use this product safely. After you have read this brochure, store it in the place that is easy to
access.

& SAFETY PRECAUTIONS

This section describes the information necessary to use this product safely.

Safety Indications

Follow the instructions described in this User's Guide for your safety to use this product.

This product contains components with possible danger, hazards that may cause by ignoring warnings,
and preventive actions against such hazards.

In the User's Guide, "WARNING" or "CAUTION" is used to indicate a degree of danger. These terms
are defined as follows:

This symbol indicates that using the product improperly in defiance of this
FIVZAGININER | symbol is likely to result in death, serious injury, fire, or damage to the
device and peripherals.

A CAUTION This symbol indicates that using the product improperly in defiance of this
symbol may result in injury or only damage to property.

Precautions and notices against hazards are presented with one of the following three symbols.
The individual symbols are defined as follows:

A Attention This symbol indicates the presence of a hazard if the instruction is
ignored. An image in the symbol illustrates the hazard type.
® Prohibited This symbol indicates prohibited actions. An image in the symbol
Action illustrates a particular prohibited action.
‘ Mandatory This symbol indicates mandatory actions. An image in the symbol
Action illustrates a mandatory action to avoid a particular hazard.
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Symbols Used in This User's Guide

Attentions

Indicates the risk of electric shock.

Indicates the risk of an injury due to high
temperature.

Indicates the risk that your fingers may
be caught.

Indicates the risk of smoke emission or
fire outbreak.

N\

Indicates a general notice or warning
that cannot be specifically identified.

Prohibited Actions

O

Indicates the notification of general
prohibition.

Do not disassemble, repair, or modify
this product. Otherwise, an electric
shock or fire may be caused.

Mandatory Action

€

Unplug the AC cord of the server.
Otherwise, an electric shock or fire may
be caused.

Indicates a mandatory action that
cannot be specifically identified. Make
sure to follow the instruction.
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Notes on Safety

To enable you to use this product safely, read the notes described below carefully to understand them.
See "Safety Indications" described earlier for the descriptions of symbols.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial environment.
This equipment generates, uses, and can radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference in which case
the user will be required to correct the interference at his own expense.

CE Statement

Warning: This is a Class A product. In domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures (EN55022).

BSMI Statement
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General

A\ WARNING

human lives.

This product is not intended to be used with or control facilities or devices

and devices requiring high reliability. NEC assumes no liability for any accident

in the above conditions.

® Do not use the server for services where critical high availability may directly affect

concerning human lives, including medical devices, nuclear facilities and devices,
aeronautics and space devices, transportation facilities and devices; and facilities

resulting in personal injury, death, or property damage if this product has been used

4 CAUTION

&& Keep water or foreign matter away from the server.

or a failure of the server. When such things accidentally enter the server,

disassemble the server. Contact your service representative.

Do not let any form of liquid (water etc.) or foreign matter (e.g., pins or paperclips)
enter the server. Failure to follow this warning may cause an electric shock, a fire,

immediately turn off the power and disconnect the AC cord from the outlet. Do not
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Installation, Relocation, Storage, and Connection

4 CAUTION

/N

AL

Do not install this product in any other place than specified.

Do not install this product in the following places or any other places than specified
in this User's Guide. Failure to follow this instruction may cause a failure.

m a dusty place

® a humid place such as near a boiler

m a place exposed to direct sunlight

m a place in magnetic field

® Do not use the equipment in the place where corrosive gases exist.

Make sure not to locate or use the server in the place where corrosive gases (sulfur
dioxide, hydrogen sulfide, nitrogen dioxide, chlorine, ammonia, ozone, etc) exist.
Also, do not set it in the environment where the air (or dust) includes components
accelerating corrosion (ex. sulfur, sodium chloride) or conductive metals. There is a
risk of a fire due to corrosion and shorts of an internal printed board.

Do not connect any interface cable to the server with the system being powered or
the AC cord being connected.

Make sure to power off the server and unplug the AC cord from an outlet before
connecting/disconnecting the interface cable. If the server is off-powered but its AC
cord is plugged to a power source, touching the cable may cause an electric shock
or a fire resulted from a short circuit.

Do not use any unauthorized interface cable.

Use only interface cables specified by NEC and locate a proper device and

connector before connecting a cable. Using an unauthorized cable or connecting a

cable to an improper destination may cause a short circuit, resulting in a fire.

Also, observe the following notes on using and connecting an interface cable.

® Do not use any damaged cable connector. Before connecting an interface cable,
confirm that any cable connector is not damaged and any connector pin is not
bent or dirt.

® Do not step on the cable.

m Do not use this product with loose cable connections.

m Do not place any object on the cable.

m Do not disable the locking mechanism of the connectors.

Do not pinch your finger with rails or other components.

Note sufficiently that your fingers may not be caught between a rail and another
mechanical part or cut when install/removal of the board.

- Vii -
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Cleaning

A\ WARNING

®
VAV

Do not disassemble, repair, or alter this product.

Do not attempt to disassemble, repair, or alter this product. Failure to follow this
instruction may cause an electric shock or fire as well as malfunctions of the server.

Disconnect the AC cord before cleaning the server.

Make sure to power off the server and disconnect the AC cord from a power outlet
before cleaning. Touching any connectors with the disk expansion unit's power
being on or with the AC cord being connected to a power source may cause an
electric shock or a fire due to short circuit.

Also, disconnect the AC cord from the outlet occasionally and clean the plug with a
dry cloth. Heat will be generated if condensation is formed on a dusty plug, which
may cause a fire.

4 CAUTION

A\

Make sure to complete cable and AC cord installations.

Always install the AC cord and an interface cable firmly. An incomplete installation
may cause a contact failure, resulting in smoking or fire.
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Text Conventions

The following conventions are used throughout this manual written in English. For safety symbols,
see "SAFETY INDICATIONS" described earlier.

Items to be observed or points to be noted when using this product.

“ Items to be checked when using this product or software.

(. Information useful or convenient for you.
=y

_ ,:-_P Example of troubles occurred.
Ly
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Note on Handling ~ For Proper Operation~

Observe the following notes for successful operation of this product. Use of this product ignoring the
notes will cause malfunctions or failures of the Advanced Remote Management Card.

m  Make sure to power off the server. And disconnect the AC cord from the power outlet before
connecting or disconnecting cables.

m  Clean this product on a regular basis. Regular cleaning proactively prevents various failures of this
product.
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BMC(Baseboard Management Controllen) ZFAV\AAZBARDER, T 7 V. RESAKES
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ERESSNELTAREZELL, BERICEBELTIZEN,

PREFACE

Welcome to our N8115-02 Advanced Remote Management Card.

Connecting your server and client PC with this product enabled your system to monitor the status of
power supply unit, fan and temperature of servers by BMC(Baseboard Management Controller) and a
remote KVM (Keyboard, Video, Mouse)console feature by communicating through a management
LAN PORT feature.

This manual is a guidance to use this product properly. Read well the manual to operate the product
properly and surely.
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CHECK OF ACCESSORIES

The carton of this product contains several accessories. Make sure that all items listed below are
provided and then inspect them. If one or more items are missing or defective, contact your sales
representative.

The accessories are required for the setup. Store them carefully.

Tips
[OManagement Main Cardx1 [IManagement LAN CardX1
0 Spacer x2 OUser’s Guide (this document) x1
] Internal Cable x1 OPCI Low Profile Rear Panel x1

OWarranty x1

00000 0OCGOGOSNOS
[ XN N N NN NN NN]
[ RN N NN NN NN]
[ XN N N NN NN NN

% ThIS a_ccessory is available only for
using in Japan.
ps

Do not use it in any other country than Japan.
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TRANSFER TO THIRD PARTY

To transfer or sell this product to a third party, make sure to provide this User's Guide together with the
product to a third party.

HROEZECDINT
ABDOREEICONTIE. SEBEOREEIL—IUICHE> TS, U< BSEBEA
BRENSHEL S,

DISPOSAL

Dispose this product according to all laws and regulations of the local government.

KEZHMRLUTLEOES

EUABZIMERSINLIBZBEE. BHR—AXR=D
(http://www.express.nec.co.jp/care/option/rmc.htm) K D AKED T —5 D 7 1 JU(pdffEN) &5
DY0—-RIDCENTEET,
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1. Overview

This chapter describes the overview of the Advanced Remote Management Card.
N8115-02 Advanced Remote Management Card consists of two cards, and realizes a server
monitoring feature and a remote KVM feature

Check

The screen which can be displayed by the remote KVM side becomes resolution
1024x768 and less than refresh rate 75Hz.

Since a screen is not displayed by remote PC when a setup beyond this is performed,
please set it as less than this.

Moreover, if many numbers of colors of a screen are set up, an exact color may be
unable to be displayed by remote PC.

When this product is connected to the network where broadcasting occurs frequently,
the performance about remote control may be affected.
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MANAGEMENT MAIN CARD

1. Card edge connector
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A Management main card is installed in the connector of exclusive use of a server.

Please refer to the user’s guide in your server to mount it since the connector position and the route
of an internal cable is different in each server.

2. MAC (Media Access Control) Address

The Media Access Control Address used with this card is shown.

Since this is used as a part of host name when using DHCP server, please write down and place.
3. Clear Jumper

Jumper to reset settings .Login of the remote management function used from a WEB browser when
you forget a password setup, by changing a jumper mounting position, it can return to the value at
the default settings.

Please do not mount in any places other than the appointed place.
In this case, the responsibility cannot be taken about the influence of the result which
equipment and parts damaged or employed.

4. Cards Connection connector

It is a connector for connecting between the cards of an Advanced Remote Management Card (two
pieces). Please connect each other by the attached internal connection cable.
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MANAGEMENT LAN CARD
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5. The rear panel for PCI slot attachment

FAr L

At the time of shipment, the rear panel of a full height type is attached for PCI slot fixation. Please
change to the attached PCI rear panel type of low profile for fix to the slot of a low profile. Since a
PCI bus is not used, there are no restrictions by the kind of PCI bus. Please mount in a vacant PCI

slot.

6. ICMB-1(Upper)/ICMB-2(lower) connector

The ICMB (Intelligent Chassis Management Bus) connector is connected to a device having the

ICMB interface.
You may connect an ICMB cable to whichever among two ICMB connectors.

7. Management LAN Port

This connector is connected with a network system on LAN. This port can be operated through
100Base-TX or 10Base-T interface. Also this port is used when using the NEC DianaScope of the
utility appended to the server.

-LINK/ACT lamp
The LINK/ACT lamp shows the LAN access status.
- 100/10 lamp
The 100/10 lamp indicates the LAN transfer rate. Amber lamp is 100Mbps.
8. Screw for Rear Panel Fixation

There are screws that connect a rear panel and Card.
At the time of the exchange to a low profile type, these two screws are removed and exchange of
a rear panel can be performed.
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9. Cards Connection connector

It is a connector for connecting between the cards of an Advanced Remote Management Card (two
pieces). Please connect each other by the attached internal connection cable.

DEFAULT NETWORK SETTINGS

When linking this Advanced Remote Management card to a network, refer to the following for default
settings.

~

IP Address :192.168.1.1
User Name :administrator
Password :(None)

Host Name ARMCX XXX XXX XXXXX

N J

% Using a DHCP function, the host name in the case of performing automatic registration to a DNS
server turns into the above-mentioned host name.

Host Name: ARMCXXXXXXXXXXXX, where the 12Xs are the MAC address of the Management
Main Card. (Refer to item2 of Page62)
% When you link without a DHCP server , please access the above-mentioned IP address in the local
network which can use a default IP address "192.168.1.1."

If default IP (192.168.1.1) cannot be used in your network.
Please boot NEC EXPRESSBUILDER CD-ROM from the server to set the IP Address at offline.

Select NEC EXPRESSBUILDER Main Menu [Tools]-[System Management]-[Set System
Management Parameters]-[Configuration]- select “new” or “Change”-[LAN1]-edit IP Address and
save settings(BMC Configuration Menu - OK).

For security reasons, change these default settings(Password, an IP address ,host
“ name)by the your network environment. Refer to the chapter 5 for the setting method.

Check
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2. Installation

This chapter describes the installation procedures of the Advanced Remote Management Card and the
notes on the installations. Some steps might require the use of the User’s Guide that comes with your

Advanced Remote Management Card and server.

. The user can install or remove the Advanced Remote Management Card in or from
the server. If so, NEC assumes no liability for any damage of the Advanced Remote
Management Card and the server and the results from the system operation. It is
recommended to ask a maintenance engineer of your sales agent having the expert
and detailed knowledge on the system to install or remove the Advanced Remote
Management Card.
Use cables authorized by NEC. Repair of the Advanced Remote Management Card
due to a failure or damage resulted from use of cables unauthorized by NEC will be
charged.

Safety Precautions

Always observe the following cautions to install or remove the Advanced Remote Management Card

in or from the server safely.

4\ WARNING

VN
QA
(.

Observe the following instructions to use the Advanced Remote Management

Card and server safely. Failure to follow these instructions may result in death

or serious personal injury. See the description on pages v through ix for

details.

m Do not disassemble, repair, or modify the Advanced Remote Management
Card and server by yourself.

m Disconnect the power plug before working with the server.

A CAUTION

VL
VAV

Observe the following instructions to use the Advanced Remote Management
Card and server safely. Failure to follow these instructions may cause
personal burn or injury and/or physical damages. See the description on
pages v through ix for details.

m Do not attempt to lift the server only by yourself.

m Do not install the Advanced Remote Management Card halfway.
m Do not pinch your fingers with components.

m Take note on a high temperature.
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Anti-static Measures

The almost electric components in the Advanced Remote Management Card and server are composed
of electric parts easily affected by static electricity. In the installation or removal of the Advanced
Remote Management Card, take sufficient note so that it may be damaged by static electricity.

m Wear a wrist strap (as arm band or anti-static glove).

Wear a wrist strap on your wrist.  If no wrist strap is available, touch an unpainted metal part
of the chassis before touching an Advanced Remote Management Card to discharge static
electricity from your body. In addition, touch a metal part regularly when working with
components to discharge static electricity.

m Select a suitable workspace.

m Work with the Advanced Remote Management Card and Server on the anti-static or
concrete floor.

m When you work with the Advanced Remote Management Card and Server on a carpet
where static electricity is likely to be generated, make sure take anti-static measures
beforehand.

m Use a worktable.

Place the Advanced Remote Management Card and Server on an anti-static mat to work with
it.

m Cloth

m Do not wear a wool or synthetic cloth to work with the Advanced Remote Management
Card and Server.

m Wear anti-static shoes to work with the Advanced Remote Management Card and Server.

m Take off any jewels (a ring, bracelet, or wristwatch) before installing the Advanced Remote
Management Card and Server.

®m Handling of components

m Keep Advanced Remote Management Card in an anti-static bag until you actually install it
to the Server.

m Hold an Advanced Remote Management Card by its edge to avoid touching any terminals
or parts.

m To store or carry Advanced Remote Management Card, place it in an anti-static bag.

Preparing for Installation and Removal

Follow the procedure below to prepare for installing or removing components.
1. Shut down the OS in the server.
2. Turn off the power of the server.
Refer to the User’s Guide of the server for turning off the power of the server.

3. Unplug the power cord of the server.
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4. Prepare a proper Phillips driver. It is not required for the installation or removal of cable
connection or disconnection.

Since an "ARMC and MAC Address" is used for a host name when using a DHCP
“ function and performing automatic registration to a DNS server, we recommend you

to copy the number of the Media Access Control Address seal stuck on the main part
of a management card. Refer to item2 of Page62.

Check

INSTALLATION AND REMOVAL

Before the Advanced Remote Management Card can be installed or removed, the Server should be
pulled out from the rack safely, Turn off the power and unplug the power cord. Details of how to pull
out the Server from the rack, refer to the User’s Guide that comes with the Server

£ CAUTION

®A Observe the following instructions to use the Server safely. Failure to follow
these instructions may cause personal burn or injury and/or physical damages.

é& See the description on pages v through xi for details.

m Do not leave more than one device being pulled out from the rack.

Do not install the Server halfway.

Do not pinch your fingers with components.

Take care on a high temperature.

Do not pull out a Server or other server from the rack if the rack is unstable.
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INSTALLATION

A Management main card is installed in the connector of exclusive use of a server.

A Management LAN Card is fixed at PCI slot. Since a PCI bus is not used, there are no restrictions by
the kind of PCI bus. Please mount in a vacant PCI slot. Please exchange rear panel to low profile rear
panel, if you fix in the slot of a low profile.

Please be sure to perform Installation and Removal after pulling out the AC code and
waiting 5 seconds or more.

The Advanced Remote Management Card includes electronic parts extremely
sensitive to static electricity. Work with the Advanced Remote Management Card
after touching a metal frame of the Server to discharge static electricity of your body.
Do not make your bare hands contact with the terminals and components on the
Advanced Remote Management Card. Do not put the Advanced Remote Management
Card on a table directly. See the section "Anti-Static Measures" for details of the
static electricity. Refer to Page67

When you install an Advanced Management Card, please check whether server is
supporting it and check that the form and connector form of a connection portion of a
card suit.

Install the Advanced Remote Management Card in the following procedure.

1. See the section "Preparing for Installation and Removal" to prepare.

2. With reference to user's guide of a server to mount, please remove a top cover and check the
cable route and PCI slot to fix and a connector position on a Mother Board.

3. When the PCI slot which fixes the Management LAN Card determined. At the time of
shipment, the rear panel of a full height type is attached for PCI slot fixation. Rear panel is
fixed by two screws. Please change to the attached PCI rear panel type of low profile for fix
to the slot of a low profile with the following procedure. Since a PCI bus is not used, there
are no restrictions by the kind of PCI bus.

Store the removed rear panel for future use.
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4. The spacer to the main management card should stick.

A spacer is stuck in order to avoid interference with the Main Management Card, and the
mother board of the server. Please stick on the specified attachment position with reference to
user’s guide of server. When there is no specification in the server side especially, you must

stick two spacers on a back location of the Management Main Card.

The protection sheet of an adhesion side is removed.

If a spacer is not stuck, interference may occur with a mother board and the
: Management Main Card by vibration, and failure and breakage of the server and
the Management Main Card may occur. You have to stick two spacers certainly.
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5. Connection of Internal Cable.

The Management LAN Card is connected with the Main Management Card by the Internal
Cable. You may connect an internal connection cable and the combination of a connector to
whichever. However, keep in mind that there is distinction of the connector upper and lower
sides.

Internal cable connection between cards
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6. Install the Management Main Card to the mother board of the server.

It inserts in a connector, making the Management Main Card slanting.

Please check being fixed by the projection in right and left of a connector.




7. Install the Management LAN Card to the PCI Slot.

Check the route of the internal cable within the server, and remove the blank cover of a PCI slot
The Management LAN Card is fixed to the removed slot.

8. Connect the LAN/ICMB cable of external connection to the Management LAN Card .

When not connecting with ICMB correspondence apparatus, there is no necessity that an ICMB
cable connects.

Management LAN Port is used when using the Remote Management Console.
Also this port is used when using the NEC DianaScope of the utility appended to the server.

| ICMBI Port

<

| — ICMB2 Port

L]

- — Management LAN Port

A
-
\

ICMB 1
ICMB 2

s

When a card cannot be attached well, once you remove a card, please reattach. Keep

: in mind that there is a possibility of damaging a card if too much power is applied to a
card.

REMOVAL

Removal of the Advanced Remote Management Card should remove by performing a procedure
contrary to Installation.
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3. Server Setup

This chapter explains the contents which must be carried out by the server side, when using an
Advanced Remote Management Card by the server.

INITIAL SETTING OF ADVANCED REMOTE MANAGEMENT CARD

In order to realize the detailed surveillance for every servers, it is necessary to make different peculiar
information for the server reflect in this Advanced Remote Management Card.
When the server is powered on, the system may be paused for a while by NEC Logo display or the
following message display.

H/W Configuration of BMC is corrupted.

I"Update BMC H/W Configuration by configuration tool!!

!'Refer to BMC configuration manual!!
This message indicates the Advanced Remote Management Card need initialization (upload PIA/SDR)
by NEC EXPRESSBUILDER. CD-ROM.
If the system is stopped by NEC Logo Screen, confirm whether this message is displayed at the
Diagnostic Screen. The Diagnostic Screen is appeared by ESC key press.
If another message is displayed, refer to the User’s Guide of the server.

If POST is resumed, it is continued by waiting for a while or Enter Key press.

Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive to start the
EXPRESSBUILDER.

If an EXPRESSBUILDER of server appending is started and "initial setting of a remote management
card" is chosen from a "tool menu"-"Initialize Remote Management Card", a setup of server peculiar
information (upload PIA/SDR) will be reflected automatically.

SETTING OF VIDEO DRIVER

- When a server's OS is Windows

When the server requires, it is necessary to install a video driver from EXPRESSBUILDER of the
server appending. When there is a demand with reference to the user’s guide of the server, please
install a video driver from the server appending EXPRESSBUILDER. Unless it applies, the picture to
Management PC may not be transmitted.

Refer to the user’s guide of the server for the detailed information about video driver.

-When a server's OS is Linux

Since it may be automatic and a setup of a monitor/Driver/video memory may not be able to be
performed by composition when OS is Linux. We recommend you to use it in text mode.
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SETTING OF MOUSE PROPERTIES

Clear a check box of "Enhance pointer precision” in "Motion" in "Pointer Options" in "Mouse
properties", when the server OS is Windows Server 2003.

Please adjust “Select a pointer speed”, when you cannot move a mouse pointer up to the bottom right
side of the host server screen via the remote KVM console.

Mouse Properties ilil
Buttnnsl Painters ~ Painter Dptionz IWheeII Hardwarel

b atian

Select a pointer speed:

1
Sl J Fast

I™ Enhance painter precisior

Snap To

[ Automatically move pointer to the default buttan in &

B dialog box

|—"JisiI:|iIit_l,l
;m ™ Misrlan meinbar beaile
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4. Configuring Management PC

This chapter provides information on what you need to do for management PCs and requirements of
the browsers in them to establish connection between them and server.

SETTING YOUR BROWSER

Make the following settings.
- Enable SSL.

SUPPORTED BROWSERS

The following browsers are supported.
- Microsoft Internet Explorer 6.0
- Netscape 7.0
- Mozilla 1.6

JAVA2 RUNTIME ENVIRONMENT

Java2 Runtime Environment, Standard Edition 1.4.2 04 or later, which you can install from
EXPRESSBUILDER or download from the following, is required.

(1) Boot Windows on the PC in which you want to install.
(2)Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM driver.
The master control menu will be displayed by the Autorun function.
Click [Software Setup]-[NEC DianaScope]
The DianaScope installation menu for Windows will appear.
There is JAVA Installer at Menu of NEC DianaScope Manager.
Please download it as follows if you want latest JRE(Java Runtime Environment)
distributed free of charge by Sun Microsystems, Inc.

http://java.sun.com/j2se/
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5. Using Remote Management Console

OVERVIEW

You can control power-on/off of a server and use Remote KVM Console from a web browser by using
the web server functions of BMC.

This functionality is achieved through Java Applet.

CONNECTING TO THE WEB SERVER FROM A WEB BROWSER ON
THE MANAGEMENT PC

Access the following URL from the web browser in the management PC.

URL: http://BMC_HostPort/index.htm

m “BMC_HostPort” is a colon and port number added after the BMC
address or host name.
™5t the http port number is 80h (default), you can skip a port number.

When you use DHCP functions as well as performing auto registration
to the DNS server, the BMC default name is “ARMC” +MAC Address.

Ties There is the MAC address on the Management Main Card. (See page 62)

IP address: 192.168.1.1
User name: Administrator

Password : (ngne)
Host nameCARMCO00004C9FXXXX

m If you want to use the N8115-02 Advanced Management Card with
DHCP disabled, first use the default IP address “192.168.1.1” and
Tips make access in a local network where this IP address is available,

and then adjust configurations such as IP address according to your
network environment. For information on configuration, see “BMC
Configuration” described later in this chapter.

m If default IP (192.168.1.1) cannot be used in your network.

Please boot NEC EXPRESSBUILDER CD-ROM from the server to set
the IP Address at offline.

Select NEC EXPRESSBUILDER Main Menu [Tools]-[System
Management]-[Set System Management Parameters]-[Configuration]-
select “new” or “Change”-[LAN1]-edit IP Address and save(BMC
Configuration Menu - OK).

Default host name
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When you use the N8115-02 Advanced Management Card for the first time, you may see a dialogue
box for security warning as shown below. Read the message well and click either “Yes” or
“Always.” If you are not sure about the information, select “No.”

~ [BE3)

O s weant to trust the signed applet distributed by "Advanced Eemote
Management"?

Fublisher authenticity wverified by "MNEC Corporation”

The security certificate was issued by a company that is not trusted.
=F

J;lﬁ The security certificate has not expired and is still walid.

Caution: "Advanced Eemote Management" asserts that this content is
safe. You should only accept this cantent it sou trust “Advanced Eemote
Management" to make that assertian.

More Details

Tes Mo AliEs

When a connection is done with SSL, you may see some dialogue
boxes for security warning.

Vi

LOGIN AND LOGOUT

Login
When the login page appears, enter the user name and password, and then click [Login].

If you are logging in for the first time, use the following default user name and password.

Default user name : administrator
Default password : None (enter no information)

Because no password is set by default, make sure to configure a
password immediately after you log in.

For security reasons, it is recommended to change the default user
name as well.

For information on configuration and modification, see “BMC
Configuration” described later in this chapter.
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When the password you entered is authorized, the following licensing agreement appears.

End User License Agreement

End User License Agreement

MEC Softuware License Agreement

1. License

MEC Corporation thereinafter referred to as "WEC" grants you a personal and
non-exclusivi license to use the provided software {the "Software™ onky on one
machine at any one time, and onlkyin the country where wou acquired the Software.
The Software is in"use" on a machine when it is loaded into temporary memaony
(i.e. RAamM) orinstalled into permanent me mory {i.e. hard disk or other storage
denvice) of that machine. ¥ou obtain no license other than those exprasshy
granted vou undear this Agreement,

2. Period

(1) You may terminate the license granted hereunder by notifving us in
wiiting at least one month prior to the desired termination date.

(23 NEC may terminate the license granted wou hereunder at anytime it you
fail 1o complhy with any terms and conditions of this Agresment.

1]

Do you agree above agreement?

Yes No

[

Read the information well and click “Yes” If you cannot agree, click “No”, and you will return to the
login window.

Logout

To log out, select “Exit” on the File menu.

When you log out, the main window closes and the login window for the browser appears.
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MAIN WINDOW
) @

Advanced Remote Management
File Window Help

Network Status——— - Hast Infarmation

[192.168.1.1 | |
| administrator | (=== |3 @

LED ~Paower Contral—| - Winda
@ pe-oN EHEIEIE
@ Ready 5 e Bi| B

@) File menu
The File menu allows you to quit this applet.
@ Window menu

The Window menu allows you to open various windows including Remote KVM Console
window.

@ Main frame
Various windows open here.
@ Help menu

With the Help menu, you can check the version of this applet.
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CONTROL PANEL

You can use Control Panel to see server status and to control power-on/off.

Control Panel also starts up various windows including Remote KVM Console.

Functions of Control Panel

@ B ©

Netwark Statis / Hast Infarmation / LEJ/ Pa Ca él‘ Wm%v / / =

19216811 | / @ DC-ON 4] ‘ B
| administrator | —&— (3 @ @ Ready

/7 ST 774

Shows the BMC host name.

Shows the server LCD.
Server power lamp that shows the server power-supply status.

Server power switch (provides the same function as achieved by pressing the server POWER
switch)

Forcefully powers off the server.
Forcefully resets the server.

Starts up Remote KVM Console.

© o0 o0 ® 0

Starts up BMC Configuration.

Starts up Firmware Update.

© ©

Displays a user name.
Indicates status of connection with BMC.
Indicates status of communication security.

Indicates network access status.

® @ ® @

Server status lamp that shows server status.

Makes the server collect memory dump (provides the same functionality as achieved by pressing
the DUMP switch in the server.)

®

Makes the server unit ID lamp flash.

Opens the window to show system event logs (SEL.)

®

Opens the window to show sensor data records (SDR).

@

Opens the window to show field replaceable unit (FRU) information.

®

Hides Control Panel.
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REMOTE KVM CONSOLE

By using Remote KVM Console functions of BMC, you can transfer local console of a server
to the browser in the management PC over network.

You can make full access from the management PC to the server by using video, keyboard
and mouse.

I/ The following five types of resolution are supported for a server.
b 1024x768
800x600
640x480
720x400
720x350
~ KVM is an acronym for Keyboard, Video, and Mouse.
Unlike using a conventional serial console remotely, KVM allows you

to remotely use graphics as they are.

l/ The remote KVM console cannot be used for connection via proxy.

Check

Starting up Remote KVM Console

When you click [ L1 ], the icon to start up Remote KVM Console, on Control Panel, the
Remote KVM Console window opens.

Netwark Statis Host Infarmation LED Pawer Cantrol Lpdai ,E
192.168.1.1 @ DC-ON MEEEEE
D
administrator | |—&— |5} @ @ Ready ) Byl Bill Ba

Never open Remote KVM Console if you have logged in BMC of the
e local server from the local console of a server. Otherwise entry by
ot keyboard or mouse becomes disabled.
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Names of components in the Remote KVM Console window

W Remote K¥M Console

=

Remote View 5Size: Unknown EE

@, @, @, @ Special key icon
©Screen refresh icon

@®KVM properties icon

@Zoom in icon

@Zoom out icon

©Default size icon

dOWindow resize icon

ADKVM indicator

{2Remote KVM Console screen

When pressing Shift + CapsLock or NumLock on the remote KVM console,
the indication may not be the same as the CapsLock or Numlock LED on

the management PC. In addition,the CapsLock or NumLock staus on the
Server may change after the remote KVM console has been used.

In that case, please try to push the key from the target system and match a
state of LED and actual operation.
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Entry via special keys

For special keys, even if you press these keys in a remote keyboard, it will not take effect in
the host server. Using the following three special key icons will take effect in the host
server.

i"_| (raised state) and m (pressed-in state) : toggles whenever clicked.

owiA| (raised state) and CutA| (pressed-in state) : toggles whenever clicked.

For example, to enter “Ctrl+Alt+Del” , press the [Ctrl+Atl] icon and
press the Del key on your keyboard. By doing so “Ctrl+Alt+Del”
takes effect in the host server. When this takes effect, click the
[CtrI+Atl] icon again to release the effect of entry of this special key.

L-%*
Tips

Eﬂ| (Windows key icon)

_'_| ( “” pipe key icon)

Zoom in and zoom out
When you click [i] to zoom in, what is shown becomes larger.
When you click ['i] to zoom out, what is shown becomes smaller.

When you click [':(], the default size icon, what is displayed will be the same size as the host
server.

When you click fEE], the window resize icon, the size of the Remote KVM Console window is
adjusted to the remote screen size.

Screen refresh

When you click [B)], the screen refresh icon, the Remote KVM Console screen will be refreshed.
When the screen display is disturbed, refresh the screen.

Modifying properties

When you click [Elrl-], the KVM properties icon, the KVM properties window appears. In this
window, you can specify the screen refresh interval which is executed automatically.

- By having a shorter refresh interval, garbage on the screen will be

reduced. However, note that screen refresh will give burden. A too

Tips short refresh interval can slow response speed of terminals or affect
traffic performance of the network.
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IPMI INFORMATION

You can see system event logs (SEL), sensor data records (SDR), and field replaceable units (FRU)
information, which are called IPMI information. By using the IPMI information, you can see and
examine troubles and events on the host server, and determine a part to be replaced.

Displaying System Event Logs (SEL)

Netwaork Statis Hast Infarmation LED Pawer Contral Windaw ’E
192.168.1.1 ! @ pc-on ElEIEIr
| administrator | =3 e D Ready &= @D B )Bi| B

When you click [E2] to display system event logs (SEL) on Control Panel, SEL information is
loaded from BMC, and the following window showing system event logs (SEL) opens.

E: System Fvent Log@EL ¢

Tirnestarnp | Ewent
1j11/04 2:06:54 AWM Power Supply  REecowvery  Power Supphy Failure dete. .

1j11/04 20648 AWM |Power Supply Error Power Supply Failure detected
1711704 12:49:57 AM |Power Supply Eecowvery  Power Supply Failure dete. ..
1711704 12:49:51 AM |Power Supply Error Power Supply Failure detected
110,04 11:14:10 PM (OS5 Boot  Information € boot completad

1j10/04 11:12:51 PM |Swstern Boot Initiated  Information  Initiated by pow.

1788h

Information
. boot completed

[Cump] 8817 0242 87 004041 0004 1F A3 &F 41 &F FF

On the upper part of the window, a list of logs appears. On the lower part of the window,
detailed information of the entry selected from the list appears.

When you click [ =] ] for reloading, the SEL information is reloaded from BMC, and you can
update the information to latest.

Clearing SEL information

You can clear the SEL information on BMC by clicking [F%], the icon for SEL clearing. When
you see the message for confirmation, click [Yes] if you want to clear SEL. If not, click [NO]
so that SEL clearing will not be performed.
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Displaying Sensor Data Records (SDR)

Netwvork Statis Hast Infarmation LED Power Cantrol Windaw
192.168.1.1 | @ DC-ON ‘ @| LB R
| administrator | e @ D Ready ) E: ( Bl ’ Ba

When you click [E|i] to display sensor data records on Control Panel, SDR information is

loaded from BMC, and the following window showing sensor data records appears.

i Sensor Data RecordGDR) ¢

)

Record 1D | Sensor Type Chicri B |
1h Waltage(Praocessor 1 %CCP) Bashrd Magmt Ctlr E
2h Woltage(Processor 2 WCCP) Bashrd Mgmt Ctlr
2h Yoltage(Baseboard 2.3%) Bashrd Mamt Ctir
4h Woltage(Baseboard 2. 3W5E) Bashrd Mamt Ctir
5h Woltage(Basehoard %) Bashrd Mgmt Ctlr
&h Woltage(Baseboard SW5E) Bashrd Mgmt Ctlr
7h Woltage(Baseboard 12%) Bashrd Mgmt Ctlr
Bh Woltage(Baseboard WBAT) Bashrd Mgmt Ctlr [—

[ Eecord IDV]  1h

[ Zensor Type ] Yoltage(Processor 1 %W CCR)

[ Entity ] Processorl

[ Owner ] Bashrd Mgmt Ctir

[ Upper non-recowerakble Threshaold ] ---

[ Upper critical Threshold ] 1.e4%alts (Hysteresis: 1.63%alts)

[ Upper nan-critical Threshaold ] L.5evolts (Hysterasis: 1.55%olts)
[ Lowwer non-critical Threshold ] 1.15%%olts (Hywsteresis: 1. 1&Yalts)
[ Lowwer critical Threshold ] 1.0&%ols (Hysteresis: 107 alts)

[ Lowwer non-recoverable Threshold | ---

0loo510l ZEZ200010 02 0L FFER 020185 32
B85 22 1B 1B 00 04 Q0 00 EB 42 0F 01 Q0 B4 OF B2
BOSBFFOO  OOBFBOOO 49 5B 02 02 Q0000000
E0F2EFEE B FITIERE T2 2032120 564343150

On the upper part of the window, a list of sensor data records appears. On the lower part of

the window, detailed information of the entry selected from the list appears.

SDR information is information on definitions for each sensor on the

o

oy
| 4] server.
Tips BMC monitors server sensors according to this information.
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Displaying Field Replaceable Units (FRU) information

Power Cantrol

Windaw

Netwvork Statis Hast Infarmation LED
192.168.1.1 | @ DC-ON
| administrator | |—x— |3} @ @ Ready

HEETEIEIEY
& @ B | Bi( Bo

When you click [E?ﬁ] to display field replaceable units (FRU) information on Control Panel,
FRU information is loaded from BMC, and the following window showing field replaceable

units (FRU) information appears.

¥ Field Replaceable UnitFRL) -

B

FRU | Chicrier

Frimary FEU Dewvice Bashrd Magmt Ctlr

FMC FRU Bastrd Mamt Ctir

Pwer DstBd FRU Bashrd Magmt Ctlr
DimM A2 5PD Bashrd Magmt Ctlr
Dimb B2 5PD Bashrd Magmt Ctlr

[ Board Information ]
[ Mfg. Date/Time ]| 172704 54900 AM
[ Board Manufacturer ] MEC
[ Board Product Mame ] G7HEG
[ Board Serial Mumber ] Q0000000
[ Board Far Mumhber ] 243-632 1466
[ Board YWersion ] Q0o

[ Product Information ]
[ Manufacturer Mame | MEC
[ Product Mame | Adwvanced Eemote Management Card
[ Product Part f Madel Mumber] [ME115-02]
[ Product Yersion ] FR1.0
[ Product 5erial Mumber ] QQOQQ00000
[ Asset Tag ] QOQOQOQQQQ0A00000

On the upper part of the window, a list of FRUs appears. On the lower part of the window,

detailed information of the entry selected from the list appears.
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BMC CONFIGURATION

You can configure BMC settings.

Starting up the BMC Configuration window

Network Status Hast Infarmation LLn Faower Caontral Windw X
@ Dc-oN MIENE(ERE
@ Ready | & i| B

192.168.1.1 |

| administrator | =3 e

When you click [@], the icon to start up BMC Configuration on Control Panel, the BMC
Configuration window appears as shown below.

ser kXM Privilege \ |

administratar YES

B Eet_‘_tinga
X User
LS Metwork
@& WEE Server
= Alert Mail

/

@ Loads a file @ Saves the file

@ Edits information

@ Reloads from BMC & Makes global settings of BMC
® Item selection tree @ Currently configured values

o3 Use “Global settings of BMC” when configuration information is

o
loaded from a file.
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User Configuration

By clicking [User Configuration] in the left pane of the BMC Configuration window, a list to
show 20 accounts opens in the right pane and you can set up user accounts.

Choose the account you want to modify or add and click [E?] to edit information. The User
Configuration window to edit a user account as shown below opens.

2 User Settings

No. 1

Username: |administratur |

Passwaord: |**‘***"f“‘“‘*’*’*‘* |

Password{Confirm): |

- KVM Privilege

[v| Remaote KYM Console Enable

0K Cancel

@ Enter a user name.
@ Enter a password. To avoid a mistake, enter a password in two boxes.
@ Configure an access privilege.
Remote KVM Console: Specify whether or not to enable Remote KVM Console.

If you select this check box, you can make Remote KVM Console enabled (permit)
settings.

When you click [OK], all the information in the User Configuration window will be written into
BMC.

When you click [Cancel], the User Configuration window closes discarding what you have
configured in the window.
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Network Configuration

The ports listed below are used for remote management.

If your network has a firewall, provide setting for firewall appropriately.

Module name Port number Protocol | Direction | Module name | Port number
Remote KVM client | Undefined UDP —— BMC 623

Mail server 25(*1) TCP —— BMC Undefined
WERB client Undefined TCP —— BMC 80(*2)

WEB client(SSL) Undefined TCP —— BMC 443(*3)

*1:To change the port number, select [BMC Settings]—[Alert Mail]—[E-Mail Alert Settings]—
[SMTP]—[SMTP Port Number].

*2:To change the port number, select [BMC Settings]—=[WEB Server]—=[WEB Server

Settings]—[HTTP Port

Number].

*3:To change the port number, selectBMC Settings]—[WEB Server]|—~[WEB Server Settings]

— [SSL Port Number].

By clicking [Network Configuration] in the left pane of the BMC Configuration window, you will
see a window as shown below and you can make network-related settings for BMC including

IP address.

#Z EMC Configuration

aBalzae

[ BMC Settings
Y zer
e
&) WEE Server
= Alert Mail

Mo, |

Hostharme |

IP Address/Mask |

MAC Address |

| #E 1 sapphire_bme

192.1e8.1.1724

Qo0 4c9f: 13 a
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When you click [D ], the icon for editing information, in this window, the Network
Configuration window as shown in the following page appears.

The Network Configuration window has three tabs.

Before setting the default gateway, the gateway, the server ,and the
management PC must be ready to communicate.

If the default gateway is set while they are not ready to communicate,
you must cycle the power of the server after they are ready to
communicate through network.
IZ Network Settings
r LAN |/DN5 |/ Hosthame
Interface Mo.: 1
@
MAC Address: 0000 4c9113:ca
@
©) [_] Get IP Address by DHCP

IF Address Setting

IP Address: [192.168.1.1

Subnet Mask: 1255.255.255.0

Default Gateway: |192.168.1.1GC|

@) The MAC address owned by BMC appears in this box.
@ Choose whether or not to acquire an IP address automatically by DHCP.

@ If DHCP is not used to automatically acquire an IP address, make settings here. If
DHCP is used, information automatically acquired appears here.

When you change the IP address, the current connection will be
disconnected after you click OK and settings of BMC is completed.

Close the window once, and then enter the IP address (or host name)
that has been newly configured in the browser to log in.

Because the login page that remains to be displayed in the browser
has been accessed by the old address, you cannot use it to log in.
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I3 Network Settings

|/LAN [ DNS || Hostname

@ [¥] Get DNS Server IP Address by DHCP
DKS Setting

DNS Server Address: | 192 168.2.240

Cancel

(@ Choose whether or not to acquire the IP address of the DNS server automatically by
DHCP.

@ If DHCP is not used to automatically acquire the IP address of the DNS server, make
settings here. If DHCP is used, information automatically acquired appears here.
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IZ Network Settings

f LANM |/DN5 |/ Hosthame

Default Hostname: ARMCOO004CAF13CA

Hostname: |sapphire_bmc

®» 0o

Domain Name: |abmc.zample.net

| Register hostname to DNS Server

Cancel

(@) The default host name to be used when no host name is configured for using DHCP

@ Enter the host name of BMC. If nothing is set here, the default host name in the
previous step will be used.

@ Enter the domain name of the network to which BMC belongs.

@ Choose whether or not to register the host name to the DNS server.

It is recommended to specify a name that is easy to imagine the host
name in the server OS (for Windows, a computer name) for a BMC host
Tips name.

For example, if the host name on the server OSis “sapphire” , you
may set BMC “sapphire_bmc” for a BMC host name.

td

Because BMC uses a LAN controller independent of the server OS, a
BMC host name and a domain name cannot be _exactly the same as

those on the server OS. If BMC belongs to a different network
domain, you can have the same host name.

When you click [OK], all the information in the Network Configuration window with three tabs
will be written into BMC.

When you click [Cancel], the Network Configuration window closes discarding what you have
configured.
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HTTP Configuration

By clicking [HTTP Configuration] in the left pane of the BMC Configuration window, you will
see a window as shown below and you can make web server-related settings for BMC such
as HTTP port.

&2 EMC Configuration ::
aBalzae

[ BMC Settings [term

Metwork @ 55L Enable/Disahle Disable
(@ [WEE Server | @ S5L Pont 443

=9 Alert Mail |@ Login Attempt Interval 60[sec]
@ Login Attempts 10[tirnes]
@ Account Lock Interval G00[sec]

If you change the settings of HTTP port number, Enable SSL, or SSL
Port Number, the current connection will be disconnected.

Close the window once, and then enter the port number that has been
newly configured in the browser to log in.

Because the login page that remains to be displayed in the browser
has been accessed by the old address, you cannot use it to log in.

When you click [Df], the icon for editing information, in this window, the HTTP Configuration
window as shown in the following page appears.
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(5] WEE Server Settings :
[ WEB Server

HTTP Port Number:

S5L Enable/Disable:

S5L Port Number:

Login Attempt Interval: [sec]

o 0 ® @O o

Login Attempts: [times]

Acrcount Lock Interval: [sec]

Default

Cancel

@ Specify an HTTP port number
@

Choose enable/disable SSL communication. If you select this check box, you can
make SSL enabled settings. And, if you clear this check box, you can make SSL
disabled settings.

m Unless there is any specific reason such use of SSL not being allowed,
=4 it is recommended to use the HTTPS protocol, which is encrypted.

P* By default, SSL is disabled.
Specify an SSL port number in this box.

©)
@ In Login attempt period, specify a time period during which you can retry login if your
attempt to log in has failed.

®

In Failed login attempts, specify the number of login attempts during the period
specified in the previous step, exceeding which prompts to denial of login as specified
in the following step.

® In Account lock period, enter a time period during which login is denied.

m The three configuration items mentioned above are effective to deny
4] unauthorized login accesses that are attempted automatically.

Ties However, they cannot prevent such accesses completely.

When you click [Default], default values for HTTP port number, SSL port number, Login
attempt interval, Login attempts, and Account lock interval appear. But, SSL Enable/Disable
check box is not changed.

When you click [OK], all the information in the HTTP Configuration window will be written into
BMC.

When you click [Cancel], the HTTP Configuration window closes discarding what you have
configured in the window.
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Alert Mail Configuration

By clicking [Alert Main Configuration] in the left pane of the BMC Configuration window, you
will see a window as shown below and you can make alert mail-related settings.

#Z EMC Configuration :
Bz

3 BMC Settings 'El lterm
W | |cor |Er Alert Mail Enable

MNetwark | Alert Level Lewel 3
(& WEE Server |=f To Address test@est.com

Eg : E? From Address alert@abme.com

: E? Subject E-mail Alerting Message.
: E? Message This is an E-Mail Alerting Message.
: E? SMTP Server Address smip.sample.com

|=% SMTP Port Number 25

| =% Retry Count 10[tirnes)

| =% Retry Interval &0[sec]

| with Prociuct Mame Enable

| with IP Adddress Enable

| with Event Time Enable

| with SEL Data Enable

| = with URL Enable

| = with FQDM Enable

| with LCD Message Enable

|=% Timezone +0000

When you click [D’], the icon for editing information, in this window, the Alert Mail
Configuration window as shown in the following page appears. The Alert Mail Configuration
window has four tabs.
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= E-Mail Alert Settings °

Basic | Message |/5MTP |/Dptiun
Easic Settings

T~ Alent Mail: VI Enable

\ Alert Level: |LE'I|.-'EI3 (Level? + Mon-critical) «

@\ ~— Mail Test

Do Mail Test: EA Send Test E-Mail

0K Cancel

@ You can choose to enable or disable alert mail functions. If you select this check box,
you can make mail-related settings.

@ Specify an alert level from six levels.
Alert levels are categorized according to severity of event causing an alert.
@ You can send a test mail by clicking the button in this box.

If you want to send a test mail, complete all alert mail settings
detailed in the following pages.

Note that entering information in the Alert Mail Configuration window
does not complete settings. When you have entered all the
information you need to enter, click [OK], and the information will be
written into BMC and settings will be completed.

According to severity of event causing an alert, X-Priority: field in the
alert mail header changes as below.

Tips Non-recoverable/Critical X-Priority: 1
Non-critical X-Priority: 3
OK/Information/Monitoring X-Priority: 5

@)
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®» 00

=% E-Mail Alert Settings :

[(Basic | Message ['SMTP | Option |

~Message Settings
test@est. com
demo@demo. net
© F : |aler1@at:|m|:.|:nm
T —Swmhject: |E-Mail Alerting Message.
v| Message:
This is an E-Mail Alerting Message.
For more information, click the UEL below.
[+
Get Default Message |
Cancel
Specify email addresses of alert mail. You can specify up to four addresses.
Specify a sender’s email address.
Type in a subject of alert mail.
Type in a message that appears in the message body of all alert mails. If you don't

need such message, you can clear the check box. If you click “Acquire default
message”, the recommended message appears.

The subject and message you configure here will be attached to all
alert mails.

You can use Japanese for subject and message but you cannot use
Japanese for email addresses.
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= E-Mail Alert Settings °
rBasil: rMessagE SMTP | Option
SMTP Settings

D

\_MTP Server Address: |5mtp.sample.cnm |
@
N —SMTP Port Number 23
@— ———_Reury Intervalk 60 | [sec]

Default
0K Cancel

(@) Specify the SMTP server address. You can use the IP address as well.
@ Specify the port number of the SMTP server.
@ Specify how many retries can be made when attempt to send the mail has failed.

@ Specify a retry interval that waits for the next retry when attempt to send the mail has
failed.

When you click [Default], default values for SMTP port number, retry count, and retry interval
appear. Unless there is any specific reason not to, it is recommended to use the default
values.

This product doesn’t support SMTP Authentication (SMTP-AUTH).
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=2 E-Mail Alert Settings

|/Eil5il: rMEssage rSMTP |/ Option

@
Mail Attached Information
[v| Product Name [v] BMC URL
VI IP Address vl EMC FQDN
[v| Event Time V] LCD Message
[v| SEL Dump Data [vl BMC FW Rev.
@

Misc Settings

Time Zone:

@ Specify information to be included in the body of alert mails.

Product Information The product name, code and number of the server

IP Address IP address of BMC

Event Time The time the event occurred

SEL Dump Data Data representing system event logs (SEL) in hexadecimal
BMC URL URL of the ARMC login page

BMC FQDN Full domain name of BMC

LCD Message LCD message in the server at the time of event occurrence
BMC FW Rev. Revision information of BMC firmware/SDR/PIA

@ The information here will appear in the Date field in the header of alert mails.
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FIRMWARE UPDATE

You can update applet, KVM firmware, BMC firmware, sensor data records (SDR), and platform
information (PIA)

Starting up the Firmware Update window

Netwaork Statis Hast Infarmation LED Pawer Contral Winda ’E
192.168.1.1 | @ DC-oN ‘ g = *
| administrator | == E e D Ready a8 ) Bi

When you click [-*], the icon to start up Firmware Update, on Control Panel, revision information is
loaded from BMC, and the Firmware Update window as shown below appears.

4 Firmware Updates

el E

Target | Current Revision | New Revision | Update | Status | File name | Timestarnp
B C firmware 00,08
Flatform Infarmation (P& 0110
Sensor Data Record (SDE) Q0. 10
Applet o011
Fa'b firmmware 0% 2a

I

When you click [Cancel], the Firmware Update window closes without any changes made.

The following pages provide information about update procedures.
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Loading update data files

When you click ['E] to add update files, a window as shown below opens prompting you to select
files.

Look In: |Ij MyDocuments v| @ @ @ @E

[y ABMC.REF

) ABMCFW.bhx
[} gngooos.bin
[} pLan10L.hex
[} spro101.crg

File Name: [ |

Files of Type: |AII update files - |

Open || Cancel |

Select update data files.
When you click [Open] after specifying files, loading of the files begins.
It will take a little while for loading to be completed.

- Because update can be made globally for each update target, make
% sure to load everything you need.

TPs You can specify multiple files to be loaded simultaneously.

Checking revisions

When loading of data files is completed, the current revision and new revisions appear with
information on files (file names and time stamps) in the Firmware Update window.

Check the revisions and information.

% Firmware Updates

| &

Target [Current Revisidirew Revisionl®pdatedStatus| File name | Timestamp
BMC firmmware ABMCFW bhyJul 2, 2004 2:55:22 PM
Platform Information (PLA) PlLADLIOL hex(jul 2, 2004 2:55%:35 PM

Applet gngooae binjul 9, 2004 2:55:27 PM
Fa'm firmware ABMC REBF Jul 3, 2004 2:55:31 PM

./ Check each revision well because downgrade can be performed as well.

If you click (3] to clear update data, all data that has been loaded will be
discarded. If you click [Cancel], the Firmware Update window closes
discarding all information that has been loaded.

Check
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Selecting update target

Select update targets in the Update check boxes.

% Firmware Updates

+1 B &

Target [Current Revisiorew RevisidUpdate §atus| File name | Timestamp
BMC firmmware 00,08 ————|ABMCFEW bhx|jul 9, 2004 2:55:22 PM

Platfarm Infarmation (P1LA) 01,10 ————|PlAQLOL hex | Jul 9, 2004 2:55:25 PM

Applet 0011 -——-[gngO00& bin|jul 2, 2004 2:55.37 PM
FAM firmware 0%.2a -——-|ABMC.RBF  |Jul 5, 2004 2:55%:21 PM

l/ Only what you specify here will be written into BMC.
Data will not be written for those items with file loaded but not
specified here.

Check

If you want to update both SDR and PIA, perform writing
simultaneously. If you update SDR and PIA separately, the first

update data will be cleared when the second update is performed.

Writing update data into BMC

When you click [# ] , update data will be written into BMC.

% Firmware Updates

5B%

Targ Mrite updlate data 1o BMC | 1y - RevisiolUpdatdStatus|  File name | Tirmestamp
BMC firmmarare 0008 of.21 [¥] ABMCEW bhx Jul 5, 2004 2:55:33 PM
Platfarm Information (P1A) 01.10 01.01 PLADIOL hex|jul 9, 2004 2:55 25 PM

Applet 0011 00.0& gnaoooe. bin|jul 9, 2004 2:55:37 PM
' firmware 0%.2a 0z.249 ABMC EBF  (Jul 9, 2004 2:55:31 PM

For each update target, the window showing update progress appears.

[Ipdate Progress

Update iz starting
| 0%
Update Pre-process is running
| 0%

If any error is detected during update, an error message appears and the update is terminated.
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Completion of writing

When writing is completed, results appear in the [Status] column per [Target].

% Firmware Updates

File nare | Tirmestamp
BMCFW bhx|jul &, 2004 2:55:33 PM
Platform Infarmation (P1LA) ADLQL hex | jul 9, 2004 2:55:25 PM

Applet gQuOnE. hin|jul &, 2004 25527 P
WM firmware BMC.REEF  |Jul 9, 2004 2:55:31 PM

on the server to apply the update.

‘ ./ For targets other than applet, reboot the server or power off and then

Check

./ If you reboot the server or power on the server to apply the BMC
firmware update, connection to BMC is disconnected. To continue
using, log in again.

Check

./ To apply applet update, log out and shut down all browsers, and then
log in again. You do not need to reboot the server.
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6. Troubleshooting

ERROR MESSAGES

Fatal errors

No Error Message

What to do

1 Fatal error. JavaVM quits.

Try logging in again.
If the same message continues to appear, contact
your support department.

Try logging in again.
2 A fatal software error has occurred. If the same message continues to appear, contact
your support department.
Login error
No Error Message What to do
1 Authentication error Check the user name and password, and then
enter them again.

Access privilege error

No Error Message

What to do

Unauthorized operation. You have no
privilege to perform the operation.

Try performing the operation with
administrator’s privileges. Consult your
administrator.

Network errors

No Error Message

What to do

1 The HTTP communication failed.

Check the network environment and try again.
Contact your support department if the error
persists. .

2 Could not resolve the IP address.

Check the network environment.
You cannot use Remote KVM Console for
connections via proxy.

3 Unable to reach the target host.

Check the network environment.
You cannot use Remote KVM Console for
connections via proxy.
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Check the network environment and try again.

4 A network error occurred. Contact your support department if the error
persists.
Check the network environment and try again.

5 Failed to download applet. Contact your support department if the error
persists.
Check the network environment.

6 The RMCP+ session is closed. If there is no network problem, contact your
support department.
Check the network environment.

7 Failed to establish the RMCP+ session. If there is no network problem, contact your
support department.
Check the network environment.

8 The RMCP+ transmission failed. If there is no network problem, contact your
support department.

The specified RMCP+ protocol cannot be Check the network environment.

9 used. If there is no network problem, contact your
support department.

10 BMC resources to establish a new RMCP+ | Try again after a connection from other client is

session are insufficient. finished.

Check the network environment and server.

11 The RMCP+ session time-out occurred. If you don’t find problem, contact your support

department.

BMC-related errors

No Error Message What to do
The network may be busy. Try again. If the
1 The IPMI request was aborted. error persists, contact your support department
because a failure may have occurred in BMC.
Check the server. A failure may have occurred
2 Received bad response from BMC in BMC.
p ’ If you don’t find problem, contact your support
department.
3 BMC does not support IPMI 2.0 functions. Contact your support department.
Check the server. A failure may have occurred
) in BMC.
4 Failed to run the IPMI command, If you don’t find problem, contact your support
department.
Check the network environment.
5 Failed to send the IPMI message. If the network has no problem, contact your
support department.
6 Illegal IPMI message was requested. Contact your support department.
Check the server. A failure may have occurred
7 Specified target is not present. in BMC.

If you don’t find problem, contact your support
department.
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Remote KVM Console errors

No Error Message What to do

Check the network environment and try again.

1 Failed to disable Remote KVM Console. Contact your support department if the error
persists.
Check the network environment and try again.

2 Failed to enable Remote KVM Console. Contact your support department if the error
persists.
Check the network environment and server.

3 KVM packet transmission failed. If you don’t find problem, contact your support
department.

4 The KVM request was aborted. This is not a problem. Click OK and close the
message box.
Check the network environment and server.

5 UDP packet transmission failed. If you don’t find problem, contact your support
department.

6 Remote KVM console can not activate Make a remote KVM console enable

because it is disabled Refer to page 91.
7 Remote KVM Console is used by other Try again after the client using Remote KVM
client. Console finishes using.

8 Failed to shut down Remote KVM Console. Use Rerpote KVM Console after waiting 3 or
more minutes.
Check the network environment and try again.

9 Failed to make settings. Contact your support department if the error
persists. .
Check the network environment and server.

10 | The UDP connection is closed. If you don’t find problem, contact your support

department.

System event logs (SEL) display errors

No Error Message What to do
The network may be busy. Try again. If the
1 Failed to clear session event logs of BMC. error persists, contact your support department
because a failure may have occurred in BMC.
The network may be busy. Try again. If the
2 Failed to acquire system event logs. error persists, contact your support department

because a failure may have occurred in BMC.
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Sensor data records (SDR) display error

No Error Message What to do
The network may be busy. Try again. If the
1 Failed to acquire sensor data records. error persists, contact your support department
because a failure may have occurred in BMC.

Field replaceable unit (FRU) information display error

No Error Message

What to do

Failed to acquire field replaceable units
information.

The network may be busy. Try again. If the
error persists, contact your support department
because a failure may have occurred in BMC.

BMC configuration errors

No Error Message What to do
Check the network environment and try again.
1 Failed to make settings: Contact your support department if the error

persists. .

2 Failed to acquire BMC Configuration:

Check the network environment and try again.
Contact your support department if the error
persists. .

Used by other software program.
Try again after a while.

Try again after a while.

4 Invalid BMC configuration file.

The BMC configuration file may be corrupted.
Check the file.

5 The required XML tag is not found.

The BMC configuration file may be corrupted.
Check the file.

6 Failed to write the file.

The BMC configuration file is not saved
successfully. Change the location to save the
file and try again.

You can use only alphanumeric characters, minus

7 Invalid user name sign (— ), and underscore (_) for a user name.

A user name should be 31 characters or less.
8 The user name is too long A user name should be 31 characters or less.
9 The password is too long. Use 16 or less characters.
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10 | Passwords are not matched. Again, input passwords.

11 Invalid HTTP port number You can use only numeric values.

12 | Invalid SSL port number You can use only numeric values.

13 HTTP/SSL should not be the same. The same port number can't do them. Specify
different value.

14 | Invalid login attempt period You can use only numeric values.

15 Invalid failed login attempts You can use only numeric values.

16 | Invalid account lock period You can use only numeric values.

17 | Invalid IP address Use numerals and periods to specify an IP
address.

18 | Invalid subnet mask Use numerals and periods to specify a subnet
mask.

19 | Tnvalid default gateway Use numerals and periods to specify a default
gateway.

20 | Invalid DNS server IP address Use numerals and periods to specify the IP
address of DNS server.
You can use only alphanumeric characters, minus

21 Invalid host name sign (— ), and underscore (_) for a host name.
A host name should be 64 characters or less.
You can use only alphanumeric characters, minus

22 Invalid domain name sign ( — ), and underscore (_) for a domain name.
A domain name should be up to 256 characters.

23 The SMTP server address is too long. Specify within 256 characters.

24 | Invalid SMTP port number. You can use only numeric values.

25 Invalid retry count You can use only numeric values.

26 | Invalid retry interval You can use only numeric values.

27 "To" is too long. Specify within 256 characters.
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28 "From" is too long. Specify within 256 characters.
Specify within 512 characters. If you use

29 | "Subject" is too long. Japanese characters, the number of characters
you can use is less than half of 512 characters.
The message should be up to 4064 characters.

30 The message is too lon If you use Japanese characters, the number of

& & characters you can use is less than half of 4064

characters.

31 Failed to open the file: The specified file may not exist. Check the file
name.

32 | Failed to close the file: The specified file may be corrupted.

33 Can’t open the file: The specified file may not exist. Check the file
name.
Try again. If the error persists, contact your

34 | Timeout has occurred. support department because a failure may have

occurred in BMC.

Firmware update errors

No Error Message What to do
There are uncompleted update images on
1 BMC as follows: Reboot the server and complete the update.
The network may be busy. Try again. If the
2 Failed to acquire status of the update area. | error persists, contact your support department
because a failure may have occurred in BMC.
3 Update data is too large: Some update ﬁl.es may be corrupted. Acquire
update files again.
The network may be busy. Try again. If the
4 Failed to prepare update error persists, contact your support department
because a failure may have occurred in BMC.
5 Invalid file size: The update ﬁlq may be corrupted. Acquire the
update file again.
6 Could not find the revision information: Some update ﬁlgs may be corrupted.  Acquire
update files again.
Try again. If the error persists, contact your
7 Failed to create rollback image. support department because a failure may have
occurred in BMC.
Try again. If the error persists, contact your
8 Failed to erase. support department because a failure may have

occurred in BMC.
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Some update files may be corrupted. Acquire

9 Unsupported format version: update files again,

10 | Failed to load the update image file. Some update ﬁl'es may be corrupted.  Acquire
update files again.
Try again. If the error persists, contact your

11 Update has failed. support department because a failure may have
occurred in BMC.
Try again. If the error persists, contact your

12 | Could not switch to the update mode. support department because a failure may have
occurred in BMC.

13 Could not find the update targets: Some update ﬁlgs may be corrupted.  Acquire
update files again.

14 | Invalid address: Some update ﬁl'es may be corrupted. Acquire
update files again.
Try again. If the error persists, contact your

15 | Writing has failed. support department because a failure may have
occurred in BMC.

16 | Unsupported token is detected: Some update ﬁl'es may be corrupted. Acquire
update files again.

17 | Invalid segment information: Some update ﬁl'es may be corrupted. Acquire
update files again.

18 | Invalid data length: Some update ﬁl'es may be corrupted. Acquire
update files again.

19 Failed to open the file: The specified file may not exist. Check the file
name.

20 | Failed to close the file: The specified file may be corrupted.

71 Invalid file checksum: Some update ﬁl_es may be corrupted. Acquire
update files again.

22 | Failed to parse files, Some update ﬁlgs may be corrupted. Acquire
update files again.

23 Failed to parse files: Some update ﬁlgs may be corrupted. Acquire
update files again.

24 | Failed to load files: Some update ﬁlgs may be corrupted. Acquire
update files again.

25 Could not find files: Some update ﬁl.es may be corrupted. Acquire
update files again.
Try again. If the error persists, contact your

26 Failed to verify support department because a failure may have

occurred in BMC.
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Update will be stopped because interruption

Check clients. A software program other than

27 has occurred. you are using may have interrupted.
. . . Try again as necessary after online update

28 Online update is now being used. performed by other tool is completed.
The network may be busy. Try again. If the

29 | Failed to acquire the current revision. error persists, contact your support department
because a failure may have occurred in BMC.

30 | Failed to acquire lines: Some update ﬂl'es may be corrupted. Acquire
update files again.

31 Tnvalid line length: Some update ﬁl'es may be corrupted. Acquire
update files again.

32 | Unexpected EOF is detected: Some update ﬂl'es may be corrupted. Acquire
update files again.

33 Unexpected token is detected: Some update ﬁl_es may be corrupted. Acquire
update files again.

34 | PIA does not suit this server It is not Platform Information(PIA) of this server.

Acquire update files again.
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OTHERS

Please confirm the following items before sending on repair when remote monitor function does not
work.

If you found the same trouble condition, please refer to the comment.

In addition, about a trouble in the system, please refer to attached user’s guide to the server.

When there is not an item to fit, and when it is not improved even if I carry out measures,

Please contact a maintenance service company.

g_‘) After having installed this card, During POST processing, a warning message became
display.

M Did you do initial setting of a remote management card?

—Please confirm a message with user’s guide of the server.
There is a possibility that the system device information is not written in.
Please start EXPRESSBUILDER of the server attachment.
Please choose "initial setting of a remote management card" among "a tool menu". Please
do setting of information peculiar to each server to an advanced remote management
card.

\{) I cannot recognize a server from a management PC.
M Did you do initial setting of an Advanced Remote Management Card?

—Please start EXPRESSBUILDER of the server attachment.
Please choose "initial setting of a remote management card" among "a tool menu".
Please do setting of information peculiar to each server to an Advanced Remote
Management Card.

M Is JAVA 2 Runtime Environment, Standard Edition 1.4.2 04 or later installed in a
management PC?

—Java2 Runtime Environment, Standard Edition 1.4.2_04 is necessary for a management
PC.
You can download this software from the following places.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM driver.
The master control menu will be displayed by the Autorun function.
Click [Software Setup]-[NEC DianaScope] The DianaScope installation menu for
Windows will appear.
There is JAVA Installer at Menu of NEC DianaScope Manager.
Please download it as follows if you want latest JRE(Java Runtime Environment)
distributed free of charge by Sun Microsystems, Inc.
http://java.sun.com/j2se/

M Are management card and a network card connected with inside cable?

—Please confirm whether inside cable is connected between cards.
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M Is a LAN/ICMB cable connected?

—Please confirm a connection state of a LAN/ICMB cable.
You cannot refer to a sensor of the server device justly unless a cable is connected.
In addition, please confirm that you are not connecting a cable to a connector of the
server.

M Is not an IP address duplicated?

—An [P address of a LAN port for management is set to 192.168.1.1 at the time of
shipment. Because it is not recognized that there is the same IP address on the same
network normally, please change an IP address.

M Are you setting monitor of a main body of Express5800 device of ESMPRO/Server
Agent?

— A setting method is as follows. Start ESMPRO/ Server Agent of Windows Control Panel,
and please check of [Express5800 device] - [watch it] check box of "a system" tab.

The initial value is “No watch”. After a setting change, monitor of a main server device
is started automatically.

You do not have to reboot a server after a setting change. Please carry out rebuilding of a
tree when you cannot refer to a main server device.

MIs not connected limitation done in the fire wall and the gateway?
—There is a possibility of caught to connected limitation such as the fire walls.

This is guessed to be a cause when client PC is connected directly with LAN crossing
cable and the problem solves. Please reconfirm the fire wall and the gateway, etc.

M To a remote KVM window of Web, a console screen of a server does not emerge. Is
resolution setting of a server right?

— A support range of an advanced remote management card, resolution 1024x768,
refreshment rate 75Hz are the upper limits. Please set to appropriate screen mode.

M Did you apply exclusive Video Driver for Windows?

—When the server requires, please apply a video driver from EXPRESSBUILDER attached
to the server. Please refer to user’s guide of the server.

M Are you using a device with a text mode for Linux OS?

—If you do set a graphic screen, system may not display from condition of
monitor/Driver/video memory on x-window. Please set with a text mode.
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@ When a login name/password is forgotten for the password at the time of using a
remote management function from a WEB browser.

M When you forget a login name and a password setup, by changing a jumper mounting
position, various setup can be returned to the value at the time of shipments.

Check

In the case of using the DianaScope which is the management utility, settings by
the DianaScope is also cleared by this operation.
Please back up the setting information on the DianaScope before performing this

operation.

—A procedure
1. Turn off a power supply of a server and pull a power supply cord from outlet.

2. You have to mount the Clear Jumper of the management card as follows.

Refer to page62

Implement position at the time of shipment
B
7 1
Implement position at the time of password clear
i :
7 1

3. After that, you connect a power supply cord.

4. You wait more than 30 seconds without switching it on.
You pull power supply cord out of an outlet again.

5. You return a jumper to the position at the time of shipment once again.
Because various setting returns to initial setting value, please set it again.
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